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Community Bank Supervision Introduction

Background

This booklet explains the philosophy and methods of the Office of the
Comptroller of the Currency (OCC) for supervising community banks.
Community banks are generally defined as banks with less than $1 billion in
total assets and may include limited-purpose chartered institutions, such as
trust banks and community development banks. As banks grow in size and
complexity, the supervisory process transitions to that outlined in the “Large
Bank Supervision” booklet of the Comptroller’s Handbook. The “Community
Bank Supervision” booklet serves as the primary guide to the OCC’s overall
supervision of community banks and should be used in conjunction with
other booklets of the Comptroller’'s Handbook, as well as the FFIEC
Information Technology Examination Handbook and the FFIEC Bank Secrecy
Act/Anti-Money Laundering Examination Manual.’

The OCC’s community bank supervision process is designed to:

e Determine the condition of the bank, as well as the levels and trends of
the risks associated with current and planned activities.

e Evaluate the overall integrity and effectiveness of risk management
systems by conducting periodic validation.?

e Determine compliance with banking laws and regulations.

e Communicate findings, recommendations, and requirements to bank
management and directors in a clear and timely manner, and obtain
commitments to correct significant deficiencies.

e Verify the effectiveness of corrective actions or, if actions have not been
undertaken or accomplished, pursue timely resolution through supervisory
or enforcement actions.

The community bank supervision process also gives examiners flexibility
when developing supervisory strategies and conducting supervisory activities.
The process integrates all functional areas of the bank under one supervisory

' FFIEC is the Federal Financial Institutions Examination Council.
2 Validation is accomplished by a combination of observation, inquiry, and testing.
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plan, which helps ensure consistency in the assessment of risks and the
degree of supervisory attention warranted.

The OCC's supervisory framework for community banks consists of three
components — core knowledge, core assessment, and expanded procedures:

e Core Knowledge — The OCC’s database that contains core information
about the bank (its profile, culture, risk tolerance, operations and
environment) and key examination indicators and findings, including risk
assessments. This database enables examiners to document and
communicate critical data with greater consistency and efficiency.

e Core Assessment — Objectives and procedures that guide examiners in
reaching conclusions regarding regulatory ratings under the Uniform
Financial Institutions Rating System (UFIRS, more commonly referred to as
CAMELS or capital, asset quality, management, earnings, liquidity, and
sensitivity to market risk), the Uniform Rating System for Information
Technology (URSIT), the Uniform Interagency Trust Rating System
(UITRS), and the Uniform Interagency Consumer Compliance Rating
System.?

The core assessment assists examiners in assessing the bank’s overall risk
profile using risk assessments made under the OCC-developed community
bank risk assessment system (RAS). The core assessment also defines the
conclusions that examiners must reach each supervisory cycle to meet the
requirements of a full-scope, on-site examination.* Supervisory activities,
including periodic monitoring, are tailored specifically to the risk profile
of each community bank. When examining low-risk banks or low-risk
areas of banks, generally only the first (or minimum) objective under each
section of the core assessment is completed. For all other community
banks or areas of community banks, examiners tailor the scope of the
supervisory activity by selecting objectives and procedures appropriate to
the bank’s complexity and risk profile. For details on flexibility of timing
and scope of supervisory activities, see the “Examining” section of this
booklet.

* For more information on UFIRS, URSIT, and other regulatory ratings systems, refer to the “Bank
Supervision Process” booklet of the Comptroller’s Handbook. The group of regulatory ratings
required for banks is sometimes referred to as CAMELS/ITCC, with ITCC referring to the information
technology, trust, consumer compliance, and Community Reinvestment Act ratings.

* The frequency (12 or 18 months) of full-scope, on-site safety and soundness examinations is based
on the bank’s condition and complexity as prescribed by 12 USC 1820(d) and 12 CFR 4.6.
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For Bank Secrecy Act/anti-money laundering (BSA/AML) reviews
performed during the supervisory cycle, examiners should refer to the
Core Examination Overview and Procedures sections of the FFIEC
BSA/AML Examination Manual.

e Expanded Procedures — Detailed guidance that explains how to examine
specialized activities or specific products that warrant extra attention
beyond the core assessment. These procedures are found in the other
booklets of the Comptroller’s Handbook, the FFIEC IT Examination
Handbook, and the FFIEC BSA/AML Examination Manual. Examiners
determine which expanded procedures to use, if any, during examination
planning or after drawing preliminary conclusions during the core
assessment.

The supervisory framework is designed to achieve the following operational
and administrative objectives:

e Ensure that supervision by risk is applied consistently throughout the
community bank supervision process by tailoring supervisory strategies
that integrate all examining areas to the risk profile of each community

bank.

e Ensure that the assistant deputy comptroller (ADC) is responsible for the
supervision of the bank and is accountable for the development and
execution of appropriate integrated risk-based strategies.

e Define minimum conclusions that examiners must reach during the
supervisory cycle, while providing the flexibility to vary the amount of
supporting detail or volume of work.

e Ensure conformance with statutory requirements for full-scope
examinations.

e Provide direction for less-experienced examiners through detailed
procedural guidance to be used, as needed, to reach key conclusions and
objectives.

The OCC also conducts targeted reviews and examinations of functions and
areas not covered by the core assessment section of this booklet. For
example, an examination of the bank’s Community Reinvestment Act (CRA)
performance is conducted every 36 to 78 months depending on the bank’s
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asset size, and the previous composite CRA rating. The first CRA examination
for de novo (or newly chartered) banks is between 24 and 36 months.

Supervision by Risk

The OCC recognizes that banking is a business of assuming risks in order to
earn profits. Banking risks historically have been concentrated in traditional
banking products and services, but community banks today offer a wide array
of new and complex products and services. Whatever products and services
they offer, community banks must have risk management systems that
identify, measure, monitor, and control risks. Therefore, risk management
systems in community banks vary depending on the complexity and volume
of risks assumed by the bank.

OCC supervision of community banks focuses on the bank’s ability to
effectively manage risk.> Using the core assessment, OCC examiners draw
conclusions about the adequacy of banks’ risk management systems. When
risks are high; when activities, products, and services are more complex; or
when significant issues or problems are identified, examiners expand the
scope of their supervisory activities to ensure that bank management has
appropriately identified, measured, monitored, and controlled risk. However,
the extent of the additional supervisory activities varies depending on the
impact those activities, products, services, or significant issues may have on
the overall risk profile or condition of the bank.

The community bank supervision process focuses on the individual national
bank. Nevertheless, supervision by risk requires examiners to determine
whether the risks at an individual bank are satisfactorily managed or
increased by the activities and condition of the entire holding company. To
perform a consolidated risk analysis, examiners may need to obtain
information from banks and affiliates (as prescribed in the Gramm-Leach-
Bliley Act of 1999 [GLBAJ]), review transactions flowing between banks and
affiliates, and obtain information from other regulatory agencies as well as
technology service providers. GLBA is important legislation that addresses a
number of significant issues affecting both national banks and the supervision
process. While GLBA reaffirms the OCC's responsibility for evaluating the
consolidated risk profile of the individual national bank, the act also
establishes a functional regulatory framework for certain activities conducted
within banks and through functionally regulated affiliates.

> For more information on supervision by risk and risk management, refer to the “Bank Supervision
Process” booklet of the Comptroller's Handbook.
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Banking Risks

From a supervisory perspective, risk is the potential that events, expected or
unanticipated, may have an adverse effect on the bank’s earnings, capital, or
franchise/enterprise value.® The OCC has defined eight major categories of
risk” for bank supervision purposes:

e Credit.

e |[nterest rate.
e Liquidity.

e Price.

e Operational.
e Compliance.
e Strategic.

e Reputation.

These categories are not mutually exclusive; any product or service may
expose the bank to multiple risks. Risks may also be interdependent — an
increase in one category of risk may cause an increase in others. Examiners
should be aware of this interdependence and assess the effect in a consistent
and inclusive manner.

The presence of risk is not necessarily reason for supervisory concern.
Examiners determine whether the risks a bank assumes are warranted by
assessing whether the risks are effectively managed, consistent with safe and
sound banking practices. Generally, a risk is effectively managed when it is
identified, understood, measured, monitored, and controlled as part of a
deliberate risk/reward strategy. It should be within the bank’s capacity to
readily withstand the financial distress that such risk, in isolation or in
combination with other risks, could cause.

If examiners determine that a risk is unwarranted (i.e., not effectively
managed or backed by adequate capital to support the activity), they must
communicate to management and the board of directors the need to mitigate
or eliminate the excessive risk. Appropriate actions may include reducing
exposures, increasing capital, and strengthening risk management practices.

¢ Enterprise value is an assessment of a bank’s overall worth based on market perception of its ability
to effectively manage operations and mitigate risk.
7 Risk definitions are in "Community Bank Risk Assessment System" in appendix A.
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Risk Management

Because of the diversity in the risks community banks assume, no single risk
management system works for all. Each bank should tailor its risk
management system to its needs and circumstances.

Regardless of the risk management system’s design, each system should

¢ Identify Risk — To properly identify risks, a bank must recognize and
understand existing risks or risks that may arise from new business
initiatives. Risk identification should be a continuing process, and risks
should be understood at the transaction (or individual) level and the
portfolio (or aggregate) level.

® Measure Risk — Accurate and timely measurement of risk is essential to
effective risk management systems. A bank that does not have risk
measurement tools has limited ability to control or monitor risk levels.
Measurement tools in community banks vary greatly depending on the
type and complexity of their products and services. For more complex
products, risk measurement tools should be more sophisticated. All banks
should periodically test their measurement tools to make sure they are
accurate. Sound risk measurement tools assess the risks at the transaction
and portfolio levels.

¢ Monitor Risk — Banks should monitor risk levels to ensure timely review
of risk positions and exceptions. Monitoring reports should be timely,
accurate, and informative and should be distributed to appropriate
individuals to ensure action, when needed.

e Control Risk — Banks should establish and communicate risk limits
through policies, standards, and procedures that define responsibility and
authority. These limits should serve as a means to control exposures to the
various risks associated with the bank’s activities. The limits should be
tools that management can adjust when conditions or risk tolerances
change. Banks should also have a process to authorize and document
exceptions or changes to risk limits when warranted.

Capable management and appropriate staffing are essential to effective risk
management. Bank management is responsible for the implementation,
integrity, and maintenance of risk management systems. Management also
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must keep the board of directors adequately informed about risk-taking
activities and must do the following:

¢ Implement the bank’s strategy.

e Develop policies that define the bank’s risk tolerance and ensure that they
are compatible with strategic goals.

e Ensure that strategic direction and risk tolerances are effectively
communicated and adhered to throughout the organization.

e Oversee the development and maintenance of a management information
system (MIS) to ensure that information is timely, accurate, and pertinent.

When examiners assess risk management systems, they consider the bank’s
policies, processes, personnel, and control systems. For small community
banks engaged in limited or traditional activities, risk management systems
may be less formal in scope and structure. Examiners assess risk management
systems consistent with the risk profile of each community bank.

e Policies are statements, either written or oral, of the bank’s commitment to
pursue certain results. Policies often set standards (e.g., on risk tolerances)
and may recommend courses of action. Policies should express a bank’s
underlying mission, ethical values, and principles. A change in a bank’s
activities or risk tolerances should trigger a policy review.

e Processes are the procedures, programs, and practices that impose order
on the bank’s pursuit of its objectives. Processes define how daily
activities are carried out. Effective processes are consistent with the
underlying policies and are governed by checks and balances. In small
community banks, processes may be effective even if they are less formal
than those in banks that offer more complex products and services.

e Personnel are the staff and managers who execute or oversee processes.
Bank staff and managers should be qualified and competent; understand
the bank’s mission, ethical values, policies, and processes; and perform as
expected.

e Control systems include the tools and information systems (e.g.,
internal/external audit programs) that bank managers use to measure
performance, make decisions about risk, and assess the effectiveness of
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processes. Feedback should be timely, accurate, and pertinent —
appropriate to the level and complexity of risk taking.

Risk Assessment System

The community bank RAS is designed to prospectively identify and measure
the risks in a bank and to aid examiners in determining the depth and type of
supervisory activities that are appropriate for each community bank. For
effective use of the system, examiners consider the current condition of the
bank and other factors that indicate a potential change in risk. Examiners
should watch for early warning signs that the level of risk may rise.

The RAS gives examiners a consistent means of measuring the eight major
banking risks as defined by the OCC and of determining when the core
assessment should be expanded. In making their assessments, examiners use
conclusions from the core assessment or expanded procedures and guidance
on the RAS. For six of the major risks — credit, interest rate, liquidity, price,
operational, and compliance — the examiner assesses a bank’s risk profile
according to four dimensions. Any one of these four dimensions can
influence the supervisory strategy, including the extent to which expanded
procedures might be used:

e Quantity of risk is the level or volume of risk that the bank faces and is
characterized as low, moderate, or high.

¢ Quality of risk management is how well risks are identified, measured,
controlled, and monitored and is characterized as strong, satisfactory, or
weak.

e Aggregate risk is a summary judgment about the level of supervisory
concern. It incorporates judgments about the quantity of risk and the
quality of risk management. (Examiners weigh the relative importance of
each.) Examiners characterize aggregate risk as low, moderate, or high.

e Direction of risk is a prospective assessment of the probable movement in
aggregate risk over the next 12 months and is characterized as decreasing,
stable, or increasing. The direction of risk often influences the supervisory
strategy, including how much validation is needed. If risk is decreasing,
the examiner expects, based on current information, aggregate risk to
decline over the next 12 months. If risk is stable, the examiner expects
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aggregate risk to remain unchanged. If risk is increasing, the examiner
expects aggregate risk to be higher in 12 months.

The quantity of risk and quality of risk management should be assessed
independently. The assessment of the quantity of risk should not be affected
by the quality of risk management, no matter how strong or weak. Also,
strong capital support or strong financial performance should not mitigate an
inadequate risk management system. The examiner should not conclude that
high risk levels are bad and low risk levels are good. The quantity of risk
simply reflects the level of risk the bank assumes in the course of doing
business. Whether this quantity is good or bad depends on whether the
bank’s risk management systems are capable of identifying, measuring,
monitoring, and controlling that amount of risk.

Because an examiner expects aggregate risk to increase or decrease does not
necessarily mean that he or she expects the movement to be sufficient to
change the aggregate risk level within 12 months. An examiner can expect
movement within the risk level. For example, aggregate risk can be high and
decreasing even though the decline is not anticipated to change the level of
aggregate risk to moderate. In such circumstances, examiners should explain
in narrative comments why a change in the risk level is not expected.
Aggregate risk assessments of high and increasing or low and decreasing are
possible.

When assessing direction of risk, examiners should consider current practices
and activities in addition to other quantitative and qualitative factors. For
example, the direction of credit risk may be increasing if a bank has relaxed
underwriting standards during a strong economic cycle, even though the
volume of troubled credits and credit losses remains low. Similarly, the
direction of liquidity risk may be increasing if a bank has not implemented a
well-developed contingency funding plan during a strong economic cycle,
even though existing liquidity sources are sufficient for current conditions.

The two remaining risks — strategic and reputation — affect the bank’s
franchise/enterprise value, but they are difficult to measure precisely.
Consequently, the OCC assesses only aggregate risk and direction of risk.
The characterizations of aggregate and direction of risk are the same as for the
other six risks.
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The RAS is updated and recorded in Examiner View? whenever the examiner
becomes aware of changes in the bank’s risk profile. For example, examiners
could identify changes in the bank’s risk profile while performing periodic
monitoring activities. Assessments are always formally communicated to the
bank at the conclusion of the supervisory cycle by including a page in the
report of examination (ROE) containing a matrix with all of the risk categories
and assessments. Examiners may also inform the bank of their assessments
using other methods of communication. Changes in the aggregate risk
assessments during the supervisory cycle must be formally communicated to
the bank at the time they are identified.

Examiners should discuss RAS conclusions with management and the board.
Bank management may provide information that may help the examiner
clarify or modify those conclusions. After the discussions, the OCC and bank
management should have a common understanding of the bank’s risks,
strengths and weaknesses of risk management systems, management’s
commitment and action plans to address weaknesses, and future OCC
supervisory plans.

Supervisory Process

Community bank supervision is an ongoing process. Supervisory planning,
examining through the use of the core assessment and expanded procedures,
and communicating examination findings are integral parts of the supervision
process.’

The OCC uses an integrated risk-based approach to supervision. The goal of
this approach is to maximize the effectiveness of our supervision process by
assessing all bank activities under one supervisory plan. With this integrated
approach, the supervisory office ADC has responsibility for all supervisory
activities, including safety and soundness, information technology, asset
management, and compliance. Integrating all examining areas under one
ADC ensures that the OCC assesses risks in all areas using the same criteria
and that the most significant risks to the bank receive the most supervisory
attention.

8 Examiner View is a software application designed by the OCC to assist examiners in preparing for,
conducting, and maintaining work papers of supervisory activities completed at community banks.

? Refer to the “Bank Supervision Process” booklet of the Comptroller's Handbook for more detailed
information.
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A significant benefit of integration is that the coordination of supervisory
activities minimizes duplication of effort and leverages resources in the
supervisory process. For example, audit and internal controls may be
reviewed once for all bank areas, rather than at different times for separate
safety and soundness, information technology, asset management, and
compliance examinations.

On-Site Examination Frequency

The frequency of on-site examinations of depository institutions insured by
the Federal Deposit Insurance Corporation (FDIC) is prescribed by 12 USC
1820(d). The OCC applies this statutory examination requirement to all types
of national banks, regardless of FDIC-insured status.'® National banks must
receive a full-scope, on-site examination at least once during each 12-month
period. This requirement may be extended to 18 months if all of the
following criteria are met:

e Bank has total assets of less than $500 million.
e Bank is well capitalized as defined in 12 CFR 6.

e At the most recent examination, the OCC assigned the bank a rating of 1
or 2 for management as part of the bank’s rating under UFIRS and
assigned the bank a composite UFIRS rating of 1 or 2.

e Bank is not subject to a formal enforcement proceeding or order by the
FDIC, OCC, or the Federal Reserve System.

e No person acquired control of the bank during the preceding 12-month
period in which a full-scope, on-site examination would have been
required but for this section.

The statutory requirement sets a maximum amount of time between full-
scope, on-site examinations. OCC supervisory offices may schedule
examinations more frequently under certain circumstances (e.g., when
potential or actual deterioration requires prompt attention, when there is a
change in control of the bank, or when there is a supervisory office

19 Refer to 12 CFR 4.6 and 4.7. Note that the examination frequency for federal branches and
agencies is prescribed by 12 USC 3105(c) and 12 CFR 4.7. Also, there are special considerations
when applying the supervisory cycle to new charters and converted banks. Certain bank activities,
such as those under the CRA, have separate statutory examination frequencies.
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scheduling conflict). However, supervisory offices should consider how OCC
resources can be used most efficiently and the potential impact on the bank
before increasing the frequency of examinations.

Planning

Supervisory strategies are dynamic documents that outline all supervisory
activities and help ensure that sufficient resources are available to assess bank
risks and fulfill statutory requirements. The strategy focuses examiners’ efforts
on monitoring the condition of the bank and seeking commitments from the
bank’s board of directors and management to correct previously identified
deficiencies. All community bank strategies are maintained in Examiner
View.

The portfolio manager assigned by the OCC is responsible for developing a
supervisory strategy that integrates all examining areas and is specifically
tailored to the bank’s complexity and risk profile. The portfolio manager
consults with specialty examiners as needed to ensure that significant issues
have been appropriately addressed in the supervisory activities planned for
the cycle. The portfolio manager schedules centralized reviews of matters that
affect more than one examination area (e.g., audit and internal controls)
within the bank. The portfolio manager must communicate results to all
examiners completing supervisory activities on the bank to minimize
duplication in the supervisory process.

At a minimum, the strategy for community banks includes completing the
core assessment during the supervisory cycle. For areas of low risk, the scope
of the planned supervisory activities generally consists of the minimum
objectives. For areas of higher risk or supervisory concern, the strategy may
direct examiners to complete other objectives beyond the minimum and may
even expand the examination beyond the core assessment. When
determining the appropriate depth of supervisory activities for a specific
examination area, the portfolio manager takes into account both the level of
risk of the area to be reviewed and the potential impact that area would have
on the bank as a whole. For BSA/AML reviews, examiners should refer to the
FFIEC BSA/IAML Examination Manual.

The strategy includes an estimate of resources, including level of expertise
and number of days, that the OCC needs to effectively supervise the bank.
The strategy also includes a narrative supporting the specific strategy that has
been developed for the supervisory cycle. The supporting narrative’s level of
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detail varies based on risk profile and complexity of the planned supervisory
activities.

Each supervisory strategy is based on several factors.

e Core knowledge of the bank including, but not limited to:,
— Management.
— Control environment.
— Audit functions.
— Compliance risk management system.
— Market(s).
— Information technology support and services.
— Products and activities.
— Ratings.
— Risk profile.

e OCC supervisory guidance and other factors, including:

— Core assessment.

— Supervisory history.

— Applicable economic conditions.

— Other examination guidelines, such as expanded procedures in the
Comptroller’s Handbook, the FFIEC IT Examination Handbook, and
the FFIEC BSA/AML Examination Manual (which includes core and
expanded procedures).

— Supervisory priorities of the agency that may arise from time to time.

e Statutory examination requirements.

The portfolio manager is responsible for discussing with bank management
the scope of the supervisory strategy, including specific types of supervisory
activities planned for the cycle. Before scheduling activities that extend
throughout a supervisory cycle, the portfolio manager should discuss
proposed timing with bank management.

The planning process for a specific activity continues until that activity is
initiated. A request for bank information that examiners must review is sent to
bank management shortly before an activity is scheduled to begin. The
portfolio manager or other assigned examiner then reviews all information
that has been submitted to determine whether to adjust supervisory strategy
for that activity. For example, the most recent loan review report submitted
by the bank may prompt the portfolio manager to reduce or increase the
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scope of the asset quality review. This final step in the planning process
allows the portfolio manager to effectively allocate supervisory resources
based on the most current information available.

Examining

Examining is a continual process of integrated and tailored supervisory
activities. Supervisory activities are designed to determine the condition and
risk profile of a bank, identify areas in need of corrective action, and monitor
ongoing bank activities. Because risk profiles of community banks are
diverse, the OCC recognizes that effective and efficient supervision cannot be
accomplished using a rigid set of examination procedures. Examiners use the
core assessment (and expanded procedures when necessary) to tailor
supervisory activities to ensure that risks within each community bank are
appropriately identified and managed or to provide additional guidance to
less-experienced examiners.

The OCC's approach to community bank supervision also stresses the
importance of determining and validating the bank’s condition during the
supervisory cycle. However, the process itself is flexible and activities can be
completed through different means. Although on-site activities are essential to
supervision, parts of the core assessment may be effectively performed away
from the bank.

There also is flexibility about when on-site activities should be completed.
Supervisory activities can be completed at one time or at various times
throughout the supervisory cycle. The scheduling of supervisory activities
should maximize efficiency and effectiveness of the supervisory process and
should be appropriate for the bank’s size, risk profile, and condition. For
example, if an accounting firm or vendor does internal audit work for a
number of banks in an area, it may be more efficient to review the firm’s
work papers as part of a targeted supervisory activity than to review each
bank’s audit work papers during its on-site examination. Examiners may want
to coordinate such reviews with other field offices whose banks employ the
same vendor or firm for the same purpose. Targeted reviews in other
examination areas also provide scheduling flexibility when a specific area of
examination expertise is needed. In addition, horizontal reviews (conducting
coordinated reviews of particular functional areas across multiple institutions)
are being performed more frequently, and use of this approach is expected to
continue as it is an effective tool in the supervisory process.
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Examiners identify supervisory concerns and monitor their correction
throughout the supervisory cycle. Generally, during on-site activities,
examiners focus on identifying the root cause of deficiencies and ensuring
that management is taking appropriate and timely steps to address and correct
all deficiencies.

Periodic monitoring, which is a key element of the OCC’s supervisory
process, is designed to identify changes in the bank’s condition and risk
profile and to review the bank’s corrective action on issues identified during
previous supervisory activities. The depth and scope of monitoring activities
vary based on the bank’s size, risk profile, and condition, but in all cases
examiners complete some level of activities quarterly. By monitoring
community banks, examiners can modify supervisory strategies in response to
changes in a bank’s risk profile and respond knowledgeably to bank
management’s questions. Periodic monitoring makes supervision more
effective and on-site activities more focused.

Completing the Core Assessment

To assist examiners in developing risk-based supervisory strategies for each
community bank, the supervisory office ADC, with input from the portfolio
manager, characterizes the overall risk profile of each community bank as
low, moderate, or high.'" In addition to the overall risk profile, specific areas
of the bank are also characterized as low, moderate, or high risk. For
example, a bank’s overall risk profile could be moderate while specific areas
or activities could be low or even high risk. The OCC’s portfolio manager
develops a supervisory strategy using this overall risk classification, his or her
knowledge of specific risks in the areas of the bank, effectiveness of the
bank’s audit function, and strength of the bank’s internal controls and
compliance risk management systems. In general, minimum objectives are
used in low-risk areas, with other objectives from the core assessment or
expanded procedures used in areas of higher risk. Ultimately, the portfolio
manager has the flexibility to select which combination of objectives and
procedures should be used (in addition to minimum objectives and
procedures) to effectively and efficiently supervise and meet statutory
examination requirements for the bank(s) in his or her portfolio.

" High-risk banks typically include community banks with composite ratings of 3, 4, or 5.
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Minimum Objectives

Minimum objectives, which are the foundation for review in low-risk areas,
determine whether significant changes have occurred in business activities,
risk profile, performance of management, or condition of a low-risk area from
the previous supervisory cycle. The OCC has determined that these
objectives are sufficient to effectively complete the required supervisory
activities in low-risk areas and assign appropriate CAMELS/ITC ratings. If no
significant changes in the bank’s risk profile are identified after completion of
the minimum objectives, no further work is done. However, if findings
identify supervisory concerns, the examiner-in-charge (EIC) of the activity,
with approval from his or her ADC, has the flexibility to expand the scope of
the supervisory activities by completing other objectives from the core
assessment or expanded procedures. Guidance provided by additional
objectives and expanded procedures may be useful as training tools for less-
experienced examiners.

Supervision requires periodic testing and validating of every bank’s risk
monitoring functions — audit, loan review, and other control functions — to
ensure that they are effective. Even when an area is consistently identified as
low risk, examiners should periodically expand supervisory activities beyond
the minimum objectives to determine whether supervisory concerns or issues
are present and to ensure that all control systems continue to be effective.
Expansion of supervisory activities or baseline testing does not mean that
every area of the bank gets examined with expanded procedures. Expansion
should be used to confirm level of risk present.

The ADC is responsible for ensuring when and to what extent periodic
expansion is appropriate for each low-risk area. In addition, expanded
reviews and procedures may be appropriate in larger community banks;
when banks engage in more complex operations; when the OCC conducts
training assignments; when assignments are being completed by less-
experienced examiners; and in other situations that benefit from increased
testing and validation, as determined by the EIC and ADC.

Other Objectives

For areas not identified as low risk, examiners complete other selected
objectives from the core assessment or expanded procedures consistent with
the bank’s complexity and level of supervisory concern. The other objectives
in the core assessment contain detailed procedures or clarifying steps, but
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examiners typically do not need to carry out every procedure listed. Instead,
experienced examiners can simply summarize their conclusions under each
objective, consistent with the bank’s condition and risk profile. For less-
experienced examiners, the clarifying steps provide additional guidance to
help them achieve the objectives.

Expanded Procedures

When specific products or risks warrant a detailed review, examiners should
widen the scope of supervisory activities by completing expanded procedures
found in other booklets of the Comptroller’s Handbook, the FFIEC IT
Examination Handbook, and the FFIEC BSA/AML Examination Manual. For
example, if a bank has a higher-than-average risk profile, the OCC expects the
bank to have more sophisticated and formalized policies and procedures to
identify, measure, monitor, and control risk. In these cases, the EIC, with the
ADC'’s approval, typically expands the supervisory activities by using
procedures from the appropriate booklet of the Comptroller’s Handbook to
more fully assess risk management processes. If significant issues or areas of
increasing risk are identified during the completion of the core assessment,
the EIC, with the ADC’s approval, may also expand the supervisory activities
to review areas of concern in more depth. Expanded procedures may include
additional transaction testing or a more thorough assessment of the risk
management process.

For example, an experienced EIC may decide to complete minimum
objectives for all areas in a low-risk community bank except asset quality if
the bank has been experiencing growth in its credit card portfolio. After
completing other objectives from the core assessment for asset quality and
finding that supervisory concerns remain, the EIC may then (with approval
from the ADC) use selected expanded procedures from the “Credit Card
Lending” booklet of the Comptroller’'s Handbook. By selecting all types of
procedures available to tailor the scope of the examination, the EIC
effectively focuses on areas of highest risk.

Examiners must use judgment in documenting the core assessment. The
policy for work paper documentation requirements, outlined in PPM 5400-8
(rev), “Supervision Work Papers,” states that examiners should retain only
those files and documents (preferably in a digital format) necessary to support
the scope of the supervisory activity, significant conclusions, ratings changes,
or changes in a risk profile. In addition, work papers should clearly document
which procedures were performed either fully or partially.
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Summary

The core assessment directly links the risk evaluation process to the RAS and
the assignment of regulatory ratings.

When using the core assessment, examiners should:

e Use reasoned judgment in determining when to expand the core
assessment or to increase the level of detail needed to support the core
assessment conclusions.

e Practice good communication and analytical skills.

e Consider the results of all supervisory activities conducted during the
supervisory cycle.

The community bank core assessment does not address compliance with all
applicable laws, rules, regulations, and policies. Nonetheless, examiners
must understand the laws, rules, regulations, and policies that relate to the
area under examination and must remain alert for noncompliance.'
Examiners should note noncompliance and discuss corrective action with
management. Detailed procedures that address compliance with legal and
regulatory requirements can be found in other booklets of the Comptroller’s
Handbook. In addition, examiners should ensure that supervisory follow-up
includes a review of corrective action for violations noted.

Audit and Internal Controls

The core assessment requires examiners to evaluate and validate the two
fundamental components of any bank’s risk management system — audit and
internal controls. An accurate evaluation of audit and internal controls is
crucial to the proper supervision of a bank. The examiner determines whether
the overall audit program and internal control system are strong, satisfactory,
or weak. Based on these assessments, the examiner determines the amount of
reliance that areas of the examination can place on the audit program and
internal control system. Effective audit functions and internal controls help:

2 The “References” section of this booklet lists some laws, regulations, and other guidance
commonly used in community bank examinations. More extensive lists of reference materials are
included in other booklets of the Comptroller’s Handbook, the FFIEC IT Handbook, and the FFIEC
BSA/AML Examination Manual.
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e Leverage OCC resources.
e Establish the scope of current and planned supervisory activities.

Internal Controls

A system of strong internal controls is the backbone of a bank’s risk
management system. The community bank core assessment includes
objectives for assessing a bank’s control environment during each supervisory
cycle. The objectives are consistent with industry-accepted criteria'? for
establishing and evaluating the effectiveness of sound internal controls. When
examiners use expanded procedures, they should refer to appropriate
booklets of the Comptroller’s Handbook or to the FFIEC IT Examination
Handbook and the FFIEC BSA/AML Examination Manual for more
information on the types of internal controls commonly used in a specific
banking function.

Audit

The EIC, with approval from the supervisory office, tailors the scope of the
audit assessment to the bank’s size, activities, and risk profile. The examiners
assigned to review the audit function — through coordination and integration
with examiners reviewing other functional and specialty areas — determine
how much reliance can be placed on the audit program by validating the
adequacy of the audit’s scope and effectiveness during each examination
cycle.™

Validation, which encompasses observation, inquiry, and testing, generally
consists of a combination of examiner discussions with bank and audit
management or personnel and a review of audit work papers and processes
(e.g., policy adherence, risk assessments, follow-up activities). Examiners use
the following three successive steps, as needed, to validate the audit program:

¥ The Committee of Sponsoring Organizations of the Treadway Commission’s (COSO) 1992 report,
“Internal Control — Integrated Framework,” discusses control system structures and components.
COSO is a voluntary private sector organization, formed in 1985, dedicated to improving the quality
of financial reporting through business ethics, effective internal control, and corporate governance.
COSO is sponsored by the American Accounting Association, American Institute of Certified Public
Accountants, Financial Executives International, Institute of Management Accountants, and Institute
of Internal Auditors.

' National banks that are subject to 12 CFR 363 or that file periodic reports under 12 CFR 11 and
12 CFR 16.20 may be subject to the provisions of the Sarbanes-Oxley Act. For more information,
refer to the “Internal and External Audits” booklet of the Comptroller’s Handbook.
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e Review of internal audit work papers.
e Expanded procedures.
e Verification procedures.

The review of internal audit work papers, including those from outsourced
internal audit and director’s examinations, may not be waived during any
supervisory cycle.” However, the EIC has flexibility in limiting the scope of
work paper reviews (i.e., number of internal audit programs or work papers
to review) based on his or her familiarity with the bank’s audit function and
findings from the previous review of internal audit. Examiners typically do
not review external audit work papers'® unless the review of the internal
audit function discloses significant issues (e.g., insufficient audit coverage) or
questions are raised about matters normally within the scope of an external
audit program.'’

Examiners may identify significant audit or control discrepancies or
weaknesses or may raise questions about the audit function’s effectiveness
after completing the core assessment. In those situations, examiners should
consider expanding the scope of the review by selecting expanded
procedures in the “Internal and External Audits” or “Internal Control”
booklets of the Comptroller’s Handbook.

When reviewing the audit function, significant concerns may remain about
the adequacy of an audit or internal controls or about the integrity of a bank’s
financial or risk management controls. If so, examiners should consider
further expanding the audit review to include verification procedures. Even
when the external auditor issues an unqualified opinion, verification
procedures should be considered if discrepancies or weaknesses call into
question the accuracy of the opinion. The extent to which examiners perform
verification procedures is decided on a case-by-case basis after consultation
with the ADC. Direct confirmation with the bank’s customers must have prior
approval of the ADC and district deputy comptroller. The Enforcement and

> When the director’s examination serves as the sole internal audit function for the bank, a sample of
supporting work papers must be reviewed. For additional guidance, refer to SM 2005-2.

' Before reviewing external auditor work papers, examiners should meet with bank management and
the external auditor, consult with the district accountant, and obtain approval from the supervisory
office ADC.

7 For a comprehensive set of audit procedures, refer to the “Internal and External Audits” booklet of
the Comptroller’s Handbook. For internal control procedures, refer to the “Internal Control” booklet
of the Comptroller’s Handbook. Additional guidance and procedures are available in other booklets
of the Comptroller’s Handbook that address specific banking product lines and activities.
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Compliance Division, district counsel, and district accountant should also be
notified when direct confirmations are being considered.

The examiner communicates to the bank his or her overall assessments
(strong, satisfactory, or weak) of the audit function and internal controls,
along with significant concerns or weaknesses, in the ROE. If examiners
identify significant audit weaknesses, the EIC recommends to the appropriate
supervisory office what formal or informal action is needed to ensure timely
corrective measures. Consideration should be given to whether the bank
complies with the laws and regulations® that establish minimum
requirements for internal and external audit programs. Further, if the bank
does not meet the audit safety and soundness operational and managerial
standards of 12 CFR 30, appendix A, possible options to consider are having
bank management develop a compliance plan, consistent with 12 CFR 30, to
address weaknesses, or making the bank subject to other types of
enforcement actions. In making a decision, the supervisory office considers
the significance of the weaknesses, overall audit rating, audit-related matter
requiring attention (MRA), management’s ability and commitment to effect
corrective action, and risks posed to the bank.

Information Technology

Information technology (IT) is an integral part of banking. Without
technology, banks would be unable to provide the volume, variety, and
complexity of products and services offered. Because IT can have a
considerable effect on all banking activities, the OCC has integrated the
review of technology into the core assessment in three ways:

e Examiners assess the management of key IT functions, such as information
security, business continuity planning, audit, vendor management, and
compliance with 12 CFR 30 appendix B.

e Examiners consider the effect of technology on each area they review,
focusing on the integrity, confidentiality, and availability of data used in
that area.

e Examiners assess the potential impact of technology on each of the eight
OCC-defined risks.

' For more information on the laws, regulations, and policy guidance relating to internal and
external audit programs, refer to the “Internal and External Audits” booklet of the Comptroller’s
Handbook.
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Technological risk is not a separate RAS category. But because technology
affects all areas of the bank, a single weakness can increase risk in several
RAS categories. For example, a weakness in Internet banking controls could
lead to increased fraud (operational risk). If this fraud becomes public
knowledge, reputation risk may also increase. The bank’s tarnished
reputation can increase the cost of funding or reduce funding availability
(interest rate and liquidity risks). Examiners should consider the domino effect
in their assessment of a bank’s total risk profile.

In conducting IT examinations, examiners focus on the four major issues that
are common to all IT activities:

¢ Management of Technology — Planning for and oversight of
technological resources and services and ensuring that they support the
bank’s strategic goals and objectives.

e Integrity of Data — Accuracy, reliability, and timeliness of automated
information and associated MIS.

e Confidentiality of Information — Protection of bank and customer
information from inadvertent disclosure.

e Auvailability of Information — Effectiveness of business resumption and
contingency planning and adherence to data retention requirements.

The community bank core assessment includes minimum standards for IT
supervision in the form of examination conclusions and objectives. The core
assessment objectives for IT directly correspond to the four major IT issues.
Examiners are required to reach conclusions on each issue and communicate
their conclusions in the ROE.

The OCC has adopted the FFIEC’s URSIT. Examiners assign an IT composite
rating to all national banks. Examiners discuss this rating with bank
management and disclose it in the ROE.

Asset Management

Many community banks provide asset management-related services,
including traditional trust and fiduciary services, fiduciary-related services,
and retail brokerage services.
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e Traditional trust and fiduciary services include personal trust and estate
administration, retirement plan services, investment management, as well
as advisory and corporate trust administration.

e Fiduciary-related services include custody and safekeeping, security-
holder services and transfer agencies, financial planning, cash
management, as well as tax advice and preparation.

e Retail brokerage services include the sale of equities, fixed-income
products, mutual funds, annuities, cash management sweep accounts, and
other types of investment instruments.

The “Asset Management” booklet of the Comptroller’s Handbook provides a
complete overview of asset management services provided by national banks.

While asset management is not a defined RAS category, examiners assess the
overall risk arising from both the type of activities conducted and the quality
of risk management using the risk matrix in appendix B as a guide. The
portfolio manager uses this assessment of asset management risk, along with
the potential impact that risk has to the bank as a whole, to develop the scope
of future asset management supervisory activities.

The asset management section of the core assessment is structured to conduct
supervisory activities along the asset management product lines typically
found in community banks, including limited-purpose trust banks. The results
of these reviews are then used to assign the composite and component ratings
under the Uniform Interagency Trust Rating System (UITRS). Under UITRS,
fiduciary activities of national banks are assigned a composite rating based on
an evaluation and rating of five essential components of an institution's
fiduciary activities: management; operations, internal controls and auditing;
earnings; compliance; and asset management. The composite rating is
discussed with bank management and disclosed in the ROE. The component
ratings can, but are not required to, be discussed with management and
disclosed in the ROE, at the discretion of the EIC and with approval of the
ADC.

Bank Secrecy Act/Anti-Money Laundering

In all banks, the board of directors and management are required to monitor
compliance with BSA/AML and Office of Foreign Assets Control (OFAC) laws
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and regulations. The board is responsible for creating a strong compliance
culture within the bank that includes management accountability.
Management should create a BSA/AML compliance program based on an
evaluation of the bank's organization and structure, size, resources, diversity
and complexity of operations, and delivery channels for its various products
and services, including Internet and electronic banking. The BSA/AML
compliance program should cover all BSA/AML/OFAC laws and regulations
and incorporate all areas of the bank that present risk. Risk management
processes should be included in the BSA/AML compliance program to ensure
that necessary systems and controls are in place.

Examiners focus on areas of highest BSA/AML compliance risk for community
banks. Findings are considered in a safety and soundness context as a part of
the management component of a bank’s CAMELS ratings. Serious deficiencies
in a bank’s BSA/AML compliance create a presumption that the bank’s
management component rating will be adversely affected because risk
management practices are less than satisfactory. Examiners should be alert to
situations in which management weaknesses identified in other areas of the
bank reveal potential deficiencies in BSA/AML program oversight.

While BSA/AML/OFAC compliance is not a defined RAS category, examiners
assess the quantity of risk and quality of risk management using the matrix in
appendix B as a guide. These assessments are then considered when
determining the overall compliance risk (and other appropriate risks) of the
bank and used by the portfolio manager, along with the potential impact of
those risks on the bank as a whole, to develop the scope of BSA/AML/OFAC
supervisory activities. Guidance and examination procedures for
BSA/AML/OFAC compliance are in the FFIEC BSA/AML Examination Manual.

Consumer Compliance

In all banks, the board of directors and management are required to monitor
compliance with all applicable consumer protection laws and regulations.
The board is responsible for creating a strong compliance culture within the
bank that includes management accountability. Management should create a
compliance program based on an evaluation of the bank's organization and
structure, size, resources, diversity and complexity of operations, and delivery
channels for its various products and services, including Internet and
electronic banking. The compliance program should cover all consumer laws
and regulations and incorporate all areas of the bank that present risk. Risk
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management processes should be included in the compliance program to
ensure that necessary systems and controls are in place.

The consumer compliance section of the core assessment is structured to
conduct supervisory activities along four specific functional areas of
consumer compliance:

e Fair lending.

e Lending regulations (including the Flood Disaster Protection Act).
e Deposit regulations.

e Other consumer regulations.

The review focuses on areas of highest compliance risk for community banks
— those with potential to cause customer harm or elicit public scrutiny.
Results of these activities are then used to assign the consumer compliance
rating using the Uniform Interagency Consumer Compliance Rating System.
This rating is discussed with bank management and disclosed in the ROE.

While the risks arising from the four specific functional areas of consumer
compliance are not formally defined RAS categories, examiners do assess
quantity of risk and quality of risk management for each area. Appendix B
includes an indicator for each functional consumer compliance area for
examiners to use as needed to assist in this assessment. These assessments are
then considered when determining the overall compliance risk (and other
appropriate risks) of the bank and used by the portfolio manager, along with
the potential impact of those risks on the bank as a whole, to develop the
scope of consumer compliance supervisory activities.

Communicating

The OCC is committed to continual, effective communication with the banks
that it supervises. All communications — formal and informal conversations
and meetings, examination reports, other written materials — should be
professional, objective, clear, informative, and consistent. When examiners
find significant weaknesses or excessive risks, these issues should be
thoroughly discussed with bank management and the board of directors.
Depending on the extent and severity of the issues, the bank is generally
given a reasonable opportunity to resolve differences and correct weaknesses.
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The OCC must provide the bank’s board of directors an ROE once every
supervisory cycle. The ROE communicates the overall condition and risk
profile of the bank, and it summarizes the examiner’s activities and related
findings conducted throughout the supervisory cycle. Examiners should detail
significant deficiencies and excessive risks, along with the corrective action to
which the board or management has committed, in the ROE’s MRA page or
in other written communications.'® See appendix D for more detail on
requirements for the ROE.

Examiners may choose to formally communicate the results of activities
conducted throughout the supervisory cycle as they occur. Those results are
included in the ROE issued at the end of the cycle. Most importantly,
whenever significant deficiencies and excessive risks are identified during the
supervisory cycle, examiners must clearly and concisely communicate these
findings to the bank either by sending a written communication to the board
or by meeting with the board or management. Written communication is
required if there is any change in an aggregate risk assessment or any
CAMELS/ITCC rating.

Appeals Process

The OCC desires consistent and equitable supervision and seeks to resolve
disputes that arise during the supervisory process fairly and expeditiously in
an informal, professional manner. When disputes cannot be resolved
informally, a national bank may ask its supervisory office to review the
disputed matter or appeal the matter to the OCC’s ombudsman.

The ombudsman is independent of the bank supervision function and reports
directly to the Comptroller of the Currency. With the Comptroller’s prior
consent, the ombudsman may stay any appealable agency decision or action
(e.g., final regulatory ratings) during the resolution of the appealable matter.»
The ombudsman may also identify and report weaknesses in OCC policy to
the Comptroller and may recommend changes in OCC policy.

9 For specific guidance on MRAs, refer to the “Examination Conclusions and Closing” section of this
booklet, as well as the “Bank Supervision Process” booklet of the Comptrollers Handbook.

2 For additional guidance on the appeals process and the definition of an appealable decision or
action, refer to OCC Bulletin 2002-9, “National Bank Appeals Process.” Examiners may also refer to
PPM 1000-9 (Revised), “Administering Appeals from National Banks.”
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Community Bank Supervision Core Assessment

Examiners use the core assessment to monitor community banks and to
conduct supervisory activities. The core assessment is risk based and contains
the objectives and conclusions that must be reached to meet the full-scope
examination requirement and when completing monitoring activities within a
bank’s 12- or 18-month supervisory cycle. Risk considerations and references
to the community bank RAS are noted throughout the core assessment.

Generally, each section has a minimum objective that examiners must meet
to complete the core assessment. After considering the bank’s risk profile and
outstanding supervisory issues, examiners should perform additional
objectives and procedures necessary to ensure that the bank’s risk is
appropriately managed. For banks or specific areas identified as low risk,
completing minimum objectives in the core assessment should be sufficient
to assess the bank’s condition and risks. The examiner has the flexibility to
expand the scope of the supervisory activity beyond the minimum objectives
if necessary.

The core assessment comprises the following sections:

e Examination Planning.

e Audit and Internal Controls.

e Capital.

e Asset Quality.

e Management.

e Earnings.

e Liquidity

e Investment Portfolio and Bank-Owned Life Insurance.
e Sensitivity to Market Risk.

o |T.

e Asset Management.

e Bank Secrecy Act/Anti-Money Laundering.
e Consumer Compliance.

e Examination Conclusions and Closing

e Community Bank Periodic Monitoring.

Examiners must use judgment in deciding how much work or supporting
detail is necessary to complete the objectives under the core assessment. The
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policy for work paper documentation requirements, outlined in PPM 5400-8
(rev), “Supervision Work Papers,” states that examiners should retain only
those files and documents, typically in a digital format, necessary to support
the scope of the supervisory activity, significant conclusions, ratings changes,
or changes in a risk profile. In addition, work papers should clearly document
which procedures were either fully or partially performed.

Examination Planning

Planning for supervisory activities is crucial to effective supervision by risk.
The following objectives should be completed at least once during the
supervisory cycle. However, if significant supervisory activities are conducted
separately, some objectives may be completed more than once. The
underlying procedures for each objective are optional. The timing of
supervisory activities is flexible. The portfolio manager or EIC should
consider OCC resources, discussions with bank management, and
supervisory objectives when scheduling various activities. This section is used
to broadly plan the supervisory activities conducted throughout the cycle.
The objectives finalizing the scope for each area are included in other
sections of the core assessment.

Objective 1: Review the bank’s characteristics and the supervisory activity’s
preliminary scope and objectives.

1. Obtain and review the following:

O Prior reports of examination, with particular emphasis on
outstanding MRAs

O Other applicable regulatory agency reports (e.g., holding company
reviews, IT servicer examination reports, shared application
software reviews [SASRs])

O OCC files:
— Examination conclusions.
— Periodic monitoring comments.
— RAS ratings.
— Analytical tools, including Canary system information.?'
— Financial and statistical models and databases (e.g., Uniform

Bank Performance Report, or UBPR).

21 For additional guidance in reviewing the Canary system information, refer to PPM 5000-34,
“Canary Early Warning System.”
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— OCC correspondence.
O Prior examination work papers.
O Other internal or external information deemed pertinent to the

bank.
2. Discuss the bank and associated risks with portfolio manager and ADC.
3. Open supervisory activity in Examiner View.

Objective 2: Develop a plan to conduct the supervisory activity.

1. Assign examining personnel to review information obtained under
objective 1. Consider levels of expertise and expand procedures in
specific areas.

2. Contact bank management to discuss the following:

e Preference for obtaining request letter information in digital form.

e Activity’s timing

e Activity’s general scope and objectives.

e General information about examiners’ schedules, staffing levels,
and projected time during which examiners are at the bank.

e Availability of key bank personnel during the activity.

e Actual or planned changes in bank’s financial condition, including
significant injection of capital and bank’s plans to deploy such
capital.

e Actual or planned changes in bank products, services, or activities
including areas of growth.

e Actual or planned changes in bank management, key personnel, or
operations.

e Results of audit and internal control reviews, compliance reviews,
follow-up required by management, and audit staffing.

e Material changes to internal or external audit’s schedule or scope.

e Bank-performed risk assessments since the last supervisory review.

e Significant trends or changes in local economy or business
conditions.

e Broad economic and systemic trends affecting the condition of the
national banking system, including those identified by the OCC'’s
national or district risk committees.

e Purchase, acquisition, or merger considerations.
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e Issues or changes in technology, including operational systems,
technology vendors and servicers, critical software, Internet
banking, or plans for new products and activities that involve new
technology.

e Issues or changes in asset management lines of business.

e Issues or changes regarding consumer compliance, CRA, or
BSA/AML/OFAC systems.

e Effects of, or changes to, new regulatory guidance.

e Other issues that may affect risk profile.

e Management concerns about the bank or OCC's supervision,
including any areas bank management would like the OCC to
consider in the examination scope.

Objective 3: Determine whether changes to the supervisory strategy are needed.

Determine whether the bank has been identified as low risk or if specific
areas have been identified as low or high risk. Review and assess
appropriateness of the current supervisory strategy for the bank. With
approval from the supervisory office ADC, modify the strategy. Consider:

. Information obtained from bank management.
. Findings from periodic monitoring activities.

. Discussions with supervisory office personnel.
. Supervisory cycle for CRA examinations.

Objective 4: Prepare for the supervisory activity.

1. Prepare a scope memorandum.
2. Coordinate the activity with other regulatory agencies, as necessary.
3. If appropriate, ask the OCC’s IT technical support staff to install a

dedicated analog telephone line at the bank. Make request at least 20
days before the start date of the activity.

4, Designate assignments for examining staff.
5. Send the bank a request letter that provides:

e Supervisory activity start date.
e Activity’s scope and objectives.
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Objective 5:

1.

e Advance information the bank must provide to the examination
team, including due dates for submission of requested items.

e Information the bank must have available for examiners upon their
arrival at the bank.

e Name, address, and telephone number of the OCC contact.

e Instructions for delivering digital files.

Note: Appendix C is a standard request letter for community bank
examinations (including IT, asset management, consumer compliance,
and BSA/AML compliance). The letter should be customized to reflect
the supervisory activity’s scope and the bank’s risk profile. For other
expanded examinations of specialized areas, refer to appropriate
booklets of the Comptroller’s Handbook, the FFIEC IT Examination
Handbook, and the FFIEC BSA/AML Examination Manual.

Prepare supplies and equipment to take to the bank for the supervisory
activity.

Generally within one week of the start of the activity, review the items
and finalize the scope of the activity.

Conduct on-site planning meetings.

At the beginning of the supervisory activity, meet with chief executive
officer, appropriate members of senior management, board members,
and board committees to:

e Explain scope of the activity, role of each examiner, and how the
team conducts the activity.

e Confirm availability of bank personnel.

¢ Identify communications contacts.

e Answer questions.

At the beginning of the activity, meet with examination staff to confirm:

e Scope and objectives.

e Work days.

e Assignments and due dates.

e Administrative duties.

e Guidelines for contact and communication among the examining
team, bank management, and the OCC supervisory office.
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Audit and Internal Controls

Conclusions: Quality of audit is (strong, satisfactory, weak).
System of internal controls is (strong, satisfactory, weak).

Complete this section’s objectives to assess quality of the bank’s overall audit
and system of internal controls. In completing these assessments, the
examiner should consult the EIC and other personnel. Consider the following
when assessing quality of audit and internal controls:

. Board and management oversight.
. Management and processes.

o Reporting.

. Staffing.

Core Assessment

Minimum Objective: Determine quality of audit and internal control systems, and
consider potential impact of these findings on the bank’s risk assessment.

During the supervisory cycle, discuss with management actual or planned
changes in the audit or internal control systems.

Obtain and review the following information:

. Results from OCC supervisory activities, including memorandums
issued as part of a centralized review of outsourced internal audit
vendors.

. Board or audit committee minutes and related internal or external audit
packages and information submitted to the board or audit committee.

. Small sample of internal audit work papers. Sample should focus on

high-growth or high-risk areas and new products or services offered by
the bank. Refer to the Sampling Methodologies Handbook.

Communicate significant weaknesses identified by audit to the examiners
assigned to review other functional areas for follow-up.

If the bank’s activities, risk profile, or risk controls have changed significantly,
or if review of the above information raises substantive issues, the examiner
should expand the activity’s scope to include additional objectives or
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procedures. If this review does not result in significant changes or issues,
conclude audit and internal controls review by completing objective 7.

Other Assessment Objectives: NOTE: Examiners should complete only those
objectives necessary to assess the bank’s condition and risks.

Objective 1: Finalize the scope of the audit review. The examination includes a
sample of internal audit work papers, representing a cross section of the
bank’s functions, activities, and bank-assigned internal audit ratings. The
sample should include a review of BSA audit work papers. Refer to the FFIEC
BSA/AML Examination Manual. The sample should focus on high-growth,
substantive, or high-risk areas and new products or services offered by the
bank. If a director’s examination serves as the bank’s only audit program and
consists of both internal and external audit work, a sample of internal audit
activity work papers should be reviewed.

1. If not previously provided, obtain and review the following, as
applicable:

O

O

Most recent external audit engagement letter and other written
communications between the bank and the external auditor.
Internal and external audit reports issued since the last examination,
including management letters, attestation reports, and any
Statement of Auditing Standards 70 (SAS 70) reports on IT servicers,
or similar reports.

Current year internal and external audit plan or schedule and status
reports.

Management’s responses to internal and external audit reports
issued since the last examination.

Detailed listing of job duties and responsibilities of internal auditor.
Audit staff resumés, including educational and work background,
industry certifications, and recent developmental training.

Audit committee minutes or excerpts of board minutes applicable to
audits since the last examination and audit packages and
information submitted to the audit committee or board.

Internal audit outsourcing contracts and agreements/reports, etc.
Memorandums issued as part of an OCC centralized outsourced
internal audit vendor review.
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Discuss with examiners responsible for completing other functional
areas of the core assessment any significant audit findings that require
follow-up.

Consult with the EIC and examiners assigned major functional and
specialized?? examination areas to identify and select an appropriate
sample of internal audit work papers for validation purposes. Consider
having examiners who are responsible for other bank activity and
specialized areas review internal audit work papers associated with
those activities.

Note: In most situations, a work paper review of the procedures and
testing performed by the internal auditor should be sufficient in scope
to substantiate conclusions about quality and reliability of auditing
work. Audit procedures should not be re-performed.

Objective 2: Determine quality of board or audit committee oversight of the bank’s
audit programs.

1.

Obtain audit-related information from examiner assigned to review
board minutes. Review and discuss with management audit committee
minutes or summaries and audit information packages to determine
whether:

e Internal and external audit plans, policies, and programs, including
changes, updates, selection, and termination of external auditors or
outsourced internal audit vendors, are periodically reviewed and
approved by board or audit committee.

e Board or audit committee meets regularly with internal and external
auditors and receives sufficient information and reports to
effectively monitor the audit and ensure that internal and external
auditors are independent and objective in their findings.

e Board or audit committee monitors, tracks, and, when necessary,
provides discipline to ensure that management properly addresses
control weaknesses noted by internal or external auditors and
examiners.

e Audit findings and management’s responses are reported directly to
board or audit committee.

22 Refer to the appropriate booklets of the Comptroller’s Handbook, if needed, for additional
guidance when reviewing internal audit work papers of specialized examination areas.
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Objective 3:

1.

e Board or audit committee retains auditors who are fully qualified to
audit the kinds of activities in which the bank is engaged. They
work with internal and external auditors to ensure that the bank has
comprehensive audit coverage to meet risks and demands posed by
its current and planned activities.

e Board or audit committee periodically evaluates operations of the
internal audit function, including outsourced internal audit
activities, and has significant input into the performance evaluation
of the internal auditor, as well as into the decision of whether to
renew and revise the contract with the outsourced internal audit
vendor.

e At least a majority of audit committee’s members are outside
directors when practicable (for banks not subject to 12 CFR 363).

e If the bank has fiduciary powers, a fiduciary audit committee that
complies with 12 CFR 9.9, Audit of Fiduciary Activities, directs the
fiduciary audit program.

If the bank has total assets of $500 million or more, determine
compliance with 12 CFR 363, Annual Independent Audits and
Reporting Requirements, and auditor independence requirements of
the U.S. Securities and Exchange Commission (SEC).

Determine adequacy of the bank’s internal audit function.

If the bank has no internal audit function, determine management’s
rationale and mitigating factors (e.g., strong external audit or director’s
examination and internal control systems, limited complexity of
operations or low risk).

Assess quality of internal audit activities, including outsourced internal
audit activities, by considering:

e Bank’s size, complexity, and risk profile.

e Quality and effectiveness of internal control assessments, including
those for financial reporting.

e Whether audit is focused on appropriate areas, given the bank’s risk
profile.

e Quality of audit reports and findings.

e Quality and timeliness of management responses to audit findings
and whether audit follows up on significant findings in a timely
manner to assess effectiveness of management’s responses.
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e Reporting lines to the board or audit committee.

e Quality and depth of audit coverage and audit procedures,
including regular testing of internal controls and MIS.

e Whether audit provides constructive business advice or consulting
on evaluating safeguards and controls in the acquisition and
implementation of new products, services, and delivery channels,
and what its role is in merger, acquisition, and transition activities.

e Whether audit plans address goals, schedules, staffing, and
reporting.

e Progress made toward completing annual audit plans or schedules.

e Whether audit scope is adjusted for significant changes in the
bank’s environment, structure, activities, risk exposures, systems, or
new products or services.

e Use of audit software and other computer-assisted audit techniques.

3. Determine competence and independence of internal audit staff,
whether in-house or outsourced. Consider:

e Auditor and staff experience and training.

e Auditor and staff tenure, turnover, and vacancies.

e Incompatible duties performed by auditor or staff.

e Lines of reporting, operational duties assigned to the auditor, or
other restrictions or relationships.

e Staff’s ability to meet audit schedule.

4. Review internal audit outsourcing arrangement contracts or
engagement letters, and determine whether they adequately address
the roles and responsibilities of the bank and the internal audit
outsourcing vendor. (See OCC Bulletin 2003-12, “Interagency Policy
Statement on Internal Audit and Internal Audit Outsourcing.”)
Determine whether:

e Arrangement maintains or enhances quality of internal audit and
internal controls.

e Key bank employees and vendor clearly understand lines of
communication and how the bank addresses internal controls or
other problems noted by the vendor.

e Board and management perform sufficient due diligence to verify
vendor’s competence and objectivity before entering into the
outsourcing arrangement.
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e Bank has an adequate process for periodically reviewing vendor’s
performance and ensuring that the vendor maintains sufficient
expertise to perform effectively throughout life of the arrangement.

e Arrangement does not compromise the role or independence of a
vendor who also serves as the bank’s external auditor.

5. If the bank has fiduciary powers, determine quality of the fiduciary
audit function and whether it complies with audit standards in 12 CFR
9.9, Audit of Fiduciary Activities. Determine whether:

e Suitable audit of all fiduciary activities is completed at least once
every calendar year or under a continuous audit program.

e Audit results, including significant actions taken as a result of the
audit, are noted in board minutes.

e If bank uses a continuous audit, results of all discrete audits
performed since the last audit reports, including all significant
action, are noted in board minutes at least once during the calendar
year.

6. Determine quality of the bank’s anti-money laundering program audit
function and whether it complies with 12 CFR 21.21, BSA compliance.
Determine whether:

e Compliance testing is completed on an annual basis.

e If testing is not completed annually, risk analysis used by
management to set testing schedule, and frequency of audits is
reasonable.

e Audit covered all regulatory provisions and bank’s policies and
procedures for complying with BSA/AML/OFAC regulations as
required by the FFIEC BSA/AML Examination Manual.

Objective 4: Determine whether the bank has implemented an appropriate external
audit function.

1. If the bank has no external audit function, determine management’s
rationale and mitigating factors (e.g., strong internal audit and internal
control systems, limited complexity of operations or low-risk).
Consider:

e Bank’s size.
e Nature, scope, and complexity of bank activities.
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e Bank’s risk profile.

e Actions (taken or planned) to minimize or eliminate identified
weaknesses.

e Extent of the bank’s internal auditing program.

e Compensating internal controls in place.

2. Determine which of the following types of external audit programs the
bank has:

e Financial statement audit.

e Attestation report on management’s assertion of financial reporting
internal controls.

e Balance sheet audit.

e Agreed-upon procedures (e.g., directors’ examination, specialized
audits such as IT, fiduciary, consumer compliance, or
BSA/AML/OFAC).

3. If a financial statement audit was performed, determine what type of
opinion was issued (unqualified, qualified, adverse, or disclaimer).

4, Determine whether external audit program is performed by an
independent public accountant or other independent external party
and whether the program is appropriate given the bank’s size, nature
and extent of its activities and operations, and risk profile.

5. Review engagement letter and assess its adequacy. Consider:

e Purpose and scope of the audit.

e Period of time to be covered by the audit.

e Reports expected to be rendered.

e Limitations placed on the auditor’s scope or work.

6. Arrange with bank management to meet with the external auditor to
discuss:

e External audit’s scope, results or significant findings, and upcoming
audit plans or activities.

e Reports, management letters, and other communications (written or
oral) with the board or audit committee.

e Audit planning methodologies, risk assessments, sampling
techniques, and (if applicable) 12 CFR 363 control attestations.
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e How much the external auditor relies on the work of internal
auditors and the extent of external audit’s assessment and testing of
financial reporting controls.

e Assigned audit staff experience and familiarity with banking and
bank auditing, particularly in specialized areas.

7. Determine whether the board or audit committee and the external
auditor have discussed and resolved financial, employment, business,
or nonaudit service relationships that compromise or appear to
compromise the external auditor’s independence.

8. Examiners are not required to review external audit work papers.
However, external audit work papers may be subject to OCC review if
the review of internal audit discloses significant issues (i.e., insufficient
internal audit coverage) or questions are otherwise raised about matters
that are normally within the scope of an external audit program.
Examiners should consider whether to review external audit work
papers for areas where problems or questions exist. Examiners should
consider reviewing external audit work papers when:

e Unexpected or sudden change occurs with the bank’s external
auditor.

e Significant change occurs in the bank’s external audit program.

e Issues are raised that affect the bank’s safety and soundness.

e Issues are raised about the independence, objectivity, or
competence of the external auditor.

Review of External Audit Work Papers

Examiners should meet with bank management and the external
auditor, consult with their district accountant, and obtain approval
from the supervisory office ADC before reviewing external audit work
papers. These discussions may make the work paper review
unnecessary, or they may help examiners focus their review on the
most relevant work papers. Examiners should not make blanket
requests to review all external audit work papers. All requests should
go through bank management, specify areas of greatest interest, and
provide reasons for the request.

Examiners should consider requesting that the external auditor make
available, for the specific areas to be reviewed, related planning
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documents and other information pertinent to the area’s audit plan
(including the sample selection process). Consider having examiners
responsible for reviews of other bank activity areas review the external
audit work papers associated with those activities. If bank management
or the external auditor fails to provide access to work papers, the EIC
should contact the supervisory office ADC, district accountant, and
district counsel to discuss how the situation might be resolved.

Objective 5: Use the findings from the audit review and other areas under
examination to assess the bank’s internal control system.

1. Assess the bank’s control environment. Consider:

e Organizational structure (e.g., centralized or de-centralized,
authorities and responsibilities, and reporting relationships).

e Management’s philosophy and operating style (e.g., formal or
informal, conservative or aggressive, success of risk strategy).

e External influences affecting operations and practices (e.g.,
independent external audits).

e Goals, objectives, attention, and direction provided by the board of
directors and its committees, especially the audit or risk
management committees.

2. Evaluate the bank’s internal RAS. Consider:

e Effectiveness of the system to identify, measure, monitor, and
control risks.

e Responsiveness of the system to changing risk conditions.

e Competency, knowledge, and skills of personnel.

e Adequacy of blanket bond coverage in relation to the bank’s risk
profile.

3. Assess the bank’s control activities. Consider:

e Quality of policies, procedures, and audit.

e Quality and timeliness of management and staff training.

e Timeliness of risk analysis and control processes.

e Approvals and authorization for transactions and activities.

e Supervision and oversight of payments against uncollected funds
(potential for check fraud, such as kiting).
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e Segregation or rotation of duties to ensure that the same employee
does not originate a transaction, process it, and then reconcile the
general ledger account.

e Vacation requirements or periodic unannounced rotation of duties
for personnel in sensitive positions.

e Safeguards for access to and use of sensitive assets and records,
including wire transfer activities.

¢ Internal review of employee accounts and expense reports.

e Dual control or joint custody over access to assets (e.g., cash, cash
collateral, official checks, and consigned items).

e Independent checks or verifications on function (e.g., lending and
wire transfer), performance, and reconciliation of balances.

e Timely account reconciliation and resolution or clearing of
outstanding items.

e Accountability for actions taken by bank staff and the
responsibilities and authorities given to the staff.

4, Assess the bank’s accounting, information, and communication
systems. Determine whether the systems:

e Identify and capture relevant internal and external information in a
timely manner.

e Ensure accountability for assets and liabilities.

e Ensure effective communication of positions and activities.

e Adequately address business resumption and contingency planning
for information systems.

5. Evaluate the bank’s self-assessment and monitoring systems. Consider:

e Periodic evaluations, self-assessments, or independent audits of
internal controls.

e Whether the systems ensure timely and accurate reporting of
deficiencies.

e Processes to ensure timely modification of policies and procedures.

e Audit requirements established by the bank’s blanket bond
company as specified in the insurance application and policy.

Objective 6: Determine whether expanding the scope of the supervisory activity or
developing a plan for corrective action is warranted.
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1. If the review of audit or internal controls, including the work paper
review, discloses significant audit or control discrepancies or
weaknesses that are not mitigated by a satisfactory or strong risk
management program, consider whether expanded examination
procedures (including internal control questionnaires should be
performed to identify the extent of problems and determine their effect
on bank operations. Consider expanding procedures if the following
issues are identified:

e Concerns about the competency or independence of internal or
external audit.

e Unexplained or unexpected changes in internal or external auditors
or significant changes in the audit program.

e Inadequate scope of the overall audit program or in key risk areas.

e Audit work papers in key risk areas that are deficient or do not
support audit conclusions.

e High-growth areas without adequate audit or internal controls.

e Inappropriate actions by insiders to influence findings or scope of
audits.

2. If, after completing step 1, significant concerns remain about the
adequacy of audit, adequacy of internal controls or integrity of the
bank’s financial controls, consider selecting certain verification
procedures to determine root causes of the concerns and effect on
bank operations. Examiners should use verification procedures if the
following issues are identified:

e Key account records are significantly out of balance.

e Management is uncooperative or poorly manages the bank.

e Management attempts to restrict access to bank records.

e Significant accounting, audit, and internal control deficiencies
remain uncorrected from prior examinations or from one audit to
the next.

e Bank auditors are unaware of, or are unable to sufficiently explain,
significant deficiencies.

e Management engages in activities that raise questions about its
integrity.

e Repeated violations of law affect audit, internal controls, or
regulatory reports.
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Objective 7:

1.

Note: Examiners may find other instances warranting further
investigation. Examiners should consider the risk posed by noted
weaknesses in audit or controls and use judgment in deciding whether
to perform verification procedures.

The extent to which examiners perform verification procedures is
decided on a case-by-case basis after consultation with the ADC.
Direct confirmation with the bank’s customers must have prior
approval of the ADC and district deputy comptroller. The Enforcement
and Compliance Division, district counsel, and the district accountant
should also be notified when direct confirmations are being
considered.

In lieu of having examiners perform the verification procedures, the
EIC may consider having the bank expand its audit program to address
weaknesses or deficiencies. This alternative should be used only if
management has demonstrated a capacity and willingness to address
regulatory problems, if there are no concerns about management’s
integrity, and if management has initiated timely corrective action in
the past. The EIC may consider having the bank contract with an
independent third party to perform the verification procedures,
especially if management’s capabilities and commitments are
inadequate or there are substantive problems in having the bank or its
internal audit function perform the procedures. If used, these
alternatives must resolve each identified supervisory problem in a
timely manner. Supervisory follow-up must include a review of audit
work papers in the areas where the bank audit was expanded.

Conclude the audit and internal controls review.

Determine quality of audit (strong, satisfactory, weak) and internal
controls (strong, satisfactory, weak).??

If warranted, develop action plans to address audit or control
deficiencies before conducting the exit meeting. Consider
management’s ability to correct the bank’s fundamental problems.

Use results of the foregoing procedures and other applicable
examination findings to compose comments (e.g., separate comments,
part of management/administration, MRAs) for inclusion in the ROE.

23 Refer to appendix | of the “Internal and External Audits” booklet for audit rating guidance.
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4, Incorporate assessments into assigned CAMELS/ITCC and risk
assessment ratings.

5. Consult with the EIC and other examining personnel to identify and
communicate to other examiners conclusions and findings from the
audit and internal control review that are relevant to other areas being
reviewed.

6. Communicate conclusions regarding the quality of audit and the
system of internal controls to the EIC or examiner responsible for
consolidating conclusions from the “Management” section.

7. Update, organize, and reference work papers in accordance with PPM
5400-8 (rev).

8. Update Examiner View (e.g., ratings, core knowledge, MRAs,
violations).

9. In discussion with the EIC, provide preliminary strategy
recommendations for the next supervisory cycle.
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Capital

Conclusion: Capital is rated (1, 2, 3, 4, 5).

Complete the appropriate objectives in this section to assign the capital
component rating. When assigning the rating, the examiner should consult
with the EIC and other examining personnel. Consider the following UFIRS

factors:

. Level and quality of capital and overall financial condition of the bank.

. Ability of management to address emerging needs for additional
capital.

) Nature, trend, and volume of problem assets, and adequacy of the
allowance for loan and lease losses (ALLL) and other valuation
reserves.

. Balance sheet composition, including nature and amount of intangible

assets, market risk, concentration risk, and risks associated with
nontraditional activities.

. Risk exposure represented by off-balance-sheet activities.

. Quality and strength of earnings, and reasonableness of dividends.

. Prospects and plans for growth and past experience in managing
growth.

. Access to capital markets and other sources of capital, including

support provided by a parent holding company.

Note: A financial institution is expected to maintain capital commensurate
with the nature and extent of risks to the institution and the ability of
management to identify, measure, monitor, and control these risks. When
evaluating the adequacy of capital to assign the capital component rating,
examiners should consider the bank’s risk profile.

Core Assessment

Minimum Objective: Determine capital component rating and potential impact on
the bank’s risk assessment.

At the beginning of the supervisory activity, discuss with management the
following:
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Bank’s present condition and future plans (e.g., dividends, growth, new
products, and strategic initiatives, including plans to raise and deploy
significant new injections of capital).

Actual or planned changes in controlling ownership.

As requested, follow up on significant capital-related audit or IT issues that
examiners identified while reviewing the bank’s audit and IT programs.

Obtain and review the following information:

Bank’s current risk-based capital computation.

Results from OCC supervisory activities.

Results from other areas of this and other supervisory activities that
may affect capital adequacy (e.g., earnings, asset quality).

Canary system information.

UBPR and other OCC models.

If the bank’s activities, risk profile, or risk controls have changed significantly,
or if review of the above information raises substantive issues, the examiner
should expand the activity’s scope to include additional objectives or
procedures. If this review does not result in significant changes or issues,
conclude the capital review by completing objective 7.

Other Assessment Objectives: Note: Examiners should select the objectives and
procedures necessary to assess the bank’s condition and risks.

Objective 1: Determine the scope of the capital review.

1.

Review the supervisory information to identify previous problems that
require follow-up in this area.

Discuss with the examiner responsible for completing the “Audit and
Internal Controls” section of the core assessment whether significant
audit findings require follow-up or whether a review of audit work
papers is required.

Discuss with the examiner responsible for completing the IT section of
the core assessment whether significant deficiencies raise questions
about the integrity, confidentiality, or availability of data and require
follow-up.
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4, If not previously provided, obtain and review the following:

O Bank’s current risk-based capital computation.

O Findings from monitoring activities.

O List of shareholders who own 5 percent or more and their
percentage of ownership.

5. Calculate and distribute capital limits and shareholder information to
other examiners.

Objective 2: Determine adequacy of capital.
1. Review applicable information to identify trends. Consider:

e Results from monitoring activities.

e Reports used by bank management to monitor and project capital
requirements.

e Canary system information.

e UBPR and other OCC model calculations to compare the bank’s
ratios with those of peer banks.

e Bank’s present condition and future plans.

2. Obtain capital-related information from the examiner assigned to
review board minutes.

3. Consider impact of the following on current or future capital adequacy:
e Dividends.
e Earnings.

e Asset quality and allowance adequacy.

e Historical and planned growth.

e On- and off-balance-sheet activities.

e Strategic initiatives, including plans to raise and deploy significant
new injections of capital.

e Financial plans and budgets, including replacement costs for fixed
assets and technology.

e New products, services, or distribution channels.

e Related organizations.
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4.

Evaluate sources of capital. Consider:

e Earnings retention.

e Ownership capacity — condition of principal shareholders, parent,
or subsidiaries.

e History of public or private offerings.

Objective 3: Determine risk to capital posed by the aggregate level or direction of
applicable risks.

Consult with the EIC and other examining personnel to decide whether the
aggregate level or direction of risk has an adverse impact on current or future
capital adequacy. Refer to the “Risk Assessment System” section.

Objective 4: Determine quality of risk management systems through discussions
with key risk managers and analysis of applicable information.

1.

Assess the bank’s system of internal controls over the capital accounts.
Take into consideration relevant controls listed in objective 5 of the
“Audit and Internal Controls” section of the core assessment. Also take
into consideration other controls pertinent to capital.

Assess integrity, confidentiality, and availability of data used to record,
analyze, and report information related to capital. Consider input,
processing, storage, access, and disposal of data. Focus on measures
taken to limit access to the data and procedures in place to monitor
system activities. Determine if these controls have been independently
validated. Coordinate this review with examiners responsible for all
functional areas of the examination, including internal controls, to
avoid duplication of effort. Share findings with the examiner reviewing
IT.

Objective 5: Determine whether to expand the procedures or develop a plan for
corrective action. Consider whether:

Management can adequately manage the bank’s risks.

Management can correct fundamental problems.

To propose a strategy to address identified weaknesses and to discuss
strategy with the supervisory office.

Refer to booklets of the Comptroller’s Handbook for expanded procedures.
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Objective 6: After completing additional procedures, determine whether risks and
concerns indicate the need to perform additional verification procedures.
The extent to which examiners perform verification procedures is decided on
a case-by-case basis after consultation with the ADC. Direct confirmation
with the bank’s customers must have prior approval of the ADC and district
deputy comptroller. The Enforcement and Compliance Division, the district
counsel, and the district accountant should also be notified when direct
confirmations are being considered.

Objective 7: Conclude the capital review.

1.

Adjust the bank’s reported capital ratios to reflect the results of the
examination and distribute them to examining personnel. Consider:

e Asset charge-offs.

e Examiner-directed additions to ALLL.
e Errors in financial reporting.

e Other capital adjustments.

Consult with the EIC and other examining personnel to identify and
communicate to other examiners conclusions and findings from the
capital review that are relevant to other areas being reviewed.

Use results of the foregoing procedures and other applicable

examination findings to compose comments (e.g., capital adequacy,
MRAs) for the ROE.

Update, organize, and reference work papers in accordance with PPM
5400-8 (rev).

Update Examiner View (e.g., ratings, core knowledge, MRAs,
violations).

In discussion with the EIC, provide preliminary strategy
recommendations for the next supervisory cycle.
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Asset Quality

Conclusion: Asset quality is rated (1, 2, 3, 4, 5).

Complete this section’s objectives to assign the asset quality component
rating. When assigning the rating, the examiner should consult with the EIC
and other examining personnel. Consider the following UFIRS factors:

. Quality of risk selection and underwriting standards, soundness of
credit administration practices, and effectiveness of risk identification
practices.

. Risk rating profile of the loan portfolio, including trend of multiple pass

grades (if applicable) and the level, distribution, severity, and trend of
problem, classified, nonaccrual, restructured, delinquent, and
nonperforming assets for both on- and off-balance-sheet transactions.
. Adequacy of ALLL and other asset valuation reserves.
. Credit risk arising from or reduced by off-balance-sheet transactions,
such as unfunded commitments, derivatives, commercial and standby
letters of credit, and lines of credit.

. Diversification and quality of loan and investment portfolios.

o Extent of securities underwriting activities and exposure to
counterparties in trading activities.

o Existence of asset concentrations.

. Adequacy of loan and investment policies, procedures, and practices.

) Ability of management to properly administer its assets, including the
timely identification and collection of problem assets.

. Adequacy of internal controls and MIS.

) Volume and nature of policy exceptions including exceptions to
underwriting and risk selection standards.

. Volume and nature of credit documentation and collateral exceptions.

Note: The examiner should consider ability of management to identify,
measure, monitor, and control both the current and planned level of credit
risk when assigning the component rating.
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Core Assessment

Minimum Objective: Determine the asset quality component rating, adequacy of
the ALLL, quantity of credit risk, and quality of credit risk management.

At the beginning of the supervisory activity, discuss with management actual
or planned changes in:

. Administration of the loan portfolio.

. Lending area’s management or staff.

. Loan products, marketing, loan acquisition channels (including third-
party relationships), lending policies or practices, or loan growth.

. Number of loan policy, credit, and collateral exceptions.

o Loan review process or loan grading system.

. Other external or internal factors that could affect loan quality.

. ALLL balance or methodology.

As requested, follow up on significant asset quality-related audit or IT issues
identified by examiners reviewing the bank’s audit and IT programs.

Obtain and review the following information:

o Results from OCC supervisory activities.

. Canary system information.

) UBPR and other OCC models.

) Past-due and nonaccrual reports.

o Risk-rating distribution reports.

. Problem and “watch” loan lists.

o Insider loan list.

. Concentration of credit reports.

o ALLL analysis.

. List of participations (in whole or part) purchased and sold since the
last examination.

. All loan review reports and responses since the last examination.

. Details from “other asset” accounts that are material to financial
statements.

Review a sample of loans. Sample should generally include:

. At least five newly advanced credits, including loan commitments.
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. Large insider loans.

. Past-due and nonaccrual loans.

. Previously criticized loans and loans from the bank’s problem and
“watch” loan lists.

The size of the sample should be based on the trends and overall risk posed
by those segments of the loan portfolio. The purpose of the review is to
determine whether the loans evidence any changes in the bank’s risk
selection, the bank’s underwriting practices, credit administration, risk-rating
criteria, or other aspect of its credit risk management, including compliance
with credit-related laws and regulations. This may be accomplished by
reviewing credit files, approval documents, and loan committee minutes.
Documentation of credit file reviews can normally be limited to summary
comments detailing the loan classification and the facts supporting it. Loan
review discussions and meetings to discuss findings are to be held on site.

If the bank’s activities, risk profile, or risk controls have changed significantly,
or if review of the above information raises substantive issues, the examiner
should expand the activity’s scope to include additional objectives or
procedures. If this review does not result in significant changes or issues,
conclude the asset quality review by completing objective 9.

Other Assessment Objectives: Note: Examiners should select the objectives and
procedures necessary to assess the bank’s condition and risks.

Objective 1: Determine the scope of the asset quality review.

These procedures apply to both commercial and retail credit portfolios,
unless specifically stated otherwise. Refer to the “Loan Portfolio
Management” booklet of the Comptroller’s Handbook on assessing the
quality of risk management and setting the scope of asset quality reviews.

1. Review supervisory information to identify previous problems in this
area that require follow-up.

2. Discuss with the examiner responsible for completing the “Audit and
Internal Controls” section of the core assessment whether significant
audit findings require follow-up or whether a review of audit work
papers is required.
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3. Discuss with the examiner responsible for completing the IT section of
the core assessment whether significant deficiencies raise questions
about integrity, confidentiality, or availability of data and require
follow-up.

4, If not previously provided, obtain and review reports management uses
to supervise the loan portfolio, including but not limited to:
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Loan trial balances.

Risk rating reports.

Past-due and nonaccrual reports.

Problem and “watch” loan lists, including retail workout programs.
Concentration of credit reports.

Insider loan lists.

List of participations (in whole or in part) purchased and sold since
the last examination.

Overdraft list.

Most recent ALLL analysis.

Loan policy, loan underwriting, credit, and collateral exception
reports.

Findings from monitoring activities.

Latest loan review report, including responses from bank officers.

5. Review UBPR, Canary system information, and other OCC models,
and request information to assess size, composition, and trends in the
loan portfolio and off-balance-sheet exposures. Consider:

Current and planned loan growth in relation to bank capital and risk
limits.

Segments of high growth.

Concentrations of credit.

Internal portfolio management reports (loan policy exceptions,
credit exceptions, collateral exceptions, concentrations of credit,
etc.).

Unfunded loan commitments.

Deteriorating trends in asset quality indicators.

Other information related to risk characteristics of the loan
portfolio, including:

— Local and national economic indicators.

— Trends at other local financial institutions.

— New products planned or already initiated.
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6. In discussions with management, determine:

e How the bank manages the loan portfolio and monitors loan
quality.

e Whether loan products, lending practices (underwriting and risk
selection standards, out-of-area lending, etc.), or service distribution
channels have changed significantly.

e Whether external or internal factors could affect loan quality (e.g.,
local industry reduction or expansion, management and lending
staff changes, changes in credit concentrations, changes in product
lines).

7. Obtain asset quality-related information from the examiner assigned to
review board minutes. Review minutes of loan committee meetings to
ascertain the bank’s lending practices.

8. Obtain the bank’s current loan policies and review changes since the
last examination.

Note: Policies should be used mainly as reference tools when
completing the loan sample and determining exception levels.

9. Use bank reports to select a sample of loans from the bank’s loan
portfolio (commercial, retail, etc.) Consult with the EIC when selecting
the sample. Consider:

e Large-dollar commercial loans.

e Loan participations (in whole or part) purchased and sold.

e Loans sourced or originated through brokers and other third parties.

e Significant loan concentrations.

e New loans in new loan products and in seasoned products or
portfolios experiencing rapid growth.

e Loans securitized and sold that the bank services for investors.

e Insider loans and loans to affiliates.

e Lower-rated “pass” and “watch” loans.

e Loans previously identified as structurally weak and loans that are
exceptions to lending policies, risk selection, and underwriting
standards.

e Higher-risk lending products, such as leveraged finance, high loan-
to-value real estate loans, and subprime loans.
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e Loans or lending concentrations to businesses or industries
exhibiting signs of weakness or higher risk.

e Loans on the problem loan list and loans previously classified,
significant past-dues, nonaccruals, troubled debt, and restructured
loans.

e Loans made under the lending limits pilot program (OCC Bulletin
2007-22).

Note: Loans not reviewed in detail should be discussed without
preparing line sheets.

Because credit risk typically poses the largest single risk to a bank’s earnings
and capital, and loans are the largest asset concentration in most banks, the
OCC usually samples a significant percentage of loan portfolios. Examiners
should use a statistically valid sampling technique or take a judgmental
sample.

Size and composition of the loan sample should be commensurate with the
quantity of credit risk, adequacy of risk management, bank’s condition, and
objectives of the asset quality review. Examiners should use judgment when
determining the focus and extent of testing.

Types of loans in the sample are as important as how much of the portfolio is
reviewed. The sample should be skewed toward the predominant risks in the
portfolio. The higher the risk posed to the bank, the more comprehensive the
coverage and testing.

In a stable, well-managed bank exhibiting few signs of change, examiners
should sample a smaller number of new and pass-rated credits for the
purpose of determining the continued adequacy of loan quality and credit
risk management.

If the number of exceptions to sound underwriting practices or risk selection
practices is significant, or if a bank’s risk identification or credit
administration is suspect or deficient, the examiner should expand the sample
to determine the problems’ causes, their seriousness, and their effect on
credit quality. Additional samples may also be required, for example, when
banks have significant growth, loan or product mix changes, credit or
economic conditions deteriorate, strategic direction or key personnel change,
or loan portfolio management is suspect or deficient. The additional sample
should target lending areas that prompted the expanded loan coverage.
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10.

Use reports or information obtained directly from external sources to
verify balances of assets serviced by third parties. Examiners should
reconcile balances indicated on the bank’s financial records to
information provided by the third party. Material differences should be
investigated thoroughly.

Objective 2: Determine, by testing loans independently, quantity of credit risk
inherent in the loan portfolio.

1.

Analyze credits and discuss loans sufficiently to determine a risk rating

for each loan reviewed. Analysis should include a review of related
debt.

Document and support the reasons for each loan rating. Refer to PPM
5400-8 (rev), “Supervision Work Papers,” for documentation and work
paper requirements.

Maintain list of commercial loans identified as having structural
weaknesses during the examiner’s analysis of individual credits.

Maintain list of loans for which the examiner’s or management’s ability
to rate the loan was impaired because of lack of sufficient information
on credit or collateral. Consider:

e Patterns or root causes of exceptions.
e Relation of exceptions to credit processes.
e Impact on credit risk.

For retail loans, perform a portfolio analysis. Consider:

e Size of portfolio and rate of growth.

e Changes in products, marketing channels, underwriting standards,
operations, and technology.

e Level and trends in delinquencies and losses by product.

e Impact on credit risk.

e Levels and trends in re-agings, extensions, deferrals, renewals, and
rewrites.

e Dependence on third-party vendors and adequacy of controls
regarding the relationship.

e Compliance with applicable OCC and interagency guidance.
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Objective 3:

1.

Based on the results of the portfolio analysis of retail loans, select a
sample of loans to determine the bank’s underwriting and account
management practices. While conducting reviews of lending activities,
examiners should be alert to, and discuss with the EIC, policies,
practices, or product terms that could indicate discriminatory, unfair,
deceptive, abusive, or predatory lending issues.

Determine conformity with OCC 2000-20, “Uniform Retail Credit
Classification and Account Management Policy”:

e Review past-due retail loans (residential real estate, consumer loans,
check credit, etc.) and discuss with management. (Unless
warranted, detailed line sheets should not be prepared.)

e Review policies and controls, and determine practices for re-aging
open-end accounts and extensions, deferrals, renewals, and rewrites
of closed-end loans.

Determine credit risk inherent in the loan portfolio as a whole,
considering the risk-rating profile, underwriting and risk selection
practices, concentrations, loan policy exceptions, credit and collateral
exceptions, pricing, collateral coverage, adequacy of analysis and
credit administration practices, economic indicators, etc.

Determine quantity of credit risk associated with other assets.
Obtain and review a list of the following items:

O Other real estate (ORE).

O Repossessed assets.

O Cash items.

O Other asset accounts with material balances.

If level of credit risk associated with ORE appears significant, review a
sample of ORE to determine whether management applies proper
accounting treatment. Consider:

e Timing and recognition of losses.
e Accounting for expenses.
e Risk to capital or adequacy of ORE reserves.
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Objective 4:

1.

Objective 5:

Obtain list of classified investments and other findings regarding
quality and composition of investments from the examiner evaluating
the investment portfolio.

In discussion with bank management and based on the review of other
assets listed above, determine which items should be classified or
charged off.

Determine adequacy of ALLL.
Evaluate method used to determine ALLL balance. Consider:

e Reasonableness of management’s process.

e Quality and adequacy of the supporting documentation.
e Findings from the asset quality review.

e Applicable OCC and interagency guidance.

If ALLL methodology is considered flawed, consult with the EIC to
independently determine adequacy of the ALLL balance. If ALLL is
determined to be inadequate:

e Calculate necessary provision to restore ALLL to an adequate level.

e Direct bank management to make necessary adjustments to the call
report.

e Share findings with examining personnel.

Determine quality of credit risk management systems through

discussions with key risk managers, analyses of applicable information,
including loan review reports.

1.

Determine whether the number and nature of credit, collateral, and
policy exceptions; risk rating changes; or other loan review findings
raise concerns about quality of the credit administration function.

Determine whether loan management and personnel are adequate to
effectively oversee quantity of credit risk inherent in the loan portfolio.
Consider:

e Staffing size.
e Staffing expertise.
e (Compensation systems.

Comptroller’s Handbook 58 Community Bank Supervision



3. Assess integrity, confidentiality, and availability of data used to record,
analyze, and report information related to asset quality. Consider input,
processing, storage, access, and disposal of data. Focus on measures
taken to limit access to data and procedures in place to monitor system
activities. Determine if controls have been independently validated.
Coordinate review with examiners responsible for all functional areas
of the examination, including internal controls, to avoid duplication of
effort. Share findings with the examiner reviewing IT.

4. Using findings from achieving the previous objectives, consult with the
EIC and other examining personnel to make preliminary judgments on
adequacy of portfolio risk management systems. Consider whether:

e Management recognizes and understands existing and emerging
risks.

e Management measures risk in an accurate and timely manner.

e Board establishes, communicates, and controls risk limits.

e Management accurately and appropriately monitors established risk
levels.

5. Assess the bank’s system of internal controls over the credit function.
Examiners should take into consideration the relevant controls listed in
objective 5 of the “Audit and Internal Controls” section of the core
assessment. Examiners should also take into consideration other
controls pertinent to the credit function.

Objective 6: Using findings from meeting the previous objectives, determine
whether the bank’s risk exposure from asset quality is significant.

Develop preliminary assessments of quantity of credit risk, quality of credit
risk management, aggregate credit risk, and direction of credit risk. Refer to

the “Risk Assessment System” section. Comment as necessary.

Consult with the EIC and other examining personnel to identify significant
risks that should be considered in risk assessment conclusions.

Objective 7: Determine whether to expand procedures or develop a plan for
corrective action. Consider whether:

. Management can adequately manage the bank’s risks.
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Management can correct fundamental problems.
To propose a strategy to address identified weaknesses and discuss
strategy with the supervisory office.

Refer to appropriate booklets of the Comptroller’s Handbook for expanded
procedures.

Objective 8: After completing expanded procedures, determine whether to perform
additional verification procedures.

The extent to which examiners perform verification procedures is decided on
a case-by-case basis after consultation with the ADC. Direct confirmation
with the bank’s customers must have prior approval of the ADC and district
deputy comptroller. The Enforcement and Compliance Division, the district
counsel, and the district accountant should also be notified when direct
confirmations are being considered.

Objective 9: Conclude the asset quality review.

1.

Provide and discuss with management a list of credit and collateral
exceptions, policy exceptions, loans with structural weaknesses,
classified assets, assets listed as special mention, and loan write-ups.

C