This document and any attachments are superseded by

Comptroller's Handbook - Consumer Compliance - Privacy of
Consumer Financial Information.

SUBPART A

Initial Privacy Notice

(Note: no notice is required if nonpublic personal information is disclosed to nonaffili-
ated third parties only under an exception in Sections 14 and 15, and there is no
customer relationship. [84(b)] With respect to credit relationships, an institution es-
tablishes a customer relationship when it originates a consumer loan. If the institution
subsequently sells the servicing rights to the loan to another financial institution, the
customer relationship transfers with the servicing rights. [84(c)])

1. Does the institution provide a clear and conspicuous notice that accurately reflects its ] [
privacy policies and practices to all customers not later than when the customer rela-
tionship is established, other than as allowed in paragraph (e) of section four (4) of the
regulation? [84(a)(1))]

2. Does the institution provide a clear and conspicuous notice that accurately reflects its 1 O
privacy policies and practices to all consumers, who are not customers, before any non-
public personal information about the consumer is disclosed to a nonaffiliated third
party, other than under an exception in §814 or 15? [84(a)(2)]

3. Does the institution provide to existing customers, who obtain a new financial product ] [
or service, an initial privacy notice that covers the customer's new financial product or
service, if the most recent notice provided to the customer was not accurate with respect
to the new financial product or service? [84(d)(1)]

4. Does the institution provide initial notice after establishing a customer relationship only
if:
* the customer relationship is not established at the customer’s election; [84(e)(1)(i)] 1 O
or

* todo otherwise would substantially delay the customer's transaction (e.g. inthe case ] []
of a telephone application), and the customer agrees to the subsequent delivery?

[§4 (e)(1)(iD)]
5. When the subsequent delivery of a privacy notice is permitted, does the institution pro- 7] []

vide notice after establishing a customer relationship within a reasonable time? [8§4(e)]

ANNUAL PRIVACY NOTICE

6. Does the institution provide a clear and conspicuous notice that accurately reflects its 1 O
privacy policies and practices at least annually (that is, at least once in any period of 12
consecutive months) to all customers, throughout the customer relationship?
[85(a)(1)and (2)]

(Note: annual notices are not required for former customers. [85(b)(1)and (2)])

Office of Thrift Supervision June 2001 Examination Handbook 1375Q.1


emily.abramsky
Text Box
This document and any attachments are superseded by Comptroller's Handbook  - Consumer Compliance - Privacy of Consumer Financial Information.


Privacy of Consumer Financial Information

Questionnaire

Yes No

7. Does the institution provide an annual privacy notice to each customer whose loan the HEE
institution owns the right to service? [885(c), 4(c)(2)]

CONTENT OF PRIVACY NOTICES

8. Do the initial, annual, and revised privacy notices include each of the following, as ap-

plicable:

* the categoriesyof nonpublic personal information that the institution collects; 1 O
[§6(a)@)]

* the categories ofgnonpublic personal information that the institution discloses; 1 O
[§6(2)(2)]

* the categories ofyaffiliates andynonaffiliated third parties to whom the institution 1 O
discloses nonpubli¢ petsonal information, other than parties to whom information is
disclosed under an exéeptioniin 814.or §15; [86(a)(3)]

* the categories of nonpublic personal information disclosed about former customers, 1 O
and the categories of affiliatesiand nonaffiliated third parties to whom the institution
discloses that information, otherithamthose parties to whom the institution discloses
information under an exception in §14.0r §15;[86(2)(4)]

* if the institution discloses nonpublic pérsonal inférmation to a nonaffiliated third 1 O
party under §13, and no exception under 814 ow&15 applies, a separate statement of
the categories of information the institution disclosés and thg\categories of third par-
ties with whom the institution has contracted; [86(2)(5)]

* an explanation of the opt out right, including the method(s) ofyopt out that the con- 1 O
sumer can use at the time of the notice; [86(a)(6)]

* any disclosures that the institution makes under 8603(d)(2)(A)(iii)}©f the Fair Credit 1 O
Reporting Act (FCRA); [86(a)(7)]

* the institution’s policies and practices with respect to protecting the confidentiality 1 O
and security of nonpublic personal information; [86(2)(8)] and

* ageneral statement--with no specific reference to the exceptions or to the third par- ][]
ties--that the institution makes disclosures to other nonaffiliated third parties as
permitted by law? [86(a)(9), (b)]

(Note: sample clauses for these items appear in Appendix A of the Regulation.)

9. Does the institution list the following categories of nonpublic personal information that
it collects, as applicable:
* information from the consumer; [86(c)(1)(i)] 1 O
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Privacy of Consumer Financial Information

Questionnaire

Yes No

e information about the consumer’s transactions with the institution or its affiliates; 1 O

[86(c)(1)(iD)]

* information about the consumer’s transactions with nonaffiliated third parties; 1 O
[86(c)(1)(iii)] and

* information from a consumer reporting agency? [86(c)(1)(iv)]

[]
[]

10. Does the institution list the following categories of nonpublic personal information that
it discloses, a§applieable, and a few examples of each, or alternatively state that it re-
serves thegfightito diselose all the nonpublic personal information that it collects:

e information from the consumer;
e information about theyconsumer’s transactions with the institution or its affiliates;
* information about'the gonsumer’s transactions with nonaffiliated third parties; and

* information from a consumer reportinglagency? [86(c)(2)]

I I O I I
O 0O0Oddgd

(Note: examples are recommended under 86(c){2) although not under §6(c)(1).)

11. Does the institution list the following categories of affiliates and nonaffiliated third par-
ties to whom it discloses information, as applieable, and afew examples to illustrate the
types of the third parties in each category:

» financial service providers; [86(c)(3)(i)] ] [
* non-financial companies; [86(c)(3)(ii)] and 1 O
» others? [86(c)(3)(iii)] N

12.  Does the institution make the following disclosures regarding service pfeviders and
joint marketers to whom it discloses nonpublic personal information Under §13;

* as applicable, the same categories and examples of nonpublic personalinformation 1 O
disclosed as described in paragraphs (a)(2) and (c)(2) of section six (6) (see ques-
tions 8b and 10); and [86(c)(4)(i)]

* that the third party is a service provider that performs marketing on the institution’s 1 O
behalf or on behalf of the institution and another financial institution;

[86(c)(4)(ii)(A)] or

* that the third party is a financial institution with which the institution has a joint 1 O
marketing agreement? [86(c)(4)(ii)(B)]
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Privacy of Consumer Financial Information

Questionnaire

Yes No
13. If the institution does not disclose nonpublic personal information, and does not reserve
the right to do so, other than under exceptions in 814 and 8§15, does the institution pro-
vide a simplified privacy notice that contains at a minimum:
e astatement to this effect; 1 [
* the categories of nonpublic personal information it collects; 1 [
» the poligies andpractices the institution uses to protect the confidentiality and secu- 1 [
rity offnonpublic personal information; and
* ageneral statement that'the institution makes disclosures to other nonaffiliated third 1 O
parties as perpiittedby law? [86(c)(5)]
(Note: use of this type“of simplified notice is optional; an institution may always use a
full notice.)
14.  Does the institution describe the following about its policies and practices with respect
to protecting the confidentiality and security*of nenpublic personal information:
* who is authorized to have accesstorthe information; and [86(c)(6)(i)] 1 O

» whether security practices and policies aré in jplacedo ensure the confidentiality of 1 O
the information in accordance with the institutions poliéy? [86(c)(6)(ii)]

(Note: the institution is not required to describe techpical information about the safe-
guards used in this respect.)

15.  If the institution provides a short-form initial privacy notice with the,opt out notice, 1 O
does the institution do so only to consumers with whom the institution’doesfnet have a
customer relationship? [86(d)(1)]

16. If the institution provides a short-form initial privacy notice accordingte 86(d)(1), does
the short-form initial notice:

* conform to the definition of “clear and conspicuous”; [86(d)(2)(i)] 1 O

» state that the institution's full privacy notice is available upon request; [86(d)(2)(ii)] 1 O
and

e explain a reasonable means by which the consumer may obtain the notice? 1 O

[86(d)(2)(iiD)]

(Note: the institution is not required to deliver the full privacy notice with the short-
form initial notice. [86(d)(3)])
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Privacy of Consumer Financial Information

Questionnaire

Yes No

17.  Does the institution provide consumers who receive the short-form initial notice with a
reasonable means of obtaining the longer initial notice, such as:

* a toll-free telephone number that the consumer may call to request the notice; 1 O

[86(d)(4)()] or

» for the consumer who conducts business in person at the institution's office, having 1 O
copies available to provide immediately by hand-delivery? [86(d)(4)(ii)]

18. If the institdtion, in its privacy policies, reserves the right to disclose nonpublic personal
information to nonaffiliated third parties in the future, does the privacy notice include,
as applicable, the:

» categories of@ionpublic personal information that the financial institution reserves 1 O
the right to disclese inthe futue, but does not currently disclose; [86(e)(1)] and

» categories of affiliates or nonaffiliated third parties to whom the financial institution 1 O
reserves the right in theyfuture terdiselose, but to whom it does not currently dis-
close, nonpublic personal information? [86(e)(2)]

Opt Out Notice

19.  If the institution discloses nonpublic personal@nformatiof’about a consumer to anonaf- [ | [ ]
filiated third party, and the exceptions under 8813:150 notapply, does the institution
provide the consumer with a clear and conspicuousopt a0t notige that accurately ex-
plains the right to opt out? [§7(a)(1)]
20.  Does the opt out notice state:
* that the institution discloses or reserves the right to discl@se nonpublic personal in- ][]
formation about the consumer to a nonaffiliated third party$387(a)(1)()]
* that the consumer has the right to opt out of that disclosure; [87(a)(1)(ii)] and 1 O

* areasonable means by which the consumer may opt out? [87(a)(1)(iiI)] 0 O

21. Does the institution provide the consumer with the following information about the
right to opt out:

* all the categories of nonpublic personal information that the institution discloses or 1 O
reserves the right to disclose; [87(a)(2)(i)(A)]

» all the categories of nonaffiliated third parties to whom the information is disclosed; 1 O

[87(@)DA)];

e that the consumer has the right to opt out of the disclosure of that information; 1 O
[87(a)(2)()(A)] and
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Privacy of Consumer Financial Information

Questionnaire

Yes No

* the financial products or services that the consumer obtains to which the [ []
opt out direction would apply? [87(a)(2)(i)(B)]

22.  Does the institution provide the consumer with at least one of the following reasonable
means of opting out, or with another reasonable means:
* check-off boxes prominently displayed on the relevant forms with the opt out no- 1 O
tice; [87(a)(2)(ii)(A)]
* areply form inCluded with the opt out notice; [87(a)(2)(ii)(B)] 1 O

* an electronje meansfte,opt out, such as a form that can be sent via electronic mail or 1 O
a process at the institution’s web site, if the consumer agrees to the electronic deliv-
ery of information; {87 (a)(2)(ii)(C)] or

* atoll-free telephone number? [87(a)(2)(ii)(D)] 1 O
(Note: the institution may require theseonsumer to use one specific means, as long as

that means is reasonable for that consumer. [[87(a)(iv)])

23. If the institution delivers the opt outinotice aftefthe initial notice, does the institution
provide the initial notice once again with the’opt @it notice? [87(c)]

24.  Does the institution provide an opt out noticefexplaininghow the institution will treat
opt out directions by the joint consumers, to at least @ine paftyain a joint consumer rela-
tionship? [87(d)(1)]

25.  Does the institution permit each of the joint consumersyin a joint relationship to optout? [ ] [ ]

[87(d)(2)]

26.  Does the opt out notice to joint consumers state that either:

* the institution will consider an opt out by a joint consumer as‘applying to allassoci- 1 O
ated joint consumers; [87(d)(2)(i)] or
» each joint consumer is permitted to opt out separately? [87(d)(2)(ii)] 1 [
27. If each joint consumer may opt out separately, does the institution permit:
* one joint consumer to opt out on behalf of all of the joint consumers; [87(d)(3)] 1 [
* the joint consumers to notify the institution in a single response; [87(d)(5)] and 1 [
* each joint consumer to opt out either for himself or herself, and/or for another joint 1 [
consumer? [87(d)(5)]
28.  Does the institution refrain from requiring all joint consumers to opt out before imple- 1 O

menting any opt out direction with respect to the joint account? [87(d)(4)]
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Privacy of Consumer Financial Information

Questionnaire

Yes No
29. Does the institution comply with a consumer's direction to opt out as soon as is reasona- [ | [ ]
bly practicable after receiving it? [87(e)]
30. Does the institution allow the consumer to opt out at any time? [§7(f)] 1 O
31. Does the institution continue to honor the consumer's opt out direction until revoked by  [] []
the consumer in writing, or, if the consumer agrees, electronically? [87(9)(1)]
32. When a customer relationship ends, does the institution continue to apply the cus- 1 O

tomer’s opt out'direction to the nonpublic personal information collected during, or
related to, thatispecific customer relationship (but not to new relationships, if any, sub-
sequently‘established by that customer)? [87(g)(2)]

Revised Notices

33.  Except as permittedy §813-15, does the institution refrain from disclosing any non-
public personal informatiof abeut a;consumer to a nonaffiliated third party, other than
as described in the initial privacy hoticeprovided to the consumer, unless:

* the institution has provided the'Consumer with a clear and conspicuous revised no- ][]
tice that accurately describes the institution's privacy policies and practices;

[88(a)(1)]
* the institution has provided the consumer with a new opt out notice; [§88(a)(2)] 1 O

* the institution has given the consumer a reasonable Oppertunity to opt out of the 1 O
disclosure, before disclosing any information; [$8(a)(3)] and

* the consumer has not opted out? [88(a)(4)] 1 O

34. Does the institution deliver a revised privacy notice when it:

* discloses a new category of nonpublic personal information‘te a nenaffiliated third 1 O
party; [88(b)(1)(i)]

» discloses nonpublic personal information to a new category of nonaffiliated third 1 O
party; [88(b)(1)(ii)] or

» discloses nonpublic personal information about a former customer to a nonaffiliated 1 O
third party, if that former customer has not had the opportunity to exercise an opt
out right regarding that disclosure? [88(b)(1)(iii)]

(Note: a revised notice is not required if the institution adequately described the nonaf-
filiated third party or information to be disclosed in the prior privacy notice.

[88(b)(2)])
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Privacy of Consumer Financial Information

Questionnaire

Yes No
Delivery Methods
35. Does the institution deliver the privacy and opt out notices, including the short-form HEE
notice, so that the consumer can reasonably be expected to receive actual notice in writ-
ing or, if the consumer agrees, electronically? [§9(a)]
36. Does the institution use a reasonable means for delivering the notices, such as:
* hand-deliverysof a printed copy; [89(b)(1)(1)] 1 O
* mailinga‘printed copy to the last known address of the consumer; [89(b)(1)(ii)] 1 O

» for the consumerdwhodeonducts transactions electronically, clearly and conspicu- 1 O
ously postingheqnotice” on the institution’s electronic site and requiring the
consumer to acknowledge reeeipt as a necessary step to obtaining a financial prod-
uct or service; [89(b)(1)(iil)] or

» for isolated transactions, such as A%LM. transactions, posting the notice on the screen 1 O
and requiring the consumerto acknowledge receipt as a necessary step to obtaining
the financial product or servicg? [89(b)(@)(iv)]

(Note: insufficient or unreasonable means offdelivery include: exclusively oral notice,
in person or by telephone; branch or offigé’signg or generally published advertise-
ments; and electronic mail to a customer wh@does not @btain products or services
electronically. [89 (b)(2)(i) and (ii), and (d)])

37.  For annual notices only, if the institution does not employ one of the methods described
in question 36, does the institution employ one of the Tellowing reasdhable means of
delivering the notice such as:

» for the customer who uses the institution’s web site to aégess praducts@and services 1 O
electronically and who agrees to receive notices at the webisite, continuously post-
ing the current privacy notice on the web site in a clear and“conspicuous imanner;
[89(c)(1)] or

» for the customer who has requested the institution refrain from sending any infor- 1 O
mation about the customer relationship, making copies of the current privacy notice
available upon customer request? [89(c)(2)]

38.  For customers only, does the institution ensure that the initial, annual, and revised no- L1 [
tices may be retained or obtained later by the customer in writing, or if the customer
agrees, electronically? [89(e)(1)]

39. Does the institution use an appropriate means to ensure that notices may be retained or
obtained later, such as:

* hand-delivery of a printed copy of the notice; [89(e)(2)()] 1 O
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Privacy of Consumer Financial Information

Questionnaire

Yes No

* mailing a printed copy to the last known address of the customer; [89(e)(2)(ii)] or 1 O
* making the current privacy notice available on the institution’s web site (or via a 1 O

link to the notice at another site) for the customer who agrees to receive the notice
at the web site? [89(e)(2)(iii)]

40. Does the institution provide at least one initial, annual, and revised notice, as applicable, [ ] []
to joint consumers? [89(g)]

SUBPART B
Limits on Disclosure te Nonaffiliated Third Parties

41. Does the institutign'refrain from disclosing any nonpublic personal information about a
consumer to a nonaffiliated thjfd"party, other than as permitted under §§13-15, unless:

* it has provided the'Comsumer with an initial notice; [810(a)(1)(i)]
* it has provided the consumer with an optout notice; [810(a)(1)(ii)]

* it has given the consumer a reasonable oppartunity to opt out before the disclosure;
[810(a)(1)(iii)] and

I I R I A
O 0O 0O 0O

* the consumer has not opted out? [§10(a)@)(iv)]

(Note: this disclosure limitation applies to consumers asdwell asito customers
[810(b)(1)], and to all nonpublic personal information'regardless of whether collected
before or after receiving an opt out direction. [810(b)(2)])

42. Does the institution provide the consumer with a reasonable opportanity t6 opt out such
as by:

* mailing the notices required by 810 and allowing the consumer tafrespond by toll- ] O
free telephone number, return mail, or other reasonable meanS (see question 22)
within 30 days from the date mailed; [810(a)(3)(i)]

* where the consumer opens an on-line account with the institution and agrees to re- 1 [
ceive the notices required by 810 electronically, allowing the consumer to opt out
by any reasonable means (see question 22) within 30 days from consumer acknowl-
edgement of receipt of the notice in conjunction with opening the account;
[810(a)(3)(ii)] or

e for isolated transactions, providing the notices required by 810 at the time of the 1 [
transaction and requesting that the consumer decide, as a necessary part of the
transaction, whether to opt out before the completion of the transaction?

[§10(a)(3)(iii)]
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Privacy of Consumer Financial Information

Questionnaire

Yes No

43.  Does the institution allow the consumer to select certain nonpublic personal informa- HEE
tion or certain nonaffiliated third parties with respect to which the consumer wishes to
opt out? [810(c)]

(Note: an institution may allow partial opt outs in addition to, but may not allow them
instead of, a comprehensive opt out.)

Limits on Redis€losure and Reuse of Information

44. If the institution reeéivessinformation from a nonaffiliated financial institution under an
exception in §14 or §15, daes the institution refrain from using or disclosing the infor-
mation except:

e to disclose the'informationftotthe affiliates of the financial institution from which it 0 O
received the information; [811(a)(1)(i)]

* to disclose the information to itssewnyaffiliates, which are in turn limited by the 1 O
same disclosure and use restrictions as the recipient institution; [811(a)(1)(ii)] and

* to disclose and use the information pursuant to an exception in §14 or 815 in the ] O
ordinary course of business to carry outdthe aetivity covered by the exception under
which the information was received?¢[811(@@)(1)(iii)]

(Note: the disclosure or use described in section ¢ offthis guestion need not be directly
related to the activity covered by the applicable exception. Forinstance, an institution
receiving information for fraud-prevention purposes©eould proyide the information to
its auditors. But ““in the ordinary course of business” does.not ineludeymarketing.

[811(a)(2)])

45.  If the institution receives information from a nonaffiliated finangial institution-ether
than under an exception in 814 or 815, does the institution refrain fromddisclosing the
information except:

e to the affiliates of the financial institution from which it received the“information; 1 O

[811(b)(1)()]

* to its own affiliates, which are in turn limited by the same disclosure restrictions as 1 O
the recipient institution; [§11(b)(1)(ii)] and

* to any other person, if the disclosure would be lawful if made directly to that person ]
by the institution from which the recipient institution received the information?

[811(b)(1)(iiD)]
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Privacy of Consumer Financial Information

Questionnaire

Yes No

Limits on Sharing Account Number Information for Marketing Purposes

46.  Does the institution refrain from disclosing, directly or through affiliates, account num-
bers or similar forms of access numbers or access codes for a consumer's credit card
account, deposit account, or transaction account to any nonaffiliated third party (other
than to a consumer reporting agency) for telemarketing, direct mail or electronic mail
marketing to the consumer, except:

* to the institution’s agents or service providers solely to market the institution’s own 1 O
products of'services, as long as the agent or service provider is not authorized to di-
rectly initiate charges to the account; [812(b)(1)] or

* to a participant ing@private label credit card program or an affinity or similar pro- ][]
gram wherg thegparticipants in the program are identified to the customer when the
customer entefs into'the program? [§12(b)(2)]

(Note: an ““account number or'similar form of access number or access code” does not
include numbers in encrypted form, soleng as the institution does not provide the re-
cipient with a means of decryption. 4/812(c)({1)] A transaction account does not include
an account to which third parties ¢annot initiate charges. [812(c)(2)])

SUBPART C
Exception to Opt Out Requirements fof Service Providers and Joint Marketing

47. If the institution discloses nonpublic personal infarmatiefn'to a nenaffiliated third party
without permitting the consumer to opt out, do the opt'out requirements of 87 and 810,
and the revised notice requirements in 88, not apply because;

* the institution disclosed the information to a nonaffiliated ghird,partyswho performs 1 O
services for or functions on behalf of the institution (inctuding joint marketing of fi-
nancial products and services offered pursuant to a joint agreement as defined in
paragraph (b) of §13); [813(a)(1)]

* the institution has provided consumers with the initial notice; [§13(a)(&)(1] and 0 O

* the institution has entered into a contract with that party prohibiting the party from 1 O
disclosing or using the information except to carry out the purposes for which the
information was disclosed, including use under an exception in 8§14 or 8§15 in the
ordinary course of business to carry out those purposes? [813(a)(1)(ii)]
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Questionnaire

Yes No

Exceptions to Notice and Opt Out Requirements for Processing and Servicing
Transactions

48.  If the institution discloses nonpublic personal information to nonaffiliated third parties,
do the requirements for initial notice in 84(a)(2), opt out in 887 and 10, revised notice in
88, and for service providers and joint marketing in §13, not apply because the informa-
tion is disclosed as necessary to effect, administer, or enforce a transaction that the
consumer requests,or authorizes, or in connection with:

* servicipgor progessing a financial product or service requested or authorized by the 1 O
consdmer; [814(@)(1)]

* maintaining or sérvicingthe consumer's account with the institution or with another 1 O
entity as partf a private label credit card program or other credit extension on be-
half of the entityg,or [814(d)(2)]

* aproposed or actual securitization, secondary market sale (including sale of servic- 1 O
ing rights) or other similar/ transaction, related to a transaction of the consumer?
[§14(a)(3)]

49. If the institution uses a Section 14 exeeption asnecessary to effect, administer, or en-
force a transaction, is it :

* required, or is one of the lawful or appr@priate methods to enforce the rights of the 1 O
institution or other persons engaged in carrying.out thé transaction or providing the
product or service; [814(b)(1)] or
e required, or is a usual, appropriate, or acceptable methoddo:[814(b)(2)]
— carry out the transaction or the product or service business‘@f which, the trans- 1 O
action is a part, including recording, servicing, or maintaining the‘consumer's
account in the ordinary course of business; [814(b)(2)(i)]
— administer or service benefits or claims; [814(b)(2)(ii)] 1 O
— confirm or provide a statement or other record of the transaction or information 1 O
on the status or value of the financial service or financial product to the con-
sumer or the consumer’s agent or broker; [814(b)(2)(iii)]
— accrue or recognize incentives or bonuses; [814(b)(2)(iv)] 0 O

— underwrite insurance or for reinsurance or for certain other purposes related to 1 O
a consumer's insurance; [814(b)(2)(v)] or

— in connection with:

o the authorization, settlement, billing, processing, clearing, transferring, 1 O
reconciling, or collection of amounts charged, debited, or otherwise paid
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Questionnaire

Yes No
by using a debit, credit, or other payment card, check, or account number,
or by other payment means; [814(b)(2)(vi)(A)]
o the transfer of receivables, accounts or interests therein; 1 O
[§14(b)(2)(vi)(B)] or
0 the audit of c_iebit, credit, or other payment information? 1 O
[§14(b)(2)(vi)(C)]

Other Exceptions to'Notice and Opt Out Requirements

50. If the institution disclosésimonpublic personal information to nonaffiliated third parties,
do the requirements Ok initiahnotice in 84(a)(2), opt out in 887 and 10, revised notice in
88, and for servicg'providers and joint marketers in 813, not apply because the institu-
tion makes the disclesure:

* with the consent orat the direction of the consumer; [§15(a)(1)]
— to protect the confidentiality or security of records; [815(a)(2)(i)]

— to protect against or prevent actual or potential fraud, unauthorized transac-
tions, claims, or other liabilityE815(2)(2)(ii)]

— for required institutional risk control®r for resol¥ing consumer disputes or in-
quiries; [815(a)(2)(iii)]

— to persons holding a legal or beneficial intergstrelating'to the consumer;
[815(a)(2)(iv)] or

— to persons acting in a fiduciary or representative capacity‘en behalf of the con-
sumer; [815(a)(2)(V)]

O o o 0O o0Ooan
O O o 0O 0Ooano

* to insurance rate advisory organizations, guaranty funds or agenci€s, agencies rating
the institution, persons assessing compliance, and the institution's attorheys, ac-
countants, and auditors; [815(a)(3)]

* in compliance with the Right to Financial Privacy Act, or to law enforcement agen- 1 O
cies; [815(a)(4)]
* to a consumer reporting agency in accordance with the FCRA or from a consumer 1 O

report reported by a consumer reporting agency; [815(a)(5)]

* in connection with a proposed or actual sale, merger, transfer, or exchange of all or 1 O
a portion of a business or operating unit, if the disclosure of nonpublic personal in-
formation concerns solely consumers of such business or unit; [815(a)(6)]

* to comply with Federal, state, or local laws, rules, or legal requirements; 1 O

Office of Thrift Supervision June 2001 Examination Handbook 1375Q.13



Privacy of Consumer Financial Information

Questionnaire

Yes No

[815(a)(7)(1)]

e to comply with a properly authorized civil, criminal, or regulatory investigation, or 1 O
subpoena or summons by Federal, state, or local authorities; [815(a)(7)(ii)] or

* to respond to judicial process or government regulatory authorities having jurisdic- 1 O
tion over the institution for examination, compliance, or other purposes as
authorized by law? [815(a)(7)(iii)]

(Note: the régulation gives the following as an example of the exception described in
section a‘ef this questiona ““A consumer may specifically consent to [an institution’s]
disclosure to a nonaffiliatedyinsurance company of the fact that the consumer has ap-
plied to [the inStitution]yfor a'mortgage so that the insurance company can offer
homeowner’s insttance taithe cepsumer.”)

COMMENTS
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