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Introduction

INTRODUCTION

This Federal Financial Institutions Examination Council (FFIEC) Bank Secrecy Act
(BSA)/Anti-Money Laundering (AML) Examination Manual provides guidance to
examiners for carrying out BSA/AML and Office of Foreign Assets Control (OFAC)
examinations. An effective BSA/AML compliance program requires sound risk
management; therefore, the manual also provides guidance on identifying and controlling
risks associated with money laundering and terrorist financing. The manual contains an
overview of BSA/AML compliance program requirements, BSA/AML risks and risk
management expectations, industry sound practices, and examination procedures. The
development of this manual was a collaborative effort of the federal and state banking
agencies' and th® Fiancial Crimes Enforcement Network (FinCEN), a bureau of the U.S.
Department of the Treasury, to ensure consistency in the application of the BSA/AML
requirements. In/additionfiOFAC assisted in the development of the sections of the
manual that relate to QFACreviews. Refer to Appendices A (“BSA Laws and
Regulations”), B (“BSA/AML Directives”), and C (“BSA/AML References”) for
guidance.

Structure of Manual

In order to effectively apply resour€es and ensure compliance with BSA requirements,
the manual is structured to allow examiners todailor the BSA/AML examination scope
and procedures to the specific risk profile of the banking organization. The manual
consists of the following sections:

e Introduction.

e Core Examination Overview and Procedures foff Assessing the, BSA/AML
Compliance Program.

e Core Examination Overview and Procedures for Regulatory Reégquirements and
Related Topics.

e Expanded Examination Overview and Procedures for Consolidated andd©Other Types
of BSA/AML Compliance Program Structures.

e Expanded Examination Overview and Procedures for Products and Services.

" The FFIEC was established in March 1979 to prescribe uniform principles, standards, and report forms
and to promote uniformity in the supervision of financial institutions. The Council has six voting members:
the Board of Governors of the Federal Reserve System, the Federal Deposit Insurance Corporation, the
National Credit Union Administration, the Office of the Comptroller of the Currency, the Office of Thrift
Supervision, and the State Liaison Committee. The Council’s activities are supported by interagency task
forces and by an advisory State Liaison Committee, comprised of five representatives of state agencies that
supervise financial institutions.
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e Expanded Examination Overview and Procedures for Persons and Entities.

e Appendices.

The core and expanded overview sections provide narrative guidance and background
information on each topic; each overview is followed by examination procedures. The
“Core Examination Overview and Procedures for Assessing the BSA/AML Compliance
Program” and the “Core Examination Overview and Procedures for Regulatory
Requirements and Related Topics” (core) sections serve as a platform for the BSA/AML
examination and, for the most part, address legal and regulatory requirements of the
BSA/AML compliance program. The “Scoping and Planning” and the “BSA/AML Risk
Assessment” sections help the examiner develop an appropriate examination plan based
on the risk profil¢'of the bank. There may be instances where a topic is covered in both
the core and eXpandedysections (e.g., funds transfers and foreign correspondent banking).
In such insténces; the/€ore overview and examination procedures address the BSA
requirements while the éxpanded overview and examination procedures address the AML
risks of the specific aCtivity.

At a minimum, examiners shodld use the following examination procedures included
within the “Core Examination Oxerview and Procedures for Assessing the BSA/AML
Compliance Program” section ofithis manual to ensure that the bank has an adequate
BSA/AML compliance program cofimensutate with its risk profile:

e Scoping and Planning (refer to pages, 19 tof21),

e BSA/AML Risk Assessment (refer tofpage31).

e BSA/AML Compliance Program (refer to pages'38 t043).

e Developing Conclusions and Finalizing the Exafiination (refer to pages 48 to 51).

While OFAC regulations are not part of the BSA, the core segfions inelude overview and
examination procedures for examining a bank’s policies, procedures, andygprocesses for
ensuring compliance with OFAC sanctions. As part of the scaping and planning
procedures, examiners must review the bank’s OFAC risk assessmefit and independent
testing to determine the extent to which a review of the bank’s OFAE compliance
program should be conducted during the examination. Refer to core examination
procedures, “Office of Foreign Assets Control,” pages 157 to 159, for further guidance.

The expanded sections address specific lines of business, products, customers, or entities
that may present unique challenges and exposures for which banks should institute
appropriate policies, procedures, and processes. Absent appropriate controls, these lines
of business, products, customers, or entities could elevate BSA/AML risks. In addition,
the expanded section provides guidance on BSA/AML compliance program structures
and management.

Not all of the core and expanded examination procedures will likely be applicable to
every banking organization. The specific examination procedures that will need to be
performed depend on the BSA/AML risk profile of the banking organization, the quality
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and quantity of independent testing, the financial institution’s history of BSA/AML
compliance, and other relevant factors.

Background

In 1970, Congress passed the Currency and Foreign Transactions Reporting Act
commonly known as the “Bank Secrecy Act,”* which established requirements for
recordkeeping and reporting by private individuals, banks,’ and other financial
institutions. The BSA was designed to help identify the source, volume, and movement
of currency and other monetary instruments transported or transmitted into or out of the
United States or deposited in financial institutions. The statute sought to achieve that
objective by requiring individuals, banks, and other financial institutions to file currency
reports with thedJ.SyDepartment of the Treasury (U.S. Treasury), properly identify
persons cond@cting transactions, and maintain a paper trail by keeping appropriate
records of financialransaetions. These records enable law enforcement and regulatory
agencies to pursue investigations of criminal, tax, and regulatory violations, if warranted,
and provide evidénee useful in prosecuting money laundering and other financial crimes.

The Money LaunderingyControl Actof 1986 augmented the BSA’s effectiveness by
adding the interrelated sections 8(s)and 21 to the Federal Deposit Insurance Act (FDIA)
and section 206(q) of the Federal Credit Union Act (FCUA), which sections apply
equally to banks of all charters.* The Money Laundering Control Act of 1986 precludes
circumvention of the BSA requirements by imp@sing criminal liability on a person or
financial institution that knowingly as§ists infthe labndering of money, or that structures
transactions to avoid reporting them. Thefl986fstatute directed banks to establish and
maintain procedures reasonably designed to@nsure and'monitor compliance with the
reporting and recordkeeping requirements of the BSA. A ayresult, on January 27, 1987,
all federal banking agencies issued essentially similag#egulations requiring banks to
develop programs for BSA compliance.

The 1992 Annunzio—Wylie Anti-Money Laundering Act stredgthenedhe sanctions for
BSA violations and the role of the U.S. Treasury. Two yedts, later;iCongtess passed the
Money Laundering Suppression Act of 1994 (MLSA), which further @ddressed the U.S.
Treasury’s role in combating money laundering.

In April 1996, a Suspicious Activity Report (SAR) was developed to be"used by all
banking organizations in the United States. A banking organization is required to file a

231 USC 5311 et seq., 12 USC 1829b, and 1951 — 1959. Also refer to 12 USC 1818(s) (federally insured
depository institutions) and 12 USC 1786(q) (federally insured credit unions).

? Under the BSA, as implemented by 31 CFR 103.11, the term “bank” includes each agent, agency, branch
or office within the United States of commercial banks, savings and loan associations, thrift institutions,
credit unions, and foreign banks. The term “bank” is used throughout the manual generically to refer to the
financial institution being examined.

* 12 USC 1818(s), 1829(b), and 1786(q), respectively.
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SAR whenever it detects a known or suspected criminal violation of federal law or a
suspicious transaction related to money laundering activity or a violation of the BSA.

In response to the September 11, 2001, terrorist attacks, Congress passed the Uniting and
Strengthening America by Providing Appropriate Tools Required to Intercept and
Obstruct Terrorism Act of 2001 (USA PATRIOT Act). Title III of the USA PATRIOT
Act is the International Money Laundering Abatement and Anti-Terrorist Financing Act
of 2001. The USA PATRIOT Act is arguably the single most significant AML law that
Congress has enacted since the BSA itself. Among other things, the USA PATRIOT Act
criminalized the financing of terrorism and augmented the existing BSA framework by
strengthening customer identification procedures; prohibiting financial institutions from
engaging in business with foreign shell banks; requiring financial institutions to have due
diligence proceddres,and, in some cases, enhanced due diligence (EDD) procedures for
foreign correspondentiand private banking accounts; and improving information sharing
between fifancial imstitutions and the U.S. government. The USA PATRIOT Act and its
implementing regulatiofis also:

e Expanded the AML programgiequirements to all financial institutions.” Refer to
Appendix D (“Statatory Definition of Financial Institution”) for further clarification.

e Increased the civil and esiminal pemaities for money laundering.

e Provided the Secretary of the Treasury with the authority to impose “special
measures” on jurisdictions, institutions, ogfransactions that are of “primary money-
laundering concern.”

e Facilitated records access and required banks to teSpond to regulatory requests for
information within 120 hours.

e Required federal banking agencies to consider d&bank’s AML secord when reviewing
bank mergers, acquisitions, and other applications fesbusinéss combinations.

Role of Government Agencies in the BSA

Certain government agencies play a critical role in implementing BSA regulations,
developing examination guidance, ensuring compliance with the BSAy,and enforcing the
BSA. These agencies include the U.S. Treasury, FinCEN, and the federal banking
agencies (Board of Governors of the Federal Reserve System, Federal Deposit Insurance
Corporation, National Credit Union Administration, Office of the Comptroller of the
Currency, and Office of Thrift Supervision). Internationally there are various multilateral

* The USA PATRIOT Act expanded the AML program requirement to all financial institutions as that term
is defined in 31 USC 5312(a)(2). However, as of the publication of this manual, only certain types of
financial institutions are subject to final rules implementing the AML program requirements of 31 USC
5318(h)(1) as established by the USA PATRIOT Act. Those financial institutions that are not currently
subject to a final AML program rule are temporarily exempted from the USA PATRIOT Act requirements
to establish an AML program, as set forth in 31 CFR 103.170.
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government bodies that support the fight against money laundering and terrorist
financing. Refer to Appendix E (“International Organizations”) for additional
information.

U.S. Treasury

The BSA authorizes the Secretary of the Treasury to require financial institutions to
establish AML programs, file certain reports, and keep certain records of transactions.
Certain BSA provisions have been extended to cover not only traditional depository
institutions, such as banks, savings associations, and credit unions, but also nonbank
financial institutions, such as money services businesses, casinos, brokers/dealers in
securities, futures commission merchants, mutual funds, insurance companies, and
operators of credit card systems.

FinCEN

FinCEN, a bureau ofheyU.S.Freasury, is the delegated administrator of the BSA. In this
capacity, FInCEN issues regulatiens and interpretive guidance, provides outreach to
regulated industries, supports the examination functions performed by federal banking
agencies, and pursues civilienforeement actions when warranted. FinCEN relies on the
federal banking agencies to examinedanksywithin their respective jurisdictions for
compliance with the BSA. FinCEN’s othersignificant responsibilities include providing
investigative case support to law enforcement, identifying and communicating financial
crime trends and patterns, and fostertagfintesfiational cooperation with its counterparts
worldwide.

Federal Banking Agencies

The federal banking agencies are responsible for thefoversight of the various banking
entities operating in the United States, including foreign brafch offiges of U.S. banks.
The federal banking agencies are charged with chartering (Naftonal Credit Union
Administration, Office of the Comptroller of the Currency,‘@nd Office offThrift
Supervision), insuring (Federal Deposit Insurance Corporationtand NattonaliCredit Union
Administration), regulating, and supervising banks.® 12 USC 1818($)(2) and 1786(q)
require that the appropriate federal banking agency include a reviewdef thedBSA
compliance program at each examination of an insured depository institution. The
federal banking agencies may use their authority, as granted under section 8 of the FDI
Act, to enforce compliance with appropriate banking rules and regulations, including
compliance with the BSA.

® The Board of Governors of the Federal Reserve System, Federal Deposit Insurance Corporation, and
Office of Thrift Supervision may collaborate with state banking agencies on the examination, oversight,
and enforcement of BSA/AML for state-chartered banks.
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The federal banking agencies require each bank under their supervision to establish and
maintain a BSA compliance program.’ In accordance with the USA PATRIOT Act,
FinCEN’s regulations require certain financial institutions to establish an AML
compliance program that guards against money laundering and terrorist financing and
ensures compliance with the BSA and its implementing regulations. When the USA
PATRIOT Act was passed, banks under the supervision of a federal banking agency were
already required by law to establish and maintain a BSA compliance program that,
among other things, requires the bank to identify and report suspicious activity promptly.
For this reason, 31 CFR 103.120 states that a bank regulated by a federal banking agency
is deemed to have satisfied the AML program requirements of the USA PATRIOT Act if
the bank develops and maintains a BSA compliance program that complies with the
regulation of its federal functional regulator® governing such programs. This manual will
refer to the BSAfcompliance program requirements for each federal banking agency as
the “BSA/AML¢ompliance program.”

Banks should take reasgnable and prudent steps to combat money laundering and terrorist
financing and to minimize theit vulnerability to the risk associated with such activities.
Some banking organizations hayesdamaged their reputations and have been required to
pay civil money penalties for failing to implement adequate controls within their
organization resulting in nghcompliance with the BSA. In addition, due to the AML
assessment required as part ofithe application process, BSA/AML concerns can have an
impact on the bank’s strategic plan. For thigreason, the federal banking agencies’ and
FinCEN’s commitment to provide ‘guidance that’assists banks in complying with the BSA
remains a high supervisory priority.

The federal banking agencies work to ensurgsthat the ofganizations they supervise
understand the importance of having an effective/ BSA/AML compliance program in
place. Management must be vigilant in this area, espeéially ag business grows and new
products and services are introduced. An evaluatiod of the bank’s BSA/AML
compliance program and its compliance with the regulatoryrequircments of the BSA has
been an integral part of the supervision process for years. Referito Appendix A (“BSA
Laws and Regulations™) for further information.

As part of a strong BSA/AML compliance program, the federal banking agencies seek to
ensure that a bank has policies, procedures, and processes to identifypand report
suspicious transactions to law enforcement. The agencies’ supervisory processes assess
whether banks have established the appropriate policies, procedures, and processes based
on their BSA/AML risk to identify and report suspicious activity and that they provide

" Refer to 12 CFR 208.63, 12 CFR 211.5(m) and 12 CFR 211.24(j) (Board of Governors of the Federal
Reserve System); 12 CFR 326.8 (Federal Deposit Insurance Corporation); 12 CFR 748.2 (National Credit
Union Administration); 12 CFR 21.21 (Office of the Comptroller of the Currency); and 12 CFR 563.177
(Office of Thrift Supervision).

¥ Federal functional regulator means: Board of Governors of the Federal Reserve System; Federal Deposit
Insurance Corporation; National Credit Union Administration; Office of the Comptroller of the Currency;
Office of Thrift Supervision; Securities and Exchange Commission; or Commodity Futures Trading
Commission.
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sufficient detail in reports to law enforcement agencies to make the reports useful for
investigating suspicious transactions that are reported. Refer to Appendices B
(“BSA/AML Directives”) and C (“BSA/AML References”) for guidance.

On July 19, 2007, the federal banking agencies issued a statement setting forth the
agencies’ policy for enforcing specific anti-money laundering requirements of the BSA.
The purpose of the Interagency Statement on Enforcement of Bank Secrecy Act/Anti-
Money Laundering Requirements (Interagency Enforcement Statement) is to provide
greater consistency among the agencies in enforcement decisions in BSA matters and to
offer insight into the considerations that form the basis of those decisions.’

OFAC

OFAC adminigters and enforces economic and trade sanctions based on U.S. foreign
policy and dationalsecurity goals against targeted foreign countries, terrorists,
international narcotics traffiekers, and those engaged in activities related to the
proliferation of weapénsyof mass destruction. OFAC acts under the President’s wartime
and national emergency powersgas well as under authority granted by specific legislation,
to impose controls ontransactions and freeze assets under U.S. jurisdiction. Many of the
sanctions are based on United Nations and other international mandates, are multilateral
in scope, and involve close epoperatiofi With allied governments.

OFAC requirements are separate and distinét from the BSA, but both OFAC and the BSA
share a common national security goal.For thiis reason, many financial institutions view
compliance with OFAC sanctions as related'to BSA compliance obligations; supervisory
examination for BSA compliance is logicallygonnectedto the examination of a financial
institution’s compliance with OFAC sanctions. Refefto the core overview and
examination procedures, “Office of Foreign Asset§ Control, " pages 147 to 156 and 157 to
159, respectively, for guidance.

Money Laundering and Terrorist Financing

The BSA is intended to safeguard the U.S. financial system and the fin@ncial institutions
that make up that system from the abuses of financial crime, includiftg money laundering,
terrorist financing, and other illicit financial transactions. Money laandering and terrorist
financing are financial crimes with potentially devastating social and financial effects.
From the profits of the narcotics trafficker to the assets looted from government coffers
by dishonest foreign officials, criminal proceeds have the power to corrupt and ultimately
destabilize communities or entire economies. Terrorist networks are able to facilitate
their activities if they have financial means and access to the financial system. In both
money laundering and terrorist financing, criminals can exploit loopholes and other
weaknesses in the legitimate financial system to launder criminal proceeds, finance
terrorism, or conduct other illegal activities, and, ultimately, hide the actual purpose of
their activity.

? Refer to Appendix R for additional information.
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Introduction

Banking organizations must develop, implement, and maintain effective AML programs
that address the ever-changing strategies of money launderers and terrorists who attempt
to gain access to the U.S. financial system. A sound BSA/AML compliance program is
critical in deterring and preventing these types of activities at, or through, banks and other
financial institutions. Refer to Appendix F (“Money Laundering and Terrorist Financing
‘Red Flags’”’) for examples of suspicious activities that may indicate money laundering or
terrorist financing.

Money Laundering

Money laundering is the criminal practice of processing ill-gotten gains, or “dirty”
money, through a series of transactions; in this way the funds are “cleaned” so that they
appear to be progeeds from legal activities. Money laundering generally does not involve
currency at every, stage of the laundering process. Although money laundering is a
diverse andoften cemplexprocess, it basically involves three independent steps that can
occur simultaneously:

Placement. The first and most yulnerable stage of laundering money is placement. The
goal is to introduce theunlawful proeeeds into the financial system without attracting the
attention of financial institationsor {aw enforcement. Placement techniques include
structuring currency deposit§yin amoufits‘te,evade reporting requirements or commingling
currency deposits of legal and 1llegal enterprises. An example may include: dividing
large amounts of currency into less=conspicuousysmaller sums that are deposited directly
into a bank account, depositing a refindfeheek from a canceled vacation package or
insurance policy, or purchasing a series offmonétary instruments (e.g., cashier’s checks or
money orders) that are then collected and deposited intd’accounts at another location or
financial institution. Refer to Appendix G (“Struetufing’?) fer additional guidance.

Layering. The second stage of the money laundering process is layering, which involves
moving funds around the financial system, often in a‘¢empléx sefies, of transactions to
create confusion and complicate the paper trail. Examples ofdayeringyinclude
exchanging monetary instruments for larger or smaller amotints, otywiring, or transferring
funds to and through numerous accounts in one or more finanéial instifutions.

Integration. The ultimate goal of the money laundering process isantegration. Once the
funds are in the financial system and insulated through the layering stage; the integration
stage is used to create the appearance of legality through additional transactions. These
transactions further shield the criminal from a recorded connection to the funds by
providing a plausible explanation for the source of the funds. Examples include the
purchase and resale of real estate, investment securities, foreign trusts, or other assets.

Terrorist Financing

The motivation behind terrorist financing is ideological as opposed to profit-seeking,
which is generally the motivation for most crimes associated with money laundering.
Terrorism is intended to intimidate a population or to compel a government or an
international organization to do or abstain from doing any specific act through the threat
of violence. An effective financial infrastructure is critical to terrorist operations.
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Terrorist groups develop sources of funding that are relatively mobile to ensure that funds
can be used to obtain material and other logistical items needed to commit terrorist acts.
Thus, money laundering is often a vital component of terrorist financing.

Terrorists generally finance their activities through both unlawful and legitimate sources.
Unlawful activities, such as extortion, kidnapping, and narcotics trafficking, have been
found to be a major source of funding. Other observed activities include smuggling,
fraud, theft, robbery, identity theft, use of conflict diamonds,' and improper use of
charitable or relief funds. In the last case, donors may have no knowledge that their
donations have been diverted to support terrorist causes.

Other legitimate sources have also been found to provide terrorist organizations with
funding; these legitimate funding sources are a key difference between terrorist financiers
and traditionald€riminal organizations. In addition to charitable donations, legitimate
sources incliide foreign government sponsors, business ownership, and personal
employment.

Although the motivation differs between traditional money launderers and terrorist
financiers, the actual'methods @ised'to fund terrorist operations can be the same as or
similar to those methods'us@d by, other criminals that launder funds. For example,
terrorist financiers use currency Smuggling, structured deposits or withdrawals from bank
accounts; purchases of varioustype§ of monetary instruments; credit, debit, or prepaid
cards; and funds transfers. There i$ also evidence that some forms of informal banking
(e.g., “hawala”'") have played a roleyinmoving terrorist funds. Transactions through
hawalas are difficult to detect given the lagk of doeumentation, their size, and the nature
of the transactions involved. Funding for'terzdrist attacks does not always require large
sums of money, and the associated transactions mayiot bé,complex.

Criminal Penalties for Money Latindering,
Terrorist Financing, and Violationssef the BSA

Penalties for money laundering and terrorist financing can bgsevere. Adperson convicted
of money laundering can face up to 20 years in prison and a fing,of up'to $500,000."> Any
property involved in a transaction or traceable to the proceeds of the criminal activity,

1 Conflict diamonds originate from areas controlled by forces or factions opposed to legitimate and
internationally recognized governments and are used to fund military action in opposition to those
governments, or in contravention of the decisions of the United Nations Security Council (www.un.org).

' “Hawala” refers to one specific type of informal value transfer system. FinCEN describes hawala as “a
method of monetary value transmission that is used in some parts of the world to conduct remittances, most
often by persons who seek to legitimately send money to family members in their home country. It has
also been noted that hawala, and other such systems, are possibly being used as conduits for terrorist
financing or other illegal activity.” For additional information and guidance on hawalas and FinCEN’s
report to Congress in accordance with section 359 of the USA PATRIOT Act, refer to FinCEN’s Web site:

www.fincen.gov.
12 18 USC 1956.
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including property such as loan collateral, personal property, and, under certain
conditions, entire bank accounts (even if some of the money in the account is legitimate),
may be subject to forfeiture. Pursuant to various statutes, banks and individuals may
incur criminal and civil liability for violating AML and terrorist financing laws. For
instance, pursuant to 18 USC 1956 and 1957, the U.S. Department of Justice may bring
criminal actions for money laundering that may include criminal fines, imprisonment,
and forfeiture actions." In addition, banks risk losing their charters, and bank employees
risk being removed and barred from banking.

Moreover, there are criminal penalties for willful violations of the BSA and its
implementing regulations under 31 USC 5322 and for structuring transactions to evade
BSA reporting requirements under 31 USC 5324(d). For example, a person, including a
bank employee,avillfully violating the BSA or its implementing regulations is subject to a
criminal fine @fup to'$250,000 or five years in prison, or both.'* A person who commits
such a violation whiléviolating another U.S. law, or engaging in a pattern of criminal
activity, is subject to afine of up to $500,000 or ten years in prison, or both." A bank that
violates certain BS Adprowisions, including 31 USC 5318(i) or (j), or special measures
imposed under 31 USC 5318 A gfaees criminal money penalties up to the greater of

$1 million or twice thealue of the transaction.'

Civil Penalties foraiolations of the BSA

Pursuant to 12 USC 1818(i) and 1786(k), and 3> USC 5321, the federal banking agencies
and FinCEN, respectively, can bring €i¥1l méney penalty actions for violations of the
BSA. Moreover, in addition to criminal afid ciafitl money penalty actions taken against
them, individuals may be removed from banking pursdant to 12 USC 1818(e)(2) for a
violation of the AML laws under Title 31 of the U.8. Codeas long as the violation was
not inadvertent or unintentional. All of these actions dre publicly available.

1318 USC 981 and 982.
431 USC 5322(a).

15 Id

16 Id
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CORE EXAMINATION OVERVIEW
AND PROCEDURES FOR ASSESSING
THE BSA/AML COMPLIANCE
PROGRAM

Scoping and Planning — Overview

Objective. Identifyathe bank’s BSA/AML risks, develop the examination scope, and
document thegolan. This process includes determining examination staffing needs and
technical expertisepand sglecting examination procedures to be completed.

The BSA/AML examination 1$intended to assess the effectiveness of the bank’s
BSA/AML complidnce program.and the bank’s compliance with the regulatory
requirements pertaining,to the BSAjincluding a review of risk management practices.

Whenever possible, the scoping and planning process should be completed before
entering the bank. During this®progess, it may be helpful to discuss BSA/AML matters
with bank management, including the BSA ©ompliance officer, either in person or by
telephone. The scoping and planning precessg@enerally begins with an analysis of:

e Off-site monitoring information.
e Prior examination reports and workpapers.

e Request letter items completed by bank managefient. Refer to Appendix H
(“Request Letter Items (Core and Expanded)”) fortaddifional infermation.

e The bank’s BSA/AML risk assessment.

o BSA-reporting database (Web Currency and Banking RetrievalSystem (Web
CBRY)).

e Independent reviews or audits.

Review of the Bank’s BSA/AML Risk Assessment

The scoping and planning process should be guided by the examiner’s review of the
bank’s BSA/AML risk assessment. Information gained from the examiner’s review of
the risk assessment will assist the scoping and planning process as well as the evaluation
of the adequacy of the BSA/AML compliance program. If the bank has not developed a
risk assessment, this fact should be discussed with management. For the purposes of the
examination, whenever the bank has not completed a risk assessment, or the risk
assessment is inadequate, the examiner must complete a risk assessment. Refer to the
core overview section, “BSA/AML Risk Assessment,” pages 22 to 30, for guidance on
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developing a BSA/AML risk assessment. Evaluating the BSA/AML risk assessment is
part of scoping and planning the examination, and the inclusion of a section on risk
assessment in the manual does not mean the two processes are separate. Rather, risk
assessment has been given its own section to emphasize its importance in the
examination process and in the bank’s design of effective risk-based controls.

Independent Testing

As part of the scoping and planning process, examiners should obtain and evaluate the
supporting documents of the independent testing (audit)'” of the bank’s BSA/AML
compliance program. The scope and quality of the audit may provide examiners with a
sense of particularrisks in the bank, how these risks are being managed and controlled,
and the status of compliance with the BSA. The independent testing scope and
workpapers ean‘assistiexaminers in understanding the audit coverage and the quality and
quantity of transaction testing. This knowledge will assist the examiner in determining
the examination Scopeglidentifying areas requiring greater (or lesser) scrutiny, and
identifying when ‘expanded examination procedures may be necessary.

Examination Plap

At a minimum, examiners shéuld cofiduct the examination procedures included in the
following sections of this manual @ ensure that the bank has an adequate BSA/AML
compliance program commensurateywith its rigk profile:

e Scoping and Planning (refer to pagesd9 to21).

e BSA/AML Risk Assessment (refer to page 31).

e BSA/AML Compliance Program (refer to pages@8 to 43).

e Developing Conclusions and Finalizing the Examination (a€fer tojpages 48 to 51).

The “Core Examination Overview and Procedures for Regulatory Requirements and
Related Topics” section includes an overview and examination‘procedures for examining
a bank’s policies, procedures, and processes to ensure compliance®ith OF AC sanctions.
As part of the scoping and planning procedures, examiners must reviewgthie bank’s OFAC
risk assessment and independent testing to determine the extent to which a review of the
bank’s OFAC compliance program should be conducted during the examination. Refer
to core overview and examination procedures, “Office of Foreign Assets Control,” pages
147 to 159, for further guidance.

' The federal banking agencies’ reference to “audit” does not confer an expectation that the required
independent testing must be performed by a specifically designated auditor, whether internal or external.
However, the person performing the independent testing must not be involved in any part of the bank’s
BSA/AML compliance program. The findings should be reported directly to the board of directors or an
audit committee composed primarily or completely of outside directors.
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The examiner should develop and document an initial examination plan commensurate
with the overall BSA/AML risk profile of the bank. This plan may change during the
examination as a result of on-site findings, and any changes to the plan should likewise
be documented. The examiner should prepare a request letter to the bank. Suggested
request letter items are detailed in Appendix H (“Request Letter Items (Core and
Expanded)”). On the basis of the risk profile, quality of audit, previous examination
findings, and initial examination work, examiners should complete additional core and
expanded examination procedures, as appropriate. The examiner must include an
evaluation of the BSA/AML compliance program within the supervisory plan or cycle.
At larger, more complex banking organizations, examiners may complete various types
of examinations throughout the supervisory plan or cycle to assess BSA/AML
compliance. These reviews may focus on one or more business lines (e.g., private
banking, trade finaneing, or foreign correspondent banking relationships), based upon the
banking orgafiization’s)risk assessment and recent audit and examination findings.

Transaction Testifig

Examiners perform ttansactiong@sting to evaluate the adequacy of the bank’s compliance
with regulatory requirements, determine the effectiveness of its policies, procedures, and
processes, and evaluate suspicious activity monitoring systems. Transaction testing is an
important factor in forming cenelusions about the integrity of the bank’s overall controls
and risk management processes. Transaction testing must be performed at each
examination and should be risk-based. Transaefion testing can be performed either
through conducting the transaction testing pfoceddres within the independent testing
(audit) section (refer to the core examination procedures, “BSA/AML Compliance
Program,” pages 38 to 43, for further guidane) or completing the transaction testing
procedures contained elsewhere within the core oréxpandedysections.

The extent of transaction testing and activities cond@icted is based on various factors
including the examiner’s judgment of risks, controls, and.the adéquacy of the
independent testing. Once on site, the scope of the transactiofi tésting ¢an be expanded to
address any issues or concerns identified during the examinagion. Bxaminers should
document their decision regarding the extent of transaction testing tog€onduet, the
activities for which it is to be performed, and the rationale for any€hanges to the scope of
transaction testing that occur during the examination.

Information Available From BSA-Reporting Database

Examination planning should also include an analysis of the SARs, Currency Transaction
Reports (CTR), and CTR exemptions that the bank has filed. SARs, CTRs, and CTR
exemptions may be downloaded from or obtained directly online from the BSA-reporting
database (Web CBRS). Each federal banking agency has staff authorized to obtain this
data from the BSA-reporting database. When requesting searches from the BSA-
reporting database, the examiner should contact the appropriate person (or persons),
within his or her agency, sufficiently in advance of the examination start date in order to
obtain the requested information. When a bank has recently purchased or merged with
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another bank, the examiner should obtain SARs, CTRs, and CTR exemptions data on the
acquired bank, as well.

Downloaded information can be displayed on an electronic spreadsheet, which contains
all of the data included on the original document filed by the bank as well as the Internal
Revenue Service (IRS) Document Control Number (DCN), and the date the document
was entered into the BSA-reporting database. Downloaded information may be
important to the examination, as it will help examiners:

e Identify high-volume currency customers.
e Assist in selecting accounts for transaction testing.
e Identify th r and characteristics of SARs filed.

e Identify‘'the r nature of exemptions.

Q
//I/O
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Examination Procedures

Scoping and Planning

Objective. Identify the bank’s BSA/AML risks, develop the examination scope, and
document the plan. This process includes determining examination staffing needs and
technical expertise, and selecting examination procedures to be completed.

To facilitate the examiner’s understanding of the bank’s risk profile and to adequately
establish the scope of the BSA/AML examination, the examiner should complete the
following steps, in conjunction with the review of the bank’s BSA/AML risk assessment:

1. Review prift examination or inspection reports, related workpapers, and
management yresponses to any previously identified BSA issues; identify completed
examination procedufesy obtain BSA contact information; identify reports and
processes the bankuses toldetect unusual activity; identify previously noted higher-
risk banking op€tations review recommendations for the next examination. In
addition, contact bank management as appropriate to discuss the following:

= BSA/AML compliance progranas

= BSA/AML risk assessment.

= Suspicious activity monitoringeafid reportidg systems.
= Level and extent of automated BSA/AML/systems.

For the above topics, refer to the appropriate 0¥€rviéw and examination procedures
sections in the manual for guidance.

2. Develop list of BSA items to be incorporated into thesifitegrated @xamination request
letter. If the BSA portion of the examination is a stand-alonejexantination, send the
request letter to the bank. Review the request letter documents provided by the bank.
Refer to Appendix H (Request Letter Items (Core and Expanded)).

3. Review correspondence between the bank and its primary regulater, iffi0t already
completed by the examiner in charge or other dedicated examination personnel. In
addition, review correspondence that the bank or the primary regulators have received
from, or sent to, outside regulatory and law enforcement agencies relating to
BSA/AML compliance. Communications, particularly those received from FinCEN,
and the IRS Enterprise Computing Center — Detroit (formerly the Detroit Computing
Center) may document matters relevant to the examination, such as the following:

» Filing errors for SARs, CTRs, and CTR exemptions.
= Civil money penalties issued by or in process from FinCEN.

= Law enforcement subpoenas or seizures.
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= Notification of mandatory account closures of noncooperative foreign customers
holding correspondent accounts as directed by the Secretary of the Treasury or the
U.S. Attorney General.

4. Review SARs, CTRs, and CTR exemption information obtained from downloads
from the BSA-reporting database. The number of SARs, CTRs, and CTR exemptions
filed should be obtained for a defined time period, as determined by the examiner.
Consider the following information, and analyze the data for unusual patterns, such
as:

*  Volume of activity, and whether it is commensurate with the customer’s
occupation or type of business.

= Numberfand'dollar volume of transactions involving higher-risk customers.

= Volume of €FRs an relation to the volume of exemptions (i.e., whether additional
exemptions resulted in significant decreases in CTR filings).

= Volume of SARs and CERs, in relation to the bank’s size, asset or deposit growth,
and geographicilocation.

The federal banking agencies do netthave targeted volumes or “quotas” for SAR and
CTR filings for a given bank siZe or geographic location. Examiners should not
criticize a bank solely becausethe number of SARs or CTRs filed is lower than SARs
or CTRs filed by “peer” banks. ‘Hewevenfas part of the examination, examiners must
review significant changes in the volume orgiature of SARs and CTRs filed and
assess potential reasons for these changesf

5. Review internal and external audit reports andéworkpapets for BSA/AML
compliance, as necessary, to determine the compfehensiveness and quality of audits,
findings, and management responses and correctivie action. Afteview of the
independent audit’s scope, procedures, and qualifications @ill prowide valuable
information on the adequacy of the BSA/AML compliadce program.

6. While OFAC regulations are not part of the BSA, evaluatiomof @FAC compliance is
frequently included in BSA/AML examinations. It is not the federal banking
agencies’ primary role to identify OFAC violations, but rather to ‘évalfiate the
sufficiency of a bank’s implementation of policies, procedures, and processes to
ensure compliance with OFAC laws and regulations. To facilitate the examiner’s
understanding of the bank’s risk profile and to adequately establish the scope of the
OFAC examination, the examiner should complete the following steps:

= Review the bank’s OFAC risk assessment. The risk assessment, which may be
incorporated into the bank’s overall BSA/AML risk assessment, should consider
the various types of products, services, customers, entities, transactions, and
geographic locations in which the bank is engaged, including those that are
processed by, through, or to the bank to identify potential OFAC exposure.

= Review the bank’s independent testing of its OFAC compliance program.
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= Review correspondence received from OFAC and, as needed, the civil penalties
area on OFAC’s Web site to determine whether the bank had any warning letters,
fines, or penalties imposed by OFAC since the most recent examination.

= Review correspondence between the bank and OFAC (e.g., periodic reporting of
prohibited transactions and, if applicable, annual OFAC reports on blocked

property).

In addition to the above, at larger, more complex banking organizations, examiners
may complete various types of examinations throughout the supervisory plan or cycle
to assess OFAC compliance. These reviews may focus on one or more business lines.

7. On the basis ofithe above examination procedures, in conjunction with the review of
the bank’s BSA/AML risk assessment, develop an initial examination plan. The
examingr’should adequately document the plan, as well as any changes to the plan
that occur dufing the€xamination. The scoping and planning process should ensure
that the examiner 48 awareyof the bank’s BSA/AML compliance program, OFAC
compliance program, @empliance history, and risk profile (i.e., products, services,
customers, entitieSytransacfionshand geographic locations).

As necessary, additional core andiexpanded examination procedures may be completed.
While the examination plan may‘chafige atlany time as a result of on-site findings, the
initial risk assessment will enable the examiner to establish a reasonable scope for the
BSA/AML review. In order for theiexaminatigh process to be successful, examiners
must maintain open communication with thé’bank™s management and discuss relevant
concerns as they arise.
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BSA/AML Risk Assessment — Overview

Objective. Assess the BSA/AML risk profile of the bank and evaluate the adequacy of the
bank’s BSA/AML risk assessment process.

Evaluating the BSA/AML risk assessment should be part of scoping and planning the
examination, and the inclusion of a section on risk assessment in the manual does not
mean the two processes are separate. Rather, risk assessment has been given its own
section to emphasize its importance in the examination process and in the bank’s design
of effective risk-based controls.

The same risk mamagement principles that the bank uses in traditional operational areas
should be appliéd to'assessing and managing BSA/AML risk. A well-developed risk
assessment will assist’in identifying the bank’s BSA/AML risk profile. Understanding
the risk profile enables thebank to apply appropriate risk management processes to the
BSA/AML compliangé program to mitigate risk. This risk assessment process enables
management to bett€r identify and mitigate gaps in the bank’s controls. The risk
assessment should préyide a comprehensive analysis of the BSA/AML risks in a concise
and organized presentationfand should be shared and communicated with all business
lines across the bank, board of directorsgimanagement, and appropriate staff; as such, it is
a sound practice that the risk as§essent beteduced to writing.

There are many effective methods and formatsised in completing a BSA/AML risk
assessment; therefore, examiners should notfadvog€ate a particular method or format.
Bank management should decide the appfopriate method or format, based on the bank’s
particular risk profile. Whatever format mafiagement€hooses to use for its risk
assessment, it should be easily understood by all @ppropfiateyparties.

The development of the BSA/AML risk assessmentigenerally involves two steps: first,
identify the specific risk categories (i.e., products, serviges§customets, entities,
transactions, and geographic locations) unique to the bank; afid Second; conduct a more
detailed analysis of the data identified to better assess the risk,withih theS€categories. In
reviewing the risk assessment during the scoping and planningprocess, the examiner
should determine whether management has considered all product§, services, customers,
entities, transactions, and geographic locations, and whether management’s detailed
analysis within these specific risk categories was adequate. If the bank has not developed
a risk assessment, this fact should be discussed with management. For the purposes of
the examination, whenever the bank has not completed a risk assessment, or the risk
assessment is inadequate, the examiner must complete a risk assessment based on
available information.'®

'8 Refer to “Examiner Development of a BSA/AML Risk Assessment,” pages 29 to 30, for guidance.
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Evaluating the Bank’s BSA/AML Risk Assessment

An examiner must review the bank’s BSA/AML compliance program with sufficient
knowledge of the bank’s BSA/AML risks in order to determine whether the BSA/AML
compliance program is adequate and provides the controls necessary to mitigate risks.
For example, during the examination scoping and planning process, the examiner may
initially determine that the bank has a high-risk profile, but during the examination, the
examiner may determine that the bank’s BSA/AML compliance program adequately
mitigates these risks. Alternatively, the examiner may initially determine that the bank
has a low- or moderate-risk profile; however, during the examination, the examiner may
determine that the bank’s BSA/AML compliance program does not adequately mitigate
these risks.

In evaluatinggtheyrisk assessment, an examiner should not necessarily take any single
indicator as"determifiativetef the existence of a lower or higher BSA/AML risk. The
assessment of risk factdrs is‘bank-specific, and a conclusion regarding the risk profile
should be based ond consideration of all pertinent information. Banks may determine
that some factors showld be weigh€d more heavily than others. For example, the number
of funds transfers is certainly onie fagtor to be considered in assessing risk; however, in
order to effectively identifyland Weigh the risks, the examiner should look at other factors
associated with those funds tramsfers; such'as whether they are international or domestic,
the dollar amounts involved, and the nature/0f the customer relationships.

Identification of Specific Risk Categories

The first step of the risk assessment processds to identify the specific products, services,
customers, entities, and geographic locations uniquéto the bank. Although attempts to
launder money, finance terrorism, or conduct other illégal activities through a bank can
emanate from many different sources, certain produgts, servi€es, gustomers, entities, and
geographic locations may be more vulnerable or have beefihistorically abused by money
launderers and criminals. Depending on the specific charactéristies of the particular
product, service, or customer, the risks are not always the sathe. Variou$ factors, such as
the number and volume of transactions, geographic locations, aid nafure of the customer
relationships, should be considered when the bank prepares its riskassessment. The
differences in the way a bank interacts with the customer (face-to-faceyeefitact versus
electronic banking) also should be considered. Because of these factors, risks will vary
from one bank to another. In reviewing the bank’s risk assessment, examiners should
determine whether management has developed an accurate risk assessment that identifies
the significant risks to the bank.

The expanded sections in this manual provide guidance and discussions on specific lines
of business, products, and customers that may present unique challenges and exposures
for which banks may need to institute appropriate policies, procedures, and processes.
Absent appropriate controls, these lines of business, products, or customers could elevate
aggregate BSA/AML risks. The examiner should expect the bank’s ongoing risk
assessment process to address the varying degrees of risk associated with its products,
services, customers, entities, and geographic locations, as applicable.
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Products and Services

Certain products and services offered by banks may pose a higher risk of money
laundering or terrorist financing depending on the nature of the specific product or
service offered. Such products and services may facilitate a higher degree of anonymity,
or involve the handling of high volumes of currency or currency equivalents. Some of
these products and services are listed below, but the list is not all inclusive:

e Electronic funds payment services — electronic cash (e.g., prepaid and payroll cards),
funds transfers (domestic and international), payable upon proper identification
(PUPID) transactions, third-party payment processors, remittance activity, automated
clearing house (ACH) transactions, and automated teller machines (ATM).

e Electronic banking.

e Private banking®@domestic and international).
e Trust and asset pjanagement services.

e Monetary instruments. "

e Foreign correspondent aecounts (esgmbulk shipments of currency, pouch activity,
payable through accounts (PTAJ, and U:S. dollar drafts).

e Trade finance.

e Services provided to third party payment pfocessors,or senders.
e Foreign exchange.

e Special use or concentration accounts.

e Lending activities, particularly loans secured by cash collateral and marketable
securities.

¢ Nondeposit account services (e.g., nondeposit investment préduéts and insurance).

The expanded sections of the manual provide guidance and discussiomensSpecific
products and services detailed above.

Customers and Entities

Although any type of account is potentially vulnerable to money laundering or terrorist
financing, by the nature of their business, occupation, or anticipated transaction activity,
certain customers and entities may pose specific risks. At this stage of the risk
assessment process, it is essential that banks exercise judgment and neither define nor

19 Monetary instruments in this context include official bank checks, cashier’s checks, money orders, and
traveler’s checks. Refer to the expanded overview section, “Purchase and Sale of Monetary Instruments,”
pages 243 to 245, for further discussion on risk factors and risk mitigation regarding monetary instruments.
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treat all members of a specific category of customer as posing the same level of risk. In
assessing customer risk, banks should consider other variables, such as services sought
and geographic locations. The expanded sections of the manual provide guidance and
discussion on specific customers and entities that are detailed below:

e Foreign financial institutions, including banks and foreign money services providers
(e.g., casas de cambio, currency exchanges, and money transmitters).

e Nonbank financial institutions (e.g., money services businesses; casinos and card
clubs; brokers/dealers in securities; and dealers in precious metals, stones, or jewels).

e Senior foreign political figures and their immediate family members and close
associates (collectively known as politically exposed persons (PEP)).*

e Nonresidéntalien (NRA)* and accounts of foreign individuals.

e Foreign corporations andidomestic business entities, particularly offshore
corporations (su€h asidomestic shell companies and Private Investment Companies
(PIC) and international busifteSs,corporations (IBC))* located in higher-risk
geographic locations:

e Deposit brokers, particulagly/foreign deéposit brokers.

e Cash-intensive businesses (e.g!,,convenience stores, restaurants, retail stores, liquor
stores, cigarette distributors, privately owficd ATMs, vending machine operators, and
parking garages).

e Nongovernmental organizations and charities (fofeignfand domestic).

e Professional service providers (e.g., attorneys, agéountants, doctors, or real estate
brokers).

Geographic Locations

Identifying geographic locations that may pose a higher risk iSiessentidl to ajbank’s
BSA/AML compliance program. U.S. banks should understand and evaluate the specific
risks associated with doing business in, opening accounts for customers freim, or
facilitating transactions involving certain geographic locations. However, geographic
risk alone does not necessarily determine a customer’s or transaction’s risk level, either
positively or negatively.

20 Refer to core overview, “Private Banking Due Diligence Program (Non-U.S. Persons),” pages 130 to
134, and expanded overview, “Politically Exposed Persons,” pages 297 to 300, for additional guidance.

*I NRA accounts may be identified by obtaining a list of financial institution customers who filed W-8s.
Additional information can be found at www.irs.gov/formspubs.

*? For explanations of PICs and IBCs and additional guidance, refer to expanded overview, “Business
Entities (Domestic and Foreign),” pages 323 to 328.
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Higher-risk geographic locations can be either international or domestic. International
higher-risk geographic locations generally include:

e Countries subject to OFAC sanctions, including state sponsors of terrorism.*

e Countries identified as supporting international terrorism under section 6(j) of the
Export Administration Act of 1979, as determined by the Secretary of State.*

e Jurisdictions determined to be “of primary money laundering concern” by the
Secretary of the Treasury, and jurisdictions subject to special measures imposed by
the Secretary of the Treasury, through FinCEN, pursuant to section 311 of the USA
PATRIOT Act.”

e Jurisdiction§ or countries monitored for deficiencies in their regimes to combat
money latimdecing/and terrorist financing by international entities such as the
Financial Action TaskEorce (FATF).

e Major money ladndering countries and jurisdictions identified in the U.S. Department
of State’s annualllnternatiofal®Warcotics Control Strategy Report (INCSR), in
particular, countrieSWwhich are identified as jurisdictions of primary concern.*

e Offshore financial centergy(QF C)s*’

e Other countries identified by the bank as higher-risk because of its prior experiences
or other factors (e.g., legal considerations§ or allegations of official corruption).

e Domestic higher-risk geographic location§' may inclirde, but are not limited to,
banking offices doing business within, or havingfeusteimers located within, a U.S.
government-designated higher-risk geographi€location. "Bomestic higher-risk
geographic locations include:

» High Intensity Drug Trafficking Areas (HIDTA).*

» A list of such countries, jurisdictions, and governments is available on OFAG!§ Web site
www.treas.gov/offices/enforcement/ofac.

** A list of the countries supporting international terrorism appears in the U.S. Department of State’s annual
Country Reports on Terrorism. This report is available on the U.S. Department of State’s Web site for its
Counterterrorism Office: www.state.gov/s/ct/.

% Notices of proposed rulemaking and final rules accompanying the determination “of primary money
laundering concern,” and imposition of a special measure (or measures) pursuant to section 311 of the USA
PATRIOT Act are available on the FinCEN Web site: www.fincen.gov/reg_section311.html.

%% The INCSR, including the lists of high-risk money laundering countries and jurisdictions, may be
accessed on the U.S. Department of State’s Bureau of International Narcotics and Law Enforcement Affairs
Web page www.state.gov/p/inl/rls/nrcrpt.

7 OFCs offer a variety of financial products and services. For additional information, including
assessments of OFCs, refer to www.imf . org/external/ns/cs.aspx?id=55.
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» High Intensity Financial Crime Areas (HIFCA).”

Analysis of Specific Risk Categories

The second step of the risk assessment process entails a more detailed analysis of the data
obtained during the identification stage in order to more accurately assess BSA/AML
risk. This step involves evaluating data pertaining to the bank’s activities (e.g., number
of: domestic and international funds transfers; private banking customers; foreign
correspondent accounts; PTAs; and domestic and international geographic locations of
the bank’s business area and customer transactions) in relation to Customer Identification
Program (CIP) and customer due diligence (CDD) information. The level and
sophistication of analysis may vary by bank. The detailed analysis is important because
within any type of product or category of customer there will be accountholders that pose
varying levelsfofirisk.

This step in the risk assessment process gives management a better understanding of the
bank’s risk profile indrder to'develop the appropriate policies, procedures, and processes
to mitigate the ovetall riski» Speeifically, the analysis of the data pertaining to the bank’s
activities should consider, as approptiate, the following factors:

e Purpose of the account.

e Actual or anticipated activity if the account,

e Nature of the customer’s business/occupationd

e Customer’s location.

e Types of products and services used by the customer.

The value of a two-step risk assessment process is illustrated in theyfollowing example.
The data collected in the first step of the risk assessment process, refleets that a bank
sends out 100 international funds transfers per day. Furthetanalysis mayshow that
approximately 90 percent of the funds transfers are recurring Well-docdmented
transactions for long-term customers. On the other hand, the analysis may show that 90
percent of these transfers are nonrecurring or are for noncustomers.4Whiledhe numbers
are the same for these two examples, the overall risks are different.

% The Anti-Drug Abuse Act of 1988 and The Office of National Drug Control Policy (ONDCP)
Reauthorization Act of 1998 authorized the Director of ONDCP to designate areas within the United States
that exhibit serious drug trafficking problems and harmfully impact other areas of the country as HIDTAs.
The HIDTA Program provides additional federal resources to those areas to help eliminate or reduce drug
trafficking and its harmful consequences. A listing of these areas can be found at
www.whitehousedrugpolicy.gov/hidta/index.html.

* HIFCAs were first announced in the 1999 National Money Laundering Strategy and were conceived in
the Money Laundering and Financial Crimes Strategy Act of 1998 as a means of concentrating law
enforcement efforts at the federal, state, and local levels in high intensity money laundering zones. A
listing of these areas can be found at www.fincen.gov/hifcaregions.html.
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As illustrated above, the bank’s CIP and CDD information take on important roles in this
process. Refer to the core overview sections, “Customer Identification Program” and
“Customer Due Diligence,” found on pages 52 to 58 and 63 to 65, respectively, for
additional guidance.

Developing the Bank’s BSA/AML Compliance Program
Based Upon Its Risk Assessment

Management should structure the bank’s BSA/AML compliance program to adequately
address its risk profile, as identified by the risk assessment. Management should
understand the bank’s BSA/AML risk exposure and develop the appropriate policies,
procedures, and pfocesses to monitor and control BSA/AML risks. For example, the
bank’s monitofing systems to identify, research, and report suspicious activity should be
risk-based, #vith pactienlar emphasis on higher-risk products, services, customers, entities,
and geographic lgcationg asyidentified by the bank’s BSA/AML risk assessment.

Independent testing/(audit),should review the bank’s risk assessment for reasonableness.
Additionally, management shotild censider the staffing resources and the level of training
necessary to promote adher@nce with these policies, procedures, and processes. For those
banks that assume a higher=tisk BSA/AML profile, management should provide a more
robust BSA/AML compliance"progfam thatspecifically monitors and controls the higher
risks that management and the board have aecepted. Refer to Appendix I (“Risk
Assessment Link to the BSA/AML‘€omplianée Program”) for a chart depicting the risk
assessment’s link to the BSA/AML complidnce program.

Consolidated BSA/AML Compliance Risk Assessment

Banks that implement a consolidated or partially congelidated BSA/AML compliance
program should assess risk both individually within businessflinesfand across all activities
and legal entities. Aggregating BSA/AML risks on a cofisolidated basis for larger or
more complex organizations may enable an organization todetteriidentify risks and risk
exposures within and across specific lines of business or product categorics:
Consolidated information also assists senior management and the beard of ditectors in
understanding and appropriately mitigating risks across the organization. To avoid
having an outdated understanding of the BSA/AML risk exposures, théibanking
organization should continually reassess its BSA/AML risks and communicate with
business units, functions, and legal entities. The identification of a BSA/AML risk or
deficiency in one area of business may indicate concerns elsewhere in the organization,
which management should identify and control. Refer to the expanded overview section,
“BSA/AML Compliance Program Structures,” pages 160 to 165, for additional guidance.

Bank’s Updating of the Risk Assessment

An effective BSA/AML compliance program controls risks associated with the bank’s
products, services, customers, entities, and geographic locations; therefore, an effective
risk assessment should be an ongoing process, not a one-time exercise. Management
should update its risk assessment to identify changes in the bank’s risk profile, as
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necessary (e.g., when new products and services are introduced, existing products and
services change, higher-risk customers open and close accounts, or the bank expands
through mergers and acquisitions). Even in the absence of such changes, it is a sound
practice for banks to periodically reassess their BSA/AML risks at least every 12 to 18
months.

Examiner Development of a BSA/AML Risk
Assessment

In some situations, banks may not have performed or completed an adequate BSA/AML
risk assessment and examiners must complete one based on available information. When
doing so, examingrs,do not have to use any particular format. In such instances,
documented woérkpapers should include the bank’s risk assessment, the deficiencies noted
in the bank’§ riskiassessment, and the examiner-prepared risk assessment.

Examiners should ensdre thatithey have a general understanding of the bank’s BSA/AML
risks and, at a minidium, decument these risks within the examination scoping process.
This section provides'some generaliguidance that examiners can use when they are
required to complete a BSAYAML risk assessment. In addition, examiners may share this
information with bankers to develop osmprove their own BSA/AML risk assessment.

The risk assessment developed by @xaminers generally will not be as comprehensive as
one developed by a bank. Howevety similar tofwhat is expected in a bank’s risk
assessment, examiners should obtain inform@tionn the bank’s products, services,
customers, entities, and geographic locations té determine the volume and trend for
potentially higher-risk areas. This process ¢an beginavith an analysis of:

e BSA-reporting database information (Web Curren€y and Banking Retrieval System
(Web CBRY)).

e Prior examination or inspection reports and workpapers.
e Response to request letter items.
¢ Discussions with bank management and appropriate regulatory‘agency personnel.

e Reports of Condition and Income (Call Report) and Uniform Bank Performance
Report (UBPR).

Examiners should complete this analysis by reviewing the level and trend of information
pertaining to banking activities identified, for example:

e Funds transfers.
e Private banking.
e Monetary instrument sales.

e Foreign correspondent accounts and PTAs.
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e Branch locations.
e Domestic and international geographic locations of the bank’s business area.

This information should be evaluated relative to such factors as the bank’s total asset
size, customer base, entities, products, services, and geographic locations. Examiners
should exercise caution if comparing information between banks and use their experience
and insight when performing this analysis. Specifically, examiners should avoid
comparing the number of SARs filed by a bank to those filed by another bank in the same
geographic location. Examiners can and should use their knowledge of the risks
associated with products, services, customers, entities, and geographic locations to help
them determine the bank’s BSA/AML risk profile. Examiners may refer to Appendix J
(“Quantity of Risk'Matrix”’) when completing this evaluation.

After identifiying potential higher-risk operations, examiners should form a preliminary
BSA/AML risk profile of the bank. The preliminary risk profile will provide the
examiner with the basis for the,initial BSA/AML examination scope and the ability to
determine the adeq@acy ofithe bank’s BSA/AML compliance program. Banks may have
an appetite for higher=gisk activitiesjbut these risks should be appropriately mitigated by
an effective BSA/AML compliancefprogram tailored to those specific risks.

The examiner should develop'aninifial examination scoping and planning document
commensurate with the preliminary BSA/AML risk profile. As necessary, the examiner
should identify additional examination procedadres beyond the minimum procedures that
must be completed during the examinationgWhide the initial scope may change during
the examination, the preliminary risk profile will enable,the examiner to establish a
reasonable scope for the BSA/AML review?

Examiner Determination of the Bank’s
BSA/AML Aggregate Risk Profile

The examiner, during the “Developing Conclusions and Finalizing'the EXamination”
phase of the BSA/AML examination, should assess whether the,contudls of the bank’s
BSA/AML compliance program are appropriate to manage and mifigate its BSA/AML
risks. Through this process the examiner should determine an aggregate #sk profile for
the bank. This aggregate risk profile should take into consideration the risk assessment
developed either by the bank or by the examiner and should factor in the adequacy of the
BSA/AML compliance program. Examiners should determine whether the bank’s
BSA/AML compliance program is adequate to appropriately mitigate the BSA/AML
risks, based on the risk assessment. The existence of BSA/AML risk within the
aggregate risk profile should not be criticized as long as the bank’s BSA/AML
compliance program adequately identifies, measures, monitors, and controls this risk as
part of a deliberate risk strategy. When the risks are not appropriately controlled,
examiners must communicate to management and the board of directors the need to
mitigate BSA/AML risk. Examiners should document deficiencies as directed in the core
examination procedures, “Developing Conclusions and Finalizing the Examination,”
pages 48 to 51.
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Examination Procedures
BSA/AML Risk Assessment

Objective. Assess the BSA/AML risk profile of the bank and evaluate the adequacy of the
bank’s BSA/AML risk assessment process.

1. Review the bank’s BSA/AML risk assessment. Determine whether the bank has
included all risk areas, including any new products, services, or targeted customers,
entities, and geographic locations. Determine whether the bank’s process for
periodically reviewing and updating its BSA/AML risk assessment is adequate.

not developed a risk assessment, or if the risk assessment is
examiner must complete a risk assessment.

3. Examinerssho ocument and discuss the bank’s BSA/AML risk profile and any
identified defi€ien in the bank’s BSA/AML risk assessment process with bank
management.
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BSA/AML Compliance Program — Overview

Objective. Assess the adequacy of the bank’s BSA/AML compliance program.
Determine whether the bank has developed, administered, and maintained an effective
program for compliance with the BSA and all of its implementing regulations.

Review of the bank’s written policies, procedures, and processes is a first step in
determining the overall adequacy of the BSA/AML compliance program. The
completion of applicable core and, if warranted, expanded examination procedures is
necessary to support the overall conclusions regarding the adequacy of the BSA/AML
compliance program. Examination findings should be discussed with the bank’s
management, andéSignificant findings must be included in the report of examination or
supervisory coftesponidence.

The BSA/AML compliane program™ must be written, approved by the board of
directors,’ and notedgi the beard minutes. A bank must have a BSA/AML compliance
program commensuyrate with its respective BSA/AML risk profile. Refer to the core
overview section, “BSA/AMLRiskyAssessment,” pages 22 to 30, for additional guidance
on developing a BSA/AMIdriskiassessment. Refer to Appendix I (“Risk Assessment
Link to the BSA/AML Compliance Progiam”) for a chart depicting the risk assessment’s
link to the BSA/AML compliafice pfogram:\Furthermore, the BSA/AML compliance
program must be fully implemented and reasonably designed to meet the BSA
requirements.* Policy statements alone are nef'sufficient; practices must coincide with
the bank’s written policies, procedures, and'progésses. The BSA/AML compliance
program must provide for the following Minutm requisements:

e A system of internal controls to ensure ongoing compliance.

3% The Board of Governors of the Federal Reserve System requires Edge afidiagreement corporations and
U.S. branches, agencies, and other offices of foreign banks supervised 8y the Federal Reserve to establish
and maintain procedures reasonably designed to ensure and monitor compliance withfthe BSA and related
regulations (refer to Regulation K, 12 CFR 211.5(m)(1) and 12 CFR 211.24()(1))¢ In addition, because the
BSA does not apply extraterritorially, foreign offices of domestic banks are expécted to haye policies,
procedures, and processes in place to protect against risks of money laundering andyterrofist financing (12
CFR 208.63 and 12 CFR 326.8).

3! The Board of Governors of the Federal Reserve System, the Federal Deposit Insurance Corporation, and
the Office of the Comptroller of the Currency, each require the U.S. branches, agencies, and representative
offices of the foreign banks they supervise operating in the United States to develop written BSA
compliance programs that are approved by their respective bank’s board of directors and noted in the
minutes, or that are approved by delegatees acting under the express authority of their respective bank’s
board of directors to approve the BSA compliance programs. “Express authority” means the head office
must be aware of its U.S. AML program requirements and there must be some indication of purposeful
delegation. For those U.S. branches, agencies, and representative office of foreign banks that were already
in compliance with existing obligations under the BSA (and usual and customary business practices), the
BSA compliance program requirement should not impose additional burden. Refer to 71 Fed. Reg. 13936
(March 20, 2006). Refer to expanded overview section, “Foreign Branches and Offices of U.S. Banks,”
pages 169 to 172, for further guidance.

32 Refer to Appendix R, (“Enforcement Guidance”) for additional information.
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e Independent testing of BSA/AML compliance.

e Designate an individual or individuals responsible for managing BSA compliance
(BSA compliance officer).

e Training for appropriate personnel.

In addition, a CIP must be included as part of the BSA/AML compliance program. Refer
to the core overview section, “Customer Identification Program,” pages 52 to 58, for
additional guidance.

Internal Controls

The board of difectors, acting through senior management, is ultimately responsible for
ensuring thaf'the bank maintains an effective BSA/AML internal control structure,
including suspicious acti¥ity monitoring and reporting. The board of directors and
management should efeate a culture of compliance to ensure staff adherence to the bank’s
BSA/AML policies, procedures, and processes. Internal controls are the bank’s policies,
procedures, and processes designedito limit and control risks and to achieve compliance
with the BSA. The level of Sophisti€ation of the internal controls should be
commensurate with the sizeystructuregrisks, and complexity of the bank. Large complex
banks are more likely to implementidepartmental internal controls for BSA/AML
compliance. Departmental internal controls‘typically address risks and compliance
requirements unique to a particular line.of business,or department and are part of a
comprehensive BSA/AML compliance pre@ram¢

Internal controls should:

e Identify banking operations (i.e., products, servics, customers, entities, and
geographic locations) more vulnerable to abuse by money launderers and criminals;
provide for periodic updates to the bank’s risk profilesfand provide for a BSA/AML
compliance program tailored to manage risks.

e Inform the board of directors, or a committee thereof, and seniorgnanageément, of
compliance initiatives, identified compliance deficiencies, andéorrective action
taken, and notify directors and senior management of SARs filed:

e Identify a person or persons responsible for BSA/AML compliance.

e Provide for program continuity despite changes in management or employee
composition or structure.

e Meet all regulatory recordkeeping and reporting requirements, meet
recommendations for BSA/AML compliance, and provide for timely updates in
response to changes in regulations.*

33 Refer to Appendix P (“BSA Record Retention Requirements”) for guidance.
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e Implement risk-based CDD policies, procedures, and processes.

e Identify reportable transactions and accurately file all required reports including
SARs, CTRs, and CTR exemptions. (Banks should consider centralizing the review
and report-filing functions within the banking organization.)

e Provide for dual controls and the segregation of duties to the extent possible. For
example, employees that complete the reporting forms (such as SARs, CTRs, and
CTR exemptions) generally should not also be responsible for the decision to file the
reports or grant the exemptions.

e Provide sufficient controls and systems for filing CTRs and CTR exemptions.

e Provide sufficientcontrols and monitoring systems for timely detection and reporting
of suspigiousiactivity.

e Provide for adequate supervision of employees that handle currency transactions,
complete reports, grang exemptions, monitor for suspicious activity, or engage in any
other activity covered by the BSA and its implementing regulations.

e Incorporate BSA compliancg into the job descriptions and performance evaluations of
bank personnel, as appropiate.

e Train employees to be aware of their responsibilities under the BSA regulations and
internal policy guidelines.

The above list is not designed to be all-inclysive andghould be tailored to reflect the
bank’s BSA/AML risk profile. Additional policyguidance for specific risk areas is
provided in the expanded sections of this manual.

Independent Testing

Independent testing (audit) should be conducted by the intetnal audit department, outside
auditors, consultants, or other qualified independent parties. While thé'frequency of audit
is not specifically defined in any statute, a sound practice is for thedank to conduct
independent testing generally every 12 to 18 months, commensuratejwith the BSA/AML
risk profile of the bank. Banks that do not employ outside auditors or consultants or have
internal audit departments may comply with this requirement by using qualified persons
who are not involved in the function being tested. The persons conducting the
BSA/AML testing should report directly to the board of directors or to a designated board
committee comprised primarily or completely of outside directors.

Those persons responsible for conducting an objective independent evaluation of the
written BSA/AML compliance program should perform testing for specific compliance
with the BSA, and evaluate pertinent management information systems (MIS). The audit
should be risk based and evaluate the quality of risk management for all banking
operations, departments, and subsidiaries. Risk-based audit programs will vary
depending on the bank’s size, complexity, scope of activities, risk profile, quality of
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control functions, geographic diversity, and use of technology. An effective risk-based
auditing program will cover all of the bank’s activities. The frequency and depth of each
activity’s audit will vary according to the activity’s risk assessment. Risk-based auditing
enables the board of directors and auditors to use the bank’s risk assessment to focus the
audit scope on the areas of greatest concern. The testing should assist the board of
directors and management in identifying areas of weakness or areas where there is a need
for enhancements or stronger controls.

Independent testing should, at a minimum, include:

e An evaluation of the overall adequacy and effectiveness of the BSA/AML
compliance program, including policies, procedures, and processes. Typically, this
evaluation widlllinclude an explicit statement about the BSA/AML compliance
program’sdverallladequacy and effectiveness and compliance with applicable
regulatefy requirements. At the very least, the audit should contain sufficient
information for the séviewer (e.g., an examiner, review auditor, or BSA officer) to
reach a conclusiofi'about the overall quality of the BSA/AML compliance program.

e A review of the bank’s risK assessment for reasonableness given the bank’s risk
profile (products, servi¢es, custamers, entities, and geographic locations).

e Appropriate risk-based transaction testing to verify the bank’s adherence to the BSA
recordkeeping and reporting requirements (e.g., CIP, SARs, CTRs and CTR
exemptions, and information shating,requests).

e An evaluation of management’s efforts to #€sqlve violations and deficiencies noted in
previous audits and regulatory examinations, including, progress in addressing
outstanding supervisory actions, if applicable.

e A review of staff training for adequacy, accuracys and completeness.

e A review of the effectiveness of the suspicious activity ménitoringisystems (manual,
automated, or a combination) used for BSA/AML compliance:9Relatéd reports may
include, but are not limited to:

= Suspicious activity monitoring reports.
= Large currency aggregation reports.

=  Monetary instrument records.

= Funds transfer records.

* Nonsufficient funds (NSF) reports.

= Large balance fluctuation reports.

=  Account relationship reports.
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e An assessment of the overall process for identifying and reporting suspicious activity,
including a review of filed or prepared SARs to determine their accuracy, timeliness,
completeness, and effectiveness of the bank’s policy.

e An assessment of the integrity and accuracy of MIS used in the BSA/AML
compliance program. MIS includes reports used to identify large currency
transactions, aggregate daily currency transactions, funds transfer transactions,
monetary instrument sales transactions, and analytical and trend reports.

Auditors should document the audit scope, procedures performed, transaction testing
completed, and findings of the review. All audit documentation and workpapers should
be available for examiner review. Any violations, policy or procedures exceptions, or
other deficiencies'neted during the audit should be included in an audit report and
reported to thefboard of directors or a designated committee in a timely manner. The
board or designated,eommittee and the audit staff should track audit deficiencies and
document corrective actionss

BSA Compliance Officer

The bank’s board of direct@rs must designate a qualified individual to serve as the BSA
compliance officer.** The BSA compli@n@e,officer is responsible for coordinating and
monitoring day-to-day BSA/AML gomplianee. The BSA compliance officer is also
charged with managing all aspects\of the BSA/AML compliance program and with
managing the bank’s adherence to thesBSA afd itstimplementing regulations; however,
the board of directors is ultimately responsible for/the bank’s BSA/AML compliance.

While the title of the individual responsible for oyverall BSA/AML compliance is not
important, his or her level of authority and responsibility within the bank is critical. The
BSA compliance officer may delegate BSA/AML duities to other employees, but the
officer should be responsible for overall BSA/AML compliance4 The board of directors
is responsible for ensuring that the BSA compliance officer hassufficient authority and
resources (monetary, physical, and personnel) to administefan effeéctive BSA/AML
compliance program based on the bank’s risk profile.

The BSA compliance officer should be fully knowledgeable of the' BSA and all related
regulations. The BSA compliance officer should also understand the bafk’s products,
services, customers, entities, and geographic locations, and the potential money
laundering and terrorist financing risks associated with those activities. The appointment
of a BSA compliance officer is not sufficient to meet the regulatory requirement if that
person does not have the expertise, authority, or time to satisfactorily complete the job.

** The bank must designate one or more persons to coordinate and monitor day-to-day compliance. This
requirement is detailed in the federal banking agencies’ BSA compliance program regulations:

12 CFR 208.63, 12 CFR 211.5(m), and 12 CFR 211.24(j) (Board of Governors of the Federal Reserve
System); 12 CFR 326.8 (Federal Deposit Insurance Corporation); 12 CFR 748.2 (National Credit Union
Administration); 12 CFR 21.21 (Office of the Comptroller of the Currency); and 12 CFR 563.177 (Office
of Thrift Supervision).
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The line of communication should allow the BSA compliance officer to regularly apprise
the board of directors and senior management of ongoing compliance with the BSA.
Pertinent BSA-related information, including the reporting of SARs filed with FinCEN,
should be reported to the board of directors or an appropriate board committee so that
these individuals can make informed decisions about overall BSA/AML compliance.

The BSA compliance officer is responsible for carrying out the direction of the board and
ensuring that employees adhere to the bank’s BSA/AML policies, procedures, and
processes.

Training

Banks must ensurg that appropriate personnel are trained in applicable aspects of the
BSA. Trainingghould include regulatory requirements and the bank’s internal
BSA/AML pélicies, procedures, and processes. At a minimum, the bank’s training
program must provide training for all personnel whose duties require knowledge of the
BSA. The training shetild bgytailored to the person’s specific responsibilities. In
addition, an overvigw of'the BSA/AML requirements typically should be given to new
staff during employegyorientation. ¥l raining should encompass information related to
applicable business lines, such'as trust services, international, and private banking. The
BSA compliance officer should receive periodic training that is relevant and appropriate
given changes to regulatory réquiremients agywell as the activities and overall BSA/AML
risk profile of the bank.

The board of directors and senior man@gemefit should be informed of changes and new
developments in the BSA, its implementidg regitlations and directives, and the federal
banking agencies’ regulations. While the beard of dizéctors may not require the same
degree of training as banking operations personnglgfheysieed to understand the
importance of BSA/AML regulatory requirements, thé ramifications of noncompliance,
and the risks posed to the bank. Without a general tinderstanding ef the BSA, the board
of directors cannot adequately provide BSA/AML ovetsighit; approve, BSA/AML
policies, procedures, and processes; or provide sufficient BSA/AML résources.

Training should be ongoing and incorporate current developments and'changes to the
BSA and any related regulations. Changes to internal policies, proéedures, processes,
and monitoring systems should also be covered during training. Thejtrainifig program
should reinforce the importance that the board and senior management place on the
bank’s compliance with the BSA and ensure that all employees understand their role in
maintaining an effective BSA/AML compliance program.

Examples of money laundering activity and suspicious activity monitoring and reporting
can and should be tailored to each individual audience. For example, training for tellers
should focus on examples involving large currency transactions or other suspicious
activities; training for the loan department should provide examples involving money
laundering through lending arrangements.

Banks should document their training programs. Training and testing materials, the dates
of training sessions, and attendance records should be maintained by the bank and be
available for examiner review.
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Examination Procedures
BSA/AML Compliance Program

Objective. Assess the adequacy of the bank’s BSA/AML compliance program.
Determine whether the bank has developed, administered, and maintained an effective
program for compliance with the BSA and all of its implementing regulations.

1. Review the bank’s board approved® written BSA/AML compliance program* to
ensure it contains the following required elements:

= A system@finternal controls to ensure ongoing compliance.
= Indepéndent testing of BSA compliance.

= A specifically désignated person or persons responsible for managing BSA
compliance BSAycompliance officer).

* Training for appropriate persennel.

A bank must have a BSA/AML compliance program commensurate with its
respective BSA/AML riskprofile. In addition, a CIP must be included as part of the
BSA/AML compliance program.

2. Assess whether the board of directors anld senior management receive adequate
reports on BSA/AML compliance.

%> The Board of Governors of the Federal Reserve System, théEederal Dgpositdnsurance Corporation, and
the Office of the Comptroller of the Currency each require the U'S; brafichesfagencies, and representative
offices of the foreign banks they supervise operating in the United States #0'developiwritten BSA
compliance programs that are approved by their respective bank’s board of diregtors and noted in the
minutes, or that are approved by delegatees acting under the express authesity of theif respective bank’s
board of directors to approve the BSA compliance programs. “Express auth@rity’dneans the\head office
must be aware of its U.S. AML program requirements and there must be some ifidication of purposeful
delegation. For those U.S. branches, agencies, and representative office of foreignibanksfthat were already
in compliance with existing obligations under the BSA (and usual and customary business practices), the
BSA compliance program requirement should not impose additional burden. Refer to 71 Fed. Reg. 13936
(March 20, 2006). Refer to expanded overview section, “Foreign Branches and Offices of U.S. Banks,”
pages 169 to 172, for further guidance.

3% The Board of Governors of the Federal Reserve System requires Edge and agreement corporations and
U.S. branches, agencies, and other offices of foreign banks supervised by the Federal Reserve to establish
and maintain procedures reasonably designed to ensure and monitor compliance with the BSA and related
regulations (refer to Regulation K, 12 CFR 211.5(m)(1) and 12 CFR 211.24(j)(1)). In addition, because the
BSA does not apply extraterritorially, foreign offices of domestic banks are expected to have policies,
procedures, and processes in place to protect against risks of money laundering and terrorist financing

(12 CFR 211.24(j)(1) and 12 CFR 326.8).
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Risk Assessment Link to the
BSA/AML Compliance Program

3. On the basis of examination procedures completed in the scoping and planning
process, including the review of the risk assessment, determine whether the bank has
adequately identified the risk within its banking operations (products, services,
customers, entities, and geographic locations) and incorporated the risk into the
BSA/AML compliance program. Refer to Appendix I (“Risk Assessment Link to the
BSA/AML Compliance Program”) when performing this analysis.

Internal Controls

4. Determingfwhethen the BSA/AML compliance program includes policies, procedures,
and pro€esses that:

Identify highef-risk banking operations (products, services, customers, entities,
and geographic locations); provide for periodic updates to the bank’s risk profile;
and provide fofja BSA/AMIicompliance program tailored to manage risks.

Inform the board ofidirectors, oia.committee thereof, and senior management, of
compliance initiatives,9dentified compliance deficiencies, SARs filed, and
corrective action taken.

Identify a person or persons responsible for BSA/AML compliance.

Provide for program continuity despifé changesth management or employee
composition or structure.

Meet all regulatory requirements, meet recommendations for BSA/AML
compliance, and provide for timely updates toimplefmentichanges in regulations.

Implement risk-based CDD policies, procedures, and processes.

Identify reportable transactions and accurately file all réquiredreports, including
SARs, CTRs, and CTR exemptions. (Banks should consid@t centralizing the
review and report-filing functions within the banking organizatient)

Provide for dual controls and the segregation of duties to the extent possible. For
example, employees that complete the reporting forms (such as SARs, CTRs, and
CTR exemptions) generally should not also be responsible for the decision to file
the reports or grant the exemptions.

Provide sufficient controls and monitoring systems for the timely detection and
reporting of suspicious activity.

Provide for adequate supervision of employees that handle currency transactions,
complete reports, grant exemptions, monitor for suspicious activity, or engage in
any other activity covered by the BSA and its implementing regulations.
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Train employees to be aware of their responsibilities under the BSA regulations
and internal policy guidelines.

Incorporate BSA compliance into job descriptions and performance evaluations of
appropriate personnel.

Independent Testing

5. Determine whether the BSA/AML testing (audit) is independent (i.e., performed by a
person (or persons) not involved with the bank’s BSA/AML compliance staff) and
whether persons conducting the testing report directly to the board of directors or to a
designated board committee comprised primarily or completely of outside directors.

6. Evaluate th€ qualifications of the person (or persons) performing the independent
testing t@ assess whether the bank can rely upon the findings and conclusions.

7. Validate the auditef’s reports and workpapers to determine whether the bank’s
independent tesfing 1S'eomprehensive, accurate, adequate, and timely. The
independent test should addressithe following:

The overall adequagy and effectiveness of the BSA/AML compliance program,
including policies, proeedures, andprocesses. Typically, this evaluation will
include an explicit statement about the BSA/AML compliance program’s overall
adequacy and effectivenessiand complidnice with applicable regulatory
requirements. At the very least, theduditghould contain sufficient information
for the reviewer (e.g., an examinef, reyiew auditor, or BSA officer) to reach a
conclusion about the overall quality©f the BSA/AML compliance program.

BSA/AML risk assessment.
BSA reporting and recordkeeping requirements,
CIP implementation.

CDD policies, procedures, and processes and whether they cemply with internal
requirements.

Personnel adherence to the bank’s BSA/AML policies, procedures, and processes.

Appropriate transaction testing, with particular emphasis on higher-risk
operations (products, services, customers, and geographic locations).

Training, including its comprehensiveness, accuracy of materials, the training
schedule, and attendance tracking.

The integrity and accuracy of MIS used in the BSA/AML compliance program.
MIS includes reports used to identify large currency transactions, aggregate daily
currency transactions, funds transfer transactions, monetary instrument sales
transactions, and analytical and trend reports.
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= Tracking of previously identified issues and deficiencies and verification that they
have been corrected by management.

= [fan automated system is not used to identify or aggregate large transactions,
determine whether the audit or independent review includes a sample test check
of tellers’ cash proof sheets, tapes, or other documentation to determine whether
large currency transactions are accurately identified and reported.

8. Determine whether the audit’s review of suspicious activity monitoring systems
includes an evaluation of the system’s ability to identify unusual activity. Ensure
through a validation of the auditor’s reports and workpapers that the bank’s
independent testing:

= Reviews polieies, procedures, and processes for suspicious activity monitoring.

= Evaluates/the'system’s methodology for establishing and applying expected
activity or filtering cCriteria.

= Evaluates theysystem’s ability to generate monitoring reports.

= Determines whethef the'systém filtering criteria are reasonable and include, at a
minimum, cash, monetary instsuments, funds transfers, and other higher-risk
products, services, customers, or geagraphies, as appropriate.

9. Determine whether the audit’s reyiew of suSpicious activity reporting systems
includes an evaluation of the research afd reférral of unusual activity. Ensure
through a validation of the auditor’s fepouts and workpapers that the bank’s
independent testing includes a review of'poligiesgprocedures, and processes for
referring unusual activity from all business linés (eg:, cgal, private banking, foreign
correspondent banking) to the personnel or depasfment responsible for evaluating
unusual activity.

10. Review the audit scope, procedures, and workpapers to determine adequacy of the
audit based on the following:

= Overall audit coverage and frequency in relation to the riskprofile of the bank.
= Board reporting and supervision of, and its responsiveness to, audit findings.

= Adequacy of transaction testing, particularly for higher-risk banking operations
and suspicious activity monitoring systems.

= Competency of the auditors or independent reviewers regarding BSA/AML
requirements.

BSA Compliance Officer

11. Determine whether the board of directors has designated a person or persons
responsible for the overall BSA/AML compliance program. Determine whether the
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BSA compliance officer has the necessary authority and resources to effectively
execute all duties.

12. Assess the competency of the BSA compliance officer and his or her staff, as
necessary. Determine whether the BSA compliance area is sufficiently staffed for the
bank’s overall risk level (based on products, services, customers, entities, and
geographic locations), size, and BSA/AML compliance needs. In addition, ensure
that no conflict of interest exists and that staff is given adequate time to execute all
duties.

Training

13. Determine whether the following elements are adequately addressed in the training
program afidymatctials:

= The impottance theboard of directors and senior management place on ongoing
education, traifting, and compliance.

= Employee accountability foensuring BSA compliance.

= Comprehensiveness of training, considering specific risks of individual business
lines.

* Training of personnel fromiall applicable areas of the bank.”

=  Frequency of training.

* Documentation of attendance records and/traifiing anaterials.

= Coverage of bank policies, procedures, processes, andinew rules and regulations.

= (Coverage of different forms of money laundering.and terforist financing as it
relates to identification and examples of suspicious aefivity.

= Penalties for noncompliance with internal policies andisegulatefy réquirements.

Transaction Testing

Transaction testing must include, at a minimum, either examination procedures detailed
below (independent testing) or transaction testing procedures selected from within the
core or expanded sections. While some transaction testing is required, examiners have
the discretion to decide what testing to conduct. Examiners should document their
decision regarding the extent of transaction testing to conduct and the activities where it
is to be performed, as well as the rationale for any changes to the scope of transaction

37 As part of this element, determine whether the bank conducts adequate training for any agents who are
responsible for conducting CIP or other BSA-related functions on behalf of the bank.
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testing that occur during the examination. Examiners should consider the following
when determining how to proceed with transaction testing:

= Accounts or customers identified in the review of information obtained from
downloads from the BSA-reporting database.

= Higher-risk products and services, customer and entities, and geographic locations
for which it appears from the scoping and planning process that the bank may not
have appropriate internal controls.

= New products and services, customers and entities, and geographies introduced
into the bank’s portfolio since the previous BSA/AML examination.

Independent’Testing

14. Select a'judgmental sample that includes transactions other than those tested by the
independent anditef and'determine whether independent testing:

= [s comprehensive, adequate, and timely.
» Has reviewed the a¢curagy of MIS used in the BSA/AML compliance program.

» Has reviewed suspiciod§ activity monitoring systems to include the identification
of unusual activity.

= Has reviewed whether suspicious activitydeporting systems include the research
and referral of unusual activity.

Preliminary Evaluation

After the examiner has completed the review of all four required glements of the bank’s
BSA/AML compliance program, the examiner should deetiment a preliminary evaluation
of the bank’s program. At this point, the examiner should revisitithe initial examination
plan, in order to determine whether any strengths or weaknesses identifiediduring the
review of the institution’s BSA/AML compliance program warrant afljustments to the
initial planned scope. The examiner may complete the core examination procedures,
“Office of Foreign Assets Control,” pages 157 to 159. The examinersho@tld document
and support any changes to the examination scope, then proceed to the applicable core
and, if warranted, expanded examination procedures. If there are no changes to the
examination scope, the examiner should proceed to the core examination procedures,
“Developing Conclusions and Finalizing the Examination,” pages 48 to 51.
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Developing Conclusions and Finalizing the
Examination — Overview

Objective. Formulate conclusions, communicate findings to management, prepare
report comments, develop an appropriate supervisory response, and close the
examination.

In the final phase of the BSA/AML examination, the examiner should assemble all
findings from the examination procedures completed. From those findings, the examiner
should develop and document conclusions about the BSA/AML compliance program’s
adequacy, discussépreliminary conclusions with bank management, present these
conclusions ind Wwritten format for inclusion in the report of examination (ROE), and
determine and doeument what regulatory response, if any, is appropriate.

In some cases, the appropriate regulatory response will include the citation of a
regulatory violationd Thejgitation of violations of law and regulation is typically done in
the context of supervigory actiyities,, The extent to which violations affect the evaluation
of a bank’s BSA/AML ‘@ompliance program is based on the nature, duration, and severity
of noncompliance. In somecasesy an agency may allow the bank to remedy the violation
as part of the supervisory proéess. Ifi appropriate circumstances, however, an agency
may take either informal or formal'enforcement actions to address violations of the BSA
requirements.’®

Systemic or Recurring Viélations

Systemic or recurring violations of the BSA and jits'tmplémenting regulations involve
either a substantial number of deficiencies or a reépeatéd failure to effectively and
accurately record and report information required under the BSA4if the errors or
incompleteness impair the integrity of the record or repo#t, faildo adeguately represent
the transactions required to be reported, or impact the effectiveness of the bank’s
suspicious activity monitoring and reporting processes. Systémic violafions,are the result
of ineffective systems or controls to obtain, analyze, and maintain required iffformation,
or to report customers, accounts, or transactions, as required undet¥arious provisions of
the BSA. Recurring violations are repetitive occurrences of the same @r8imilar issues.
Unlike isolated or inadvertent issues, systemic or recurring issues demonstrate a pattern
or practice of noncompliance with the BSA and its implementing regulations.

When evaluating whether violations represent a pattern or practice, examiners must
analyze the pertinent facts and circumstances. Repeated, regular, usual, or
institutionalized practices will typically constitute a pattern or practice. The totality of
the circumstances must be considered when assessing whether a pattern or practice exists.

¥ The Interagency Enforcement Statement (refer to Appendix R) explains the basis for the federal banking
agencies’ enforcement of specific AML requirements of the BSA.
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Considerations in determining whether a pattern or practice exists include, but are not
limited to:

e  Whether the number of violations is high when compared to the bank’s total activity.
This evaluation usually is determined through a sampling of transactions or records.
Based on this process, determinations are made concerning the overall level of
noncompliance. However, even if the violations are few in number they could reflect
systemic noncompliance, depending on the severity (e.g., significant or egregious).

e Whether there is evidence of similar violations by the bank in a series of transactions
or in different divisions or departments. This is not an exact calculation and
examiners should balance the number, significance, and frequency of violations
identified thr@ughout the organization. Violations identified within various divisions
or departm@nts may or may not indicate a systemic violation. These violations should
be evaldated imadbroader context to determine if training or other compliance system
weaknesses are alsofpresent.

o The relationshify of thelyiolations to one another (e.g., whether they all occurred in the
same area of the bank, in the same product line, in the same branch or department, or
with one employee).

e The impact the violation of#iolations haye on the bank’s suspicious activity
monitoring and reporting capabilities.

e Whether the violations appear to be grodndedfin a written or unwritten policy or
established procedure, or result from@lack’oflan established procedure.

e  Whether there is a common source or cause of the vidlations.

e Whether the violations were the result of an isolated software problem in a
BSA/AML reporting software product and whethetthedankfhasytaken appropriate
steps to address the issue.

Systemic or recurring violations of the BSA could have a significant ifipaction the
adequacy of the bank’s BSA/AML compliance program. When sysfemic ingtances of
noncompliance are identified, the examiner should consider the non¢omplidnce in the
context of the overall program (internal controls, training, independent testing,
responsible person) and refer to the Interagency Enforcement Statement (refer to
Appendix R) to determine whether the bank’s BSA/AML compliance program is
deficient as a result of the systemic noncompliance. All systemic violations should be
brought to the attention of the bank’s board of directors and management and
documented in the report of examination or supervisory correspondence.

Types of systemic or recurring violations may include, but are not limited to:

e Failure to establish a due diligence program that includes a risk-based approach, and
when necessary, enhanced policies, procedures, and controls concerning foreign
correspondent accounts.
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¢ Failure to maintain a reasonably designed due diligence program for private banking
accounts for non-U.S. persons (as defined in 31 CFR 103.175).

e Frequent, consistent, or recurring late CTR or SAR filings.
e A significant number of CTRs or SARs with errors or omissions of data elements.

e Consistently failing to obtain or verify required customer identification information at
account opening.

o Consistently failing to complete searches on 314(a) information requests.
e Failure to consistently maintain or retain records required by the BSA.

Also, the Interfagency Enforcement Statement provides that “[t]he Agencies will cite a
violation of'the SAReregulations, and will take appropriate supervisory actions, if the
organization’s failure te'file'a SAR (or SARs) evidences a systemic breakdown in its
policies, proceduresgor processes to identify and research suspicious activity, involves a
pattern or practice ofinoncompliange with the filing requirement, or represents a
significant or egregioussituation.””

Isolated or Technical \Jitlations

Isolated or technical violations are'limited instafices of noncompliance with the BSA that
occur within an otherwise adequate system of poli€ies, procedures, and processes. These
violations generally do not prompt serioug'tegulatory concern or reflect negatively on
management’s supervision or commitment ¢ BSA comipliance, unless the isolated
violation represents a significant or egregious sitpation of 1Syaccompanied by evidence of
bad faith. Multiple isolated violations throughout'bank departments or divisions can be
indicative of systemic or recurring system weaknes$es or violations.

Corrective action for isolated violations is usually undertakenfbyythe bank’s management
within the normal course of business. All violations, regardless oftype ofysignificance,
should be brought to the attention of the bank’s management and docdmented
appropriately.

Types of isolated or technical violations may include, but are not limited*to:
o Failure to file or late filing of CTRs that is infrequent, not consistent, or nonrecurring.

e Failure to obtain complete customer identification information for a monetary
instrument sales transaction that is isolated and infrequent.

e Infrequent, not consistent, or nonrecurring incomplete or inaccurate information in
SAR data fields.

39 Interagency Enforcement Statement, page 6.
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e Failure to obtain or verify required customer identification information that is
infrequent, not consistent, or nonrecurring.

e Failure to complete a 314(a) information request that is inadvertent or nonrecurring.

In formulating a written conclusion, the examiner does not need to discuss every
procedure performed during the examination. During discussions with management
about examination conclusions, examiners should include discussions of both strengths
and weaknesses of the bank’s BSA/AML compliance. Examiners should document all
relevant determinations and conclusions.

Q
//I/O
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Examination Procedures

Developing Conclusions and Finalizing the Examination

Objective. Formulate conclusions, communicate findings to management, prepare
report comments, develop an appropriate supervisory response, and close the
examination.

Formulating Conclusions

1. Accumulate all pertinent findings from the BSA/AML examination procedures
performed. £valuate the thoroughness and reliability of any risk assessment
conducted’byythe bank. Reach a preliminary conclusion as to whether the following
requireinents arefmet;

The BSAYAMI ‘¢empliance program is effectively monitored and supervised in
relation to the bank?s riskeprofile as determined by the risk assessment. The
examiner should,ascertain ifithe BSA/AML compliance program is effective in
mitigating the bank’s overall'risk.

The board of directors and genior management are aware of BSA/AML regulatory
requirements; effectively oversee BSA/AML compliance, and commit, as
necessary, to corrective actionsge.g., auditand regulatory examinations).

BSA/AML policies, procedures, and pfocesses are adequate to ensure compliance
with applicable laws and regulations’and apprdpriately address higher-risk
operations (products, services, customers, entities, and geographic locations).

Internal controls ensure compliance with th&BSA and prowide sufficient risk
management, especially for higher-risk operationsi{produicts;iservices, customers,
entities, and geographic locations).

Independent testing (audit) is appropriate and adequately, testsffor compliance
with required laws, regulations, and policies. Overall auditfoverage and
frequency are appropriate in relation to the risk profile of the'banks Transaction
testing is adequate, particularly for higher-risk banking operations and suspicious
activity monitoring systems.

The designated person responsible for coordinating and monitoring day-to-day
compliance is competent and has the necessary resources.

Personnel are sufficiently trained to adhere to legal, regulatory, and policy
requirements.

Information and communication policies, procedures, and processes are adequate
and accurate.

All relevant determinations should be documented and explained.
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Determine the Underlying Cause

2.

Determine the underlying cause of policy, procedure, or process deficiencies, if
identified. These deficiencies can be the result of a number of factors, including, but
not limited to, the following:

Management has not assessed, or has not accurately assessed, the bank’s
BSA/AML risks.

Management is unaware of relevant issues.

Management is unwilling to create or enhance policies, procedures, and
processes:

Management or employees disregard established policies, procedures, and
processes;

Managementfor eémployees are unaware of or misunderstand regulatory
requirementsypolicies, pféeedures, or processes.

Higher-risk operatigns (ptoducts, services, customers, entities, and geographic
locations) have grown faster thanthe capabilities of the BSA/AML compliance
program.

Changes in internal policies,proeedurés, and processes are poorly communicated.

Determine whether deficiencies or vidlatiehs were previously identified by
management or audit or were only identified as ad€sul,of this examination.

Discuss Findings With Examinergin Charge and
Identify Necessary Action

4.

Discuss preliminary findings with the examiner in charge, (EIC)or eXaminer
responsible for reviewing the bank’s overall BSA/AML complianée. Document
workpapers appropriately with the following information:

A conclusion regarding the adequacy of the BSA/AML compliance program and
whether it meets all the regulatory requirements by providing the following:

— A system of internal controls.
— Independent testing for compliance.

— A specific person to coordinate and monitor the BSA/AML compliance
program.

— Training of appropriate personnel.
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= A conclusion as to whether the written CIP is appropriate for the bank’s size,
location, and type of business.

= Any identified violations and an assessment of the severity of those violations.

= Jdentification of actions needed to correct deficiencies or violations and, as
appropriate, the possibility of, among other things, requiring the bank to conduct
more detailed risk assessments or take formal enforcement action.

* [fnecessary, recommendations for supervisory actions. In addition, as necessary,
confer with agency supervisory management, and agency legal staff.

= An appropriate rating based on overall findings and conclusions.

* Findings,that have been or will be discussed with bank management and, if
applicableyany bank commitment for improvements or corrective action.

Preparingthe BSAJAML Comments for the
Report of Examination

5. Document your conclusion régarding.the adequacy of the bank’s BSA/AML
compliance program. Diséuss the effectiveness of each of these elements of the
bank’s BSA/AML compliance(program:; Indicate whether the BSA/AML compliance
program meets all the regulatoryyrequireménts by providing the following:

= A system of internal controls.

= Independent testing for compliance.

= A specific person to coordinate and monitorghe BSA/AML compliance program.
* Training of appropriate personnel.

The BSA/AML compliance program must also include atwritten Customer
Identification Program (CIP) appropriate for the bank’s sizeplocation, and type of
business.

The examiner does not need to provide a written comment on every one of the
following items 6 through 13. Written comments should cover only areas or
subjects pertinent to the examiner’s findings and conclusions. All significant findings
must be included in the ROE. The examiner should ensure that workpapers are
prepared in sufficient detail to support issues discussed in the ROE. To the extent
that the following items are discussed in the workpapers, but not the ROE, the
examiner should ensure that the workpapers thoroughly and adequately document
each review, as well as any other aspect of the bank’s BSA/AML compliance
program that merits attention, but may not rise to the level of being included in the
ROE. The examiner should organize and reference workpapers and document
conclusions and supporting information within internal databases, as appropriate. As
applicable, the examiner should prepare a discussion of the following items.
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6. Describe whether the bank’s policies and procedures for law enforcement requests for
information under section 314(a) of the USA PATRIOT Act (31 CFR 103.100) meet
regulatory requirements.

7. 1If the bank maintains any foreign correspondent or private banking accounts for non-
U.S. persons, describe whether the bank’s due diligence policies, procedures, and
processes meet regulatory requirements under section 312 of the USA PATRIOT Act
(31 CFR 103.176 and 103.178).

8. Describe the board of directors’ and senior management’s commitment to BSA/AML
compliance. Consider whether management has the following:

= A strong BSA/AML compliance program fully supported by the board of
directozs.

= A requiremént thatythe board of directors and senior management are kept
informed/of BSA/AML compliance efforts, audit reports, any compliance failures,
and the statu§ of eerrective actions.

9. Describe whether the bank’s policies, procedures, and processes for SAR filings meet
the regulatory requirements and‘are effective.

10. Describe whether the bank’s policies, procedures, and processes for large currency
transactions meet the requirements of 31"CER 103.22 and are effective.

11. If applicable, describe whether the bank’s poligies, procedures, and processes for
CTR exemptions meet regulatory reporting requirements, appropriately grant
exemptions, and use the correct forms.

12. Describe whether the bank’s funds transfer policiés, procedures, and processes meet
the requirements of 31 CFR 103.33(e) and (g). Briefly discussywhether the policies,
procedures, and processes include effective internalteontrols (e. g separation of
duties, proper authorization for sending and receiving, add posting to accounts), and
provide a means to monitor transfers for CTR reporting purposes.

13. Describe the bank’s recordkeeping policies, procedures, and prdcesses. Andicate
whether they meet the requirements of 31 CFR 103.
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CORE EXAMINATION OVERVIEW
AND PROCEDURES FOR
REGULATORY REQUIREMENTS
AND RELATED TOPICS

Customer ldentification Program —
Overview

Objective. ¢Assessithe bank’s compliance with the statutory and regulatory requirements
for the Customer/ldentification Program (CIP).

All banks must hav@ a written CIP.* The CIP rule implements section 326 of the USA
PATRIOT Act and requires each bank to implement a written CIP that is appropriate for
its size and type of busines§’and that includes certain minimum requirements. The CIP
must be incorporated into the bank’s BSAVAML compliance program, which is subject to
approval by the bank’s board of dizéctors.*"{The implementation of a CIP by subsidiaries
of banks is appropriate as a matter of safety“and,soundness and protection from
reputational risks. Domestic subsidiaries (oth€r than functionally regulated subsidiaries
subject to separate CIP rules) of banks shodld cemply with the CIP rule that applies to the
parent bank when opening an account withinghe meaning of 31 CFR 103.121.%

The CIP is intended to enable the bank to form a/teasondble'belief that it knows the true
identity of each customer. The CIP must include’acgéunt opening procedures that specify
the identifying information that will be obtained fromyeach ctistomfier. It must also
include reasonable and practical risk-based procedures for verifying the identity of each
customer. Banks should conduct a risk assessment of their£ustomer basg and product
offerings, and in determining the risks, consider:

e The types of accounts offered by the bank.

40 Refer to 12 CFR 208.63(b), 211.5(m), 211.24(j) (Board of Governors of the Federal Reserve System);

12 CFR 326.8(b) (Federal Deposit Insurance Corporation); 12 CFR 748.2(b) (National Credit Union
Administration); 12 CFR 21.21 (Office of the Comptroller of the Currency); 12 CFR 563.177(b) (Office of
Thrift Supervision); and 31 CFR 103.121 (FinCEN).

I As of the publication date of this manual, nonfederally regulated private banks, trust companies, and
credit unions do not have BSA/AML compliance program requirements; however, the bank’s board must
still approve the CIP.

2 Frequently Asked Questions Related to Customer Identification Program Rules issued by FinCEN, Board
of Governors of the Federal Reserve System, Federal Deposit Insurance Corporation, National Credit
Union Administration, Office of the Comptroller of the Currency, and Office of Thrift Supervision, April
28, 2005.
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e The bank’s methods of opening accounts.
e The types of identifying information available.

e The bank’s size, location, and customer base, including types of products and services
used by customers in different geographic locations.

Pursuant to the CIP rule, an “account” is a formal banking relationship to provide or
engage in services, dealings, or other financial transactions, and includes a deposit
account, a transaction or asset account, a credit account, or another extension of credit.
An account also includes a relationship established to provide a safe deposit box or other
safekeeping services or to provide cash management, custodian, or trust services.

An account dog§notiinclude:

e Products or servi€es for which a formal banking relationship is not established with a
person, such as che€k cashing, funds transfer, or the sale of a check or money order.

e Any account thatithe bank aequires. This may include single or multiple accounts as
a result of a purchase of assets, acquisition, merger, or assumption of liabilities.

e Accounts opened to participate in@i*employee benefit plan established under the
Employee Retirement Income Security Act of 1974.

The CIP rule applies to a “customeri, A custofier is a “person” (an individual, a
corporation, partnership, a trust, an estate, dr anyfother entity recognized as a legal
person) who opens a new account, an individdal who opens a new account for another
individual who lacks legal capacity, and an individual' wheyopens a new account for an
entity that is not a legal person (e.g., a civic club).fA customer does not include a person
who does not receive banking services, such as a pes§on whose loan application is
denied.” The definition of “customer” also does not facludefan eXisting customer as long
as the bank has a reasonable belief that it knows the customer’8 true identity.* Excluded
from the definition of customer are federally regulated banks, banks regudated by a state
bank regulator, governmental entities, and publicly traded companies (@&s described in 31
CFR 103.22(d)(2)(ii) through (iv)).

* When the account is a loan, the account is considered to be “opened” when the bank enters into an
enforceable agreement to provide a loan to the customer.

* The bank may demonstrate that it knows an existing customer’s true identity by showing that before the
issuance of the final CIP rule, it had comparable procedures in place to verify the identity of persons who
had accounts with the bank as of October 1, 2003, though the bank may not have gathered the very same
information about such persons as required by the final CIP rule. Alternative means include showing that
the bank has had an active and longstanding relationship with a particular person, as evidenced by such
things as a history of account statements sent to the person, information sent to the Internal Revenue
Service about the person’s accounts without issue, loans made and repaid, or other services performed for
the person over a period of time. However, the comparable procedures used to verify the identity detailed
above might not suffice for persons that the bank has deemed to be higher risk.
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Customer Information Required

The CIP must contain account-opening procedures detailing the identifying information
that must be obtained from each customer.® At a minimum, the bank must obtain the
following identifying information from each customer before opening the account:*

e Name.

e Date of birth for individuals.
e Address.”

e Identificationdiumber.*

Based on itsfiiskiassessment, a bank may require identifying information in addition to
the items above for certaifiicustomers or product lines.

Customer Verification

The CIP must contain risk-based procedures for verifying the identity of the customer
within a reasonable period of time after.the account is opened. The verification
procedures must use “the infofmatigh obtainied in accordance with [31 CFR 103.121]
paragraph (b)(2)(i),” namely the identifyinglinformation obtained by the bank. A bank
need not establish the accuracy of eyery elemefit of identifying information obtained, but
it must verify enough information to form afrcasgnable belief that it knows the true
identity of the customer. The bank’s pro€edur€s must describe when it will use
documents, nondocumentary methods, or a €ombination of both.

* When an individual opens a new account for an entity that is notiaglé@al pefson o for another individual
who lacks legal capacity, the identifying information for the individual gpening the aecount must be
obtained. By contrast, when an account is opened by an agent on behalf of another person, the bank must
obtain the identifying information of the person on whose behalf the account is being opened.

*For credit card customers, the bank may obtain identifying information from afthird-party source before
extending credit.

7 For an individual: a residential or business street address, or if the individual does not have such an
address, an Army Post Office (APO) or Fleet Post Office (FPO) box number, the residential or business
street address of next of kin or of another contact individual, or a description of the customer’s physical
location. For a “person” other than an individual (such as a corporation, partnership, or trust): a principal
place of business, local office, or other physical location.

* An identification number for a U.S. person is a taxpayer identification number (TIN) (or evidence of an
application for one), and an identification number for a non-U.S. person is one or more of the following: a
TIN; a passport number and country of issuance; an alien identification card number; or a number and
country of issuance of any other unexpired government-issued document evidencing nationality or
residence and bearing a photograph or similar safeguard. TIN is defined by section 6109 of the Internal
Revenue Code of 1986 (26 USC 6109) and the IRS regulations implementing that section (e.g., Social
Security number (SSN), individual taxpayer identification number (ITIN), or employer identification
number).
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Verification Through Documents

A bank using documentary methods to verify a customer’s identity must have procedures
that set forth the minimum acceptable documentation. The CIP rule gives examples of
types of documents that have long been considered primary sources of identification.
The rule reflects the federal banking agencies’ expectations that banks will review an
unexpired government-issued form of identification from most customers. This
identification must provide evidence of a customer’s nationality or residence and bear a
photograph or similar safeguard; examples include a driver’s license or passport.
However, other forms of identification may be used if they enable the bank to form a
reasonable belief that it knows the true identity of the customer. Nonetheless, given the
availability of counterfeit and fraudulently obtained documents, a bank is encouraged to
review more that a Single document to ensure that it has a reasonable belief that it knows
the customen’s true identity.

For a “person” other thdn anjindividual (such as a corporation, partnership, or trust), the
bank should obtain documents'showing the legal existence of the entity, such as certified
articles of incorporation, an unggpited government-issued business license, a partnership
agreement, or a trust insgrument,

Verification Through®Nendecumentary Methods

Banks are not required to use nondecumentary ahethods to verify a customer’s identity.
However, a bank using nondocumentary®methodse verify a customer’s identity must
have procedures that set forth the methodsfthe bank will use. Nondocumentary methods
may include contacting a customer; independently verifying the customer’s identity
through the comparison of information provided bysthe cstemer with information
obtained from a consumer reporting agency, public dafabase, or other source; checking
references with other financial institutions; and obtdining a filancial statement.

The bank’s nondocumentary procedures must also address theffollowing situations: An
individual is unable to present an unexpired government-issued identification document
that bears a photograph or similar safeguard; the bank is not familiar with the documents
presented; the account is opened without obtaining documents (¢.g4 the bank obtains the
required information from the customer with the intent to verify it);the customer opens
the account without appearing in person; or the bank is otherwise presented with
circumstances that increase the risk that it will be unable to verify the true identity of a
customer through documents.

Additional Verification for Certain Customers

The CIP must address situations where, based on its risk assessment of a new account
opened by a customer that is not an individual, the bank will obtain information about
individuals with authority or control over such accounts, including signatories, in order to
verify the customer’s identity. This verification method applies only when the bank
cannot verify the customer’s true identity using documentary or nondocumentary
methods. For example, a bank may need to obtain information about and verify the
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identity of a sole proprietor or the principals in a partnership when the bank cannot
otherwise satisfactorily identify the sole proprietorship or the partnership.

Lack of Verification

The CIP must also have procedures for circumstances in which the bank cannot form a
reasonable belief that it knows the true identity of the customer. These procedures should
describe:

e Circumstances in which the bank should not open an account.

e The terms under which a customer may use an account while the bank attempts to
verify the custémer’s identity.

e When thé'bank should close an account, after attempts to verify a customer’s identity
have failed.

e When the bank ghould,file a SAR in accordance with applicable law and regulation.

RecordkeepingrandiRetention Requirements

A bank’s CIP must include reeefdkeéping procedures. At a minimum, the bank must
retain the identifying information (mame, address, date of birth for an individual, TIN,
and any other information required'by the CIP)fobtained at account opening for a period
of five years after the account is closed.” Egr credit cards, the retention period is five
years after the account closes or becomesfdorniant.

The bank must also keep a description of the following forfive years after the record was
made:

e Any document that was relied on to verify identityjnotifig the type of document, the
identification number, the place of issuance, and, if any, the'date ofissuance and
expiration date.

* A bank may keep photocopies of identifying documents that it uses to verify a customer’s identity;
however, the CIP regulation does not require it. A bank’s verification procedures should be risk-based and,
in certain situations, keeping copies of identifying documents may be warranted. In addition, a bank may
have procedures to keep copies of the documents for other purposes, for example, to facilitate investigating
potential fraud. However, if a bank does choose to retain photocopies of identifying documents, it should
ensure that these photocopies are physically secured to adequately protect against possible identity theft.
(These documents should be retained in accordance with the general recordkeeping requirements in 31
CFR 103.38.) Nonetheless, a bank should be mindful that it must not improperly use any documents
containing a picture of an individual, such as a driver’s license, in connection with any aspect of a credit
transaction. Refer to Frequently Asked Questions Related to Customer Identification Program Rules issued
by FinCEN, Board of Governors of the Federal Reserve System, Federal Deposit Insurance Corporation,
National Credit Union Administration, Office of the Comptroller of the Currency, and Office of Thrift
Supervision, April 28, 2005.
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e The method and the results of any measures undertaken to verify identity.

e The results of any substantive discrepancy discovered when verifying identity.

Comparison With Government Lists

The CIP must include procedures for determining whether the customer appears on any
federal government list of known or suspected terrorists or terrorist organizations.™
Banks will be contacted by the U.S. Treasury in consultation with their federal banking
agency when a list is issued. At such time, banks must compare customer names against
the list within a reasonable time of account opening or earlier, if required by the
government, and they must follow any directives that accompany the list.

Adequate‘Customer Notice

The CIP must in¢lude pfocedures for providing customers with adequate notice that the
bank is requesting information‘to verify their identities. The notice must generally
describe the bank’s 1dentificatigiftequirements and be provided in a manner that is
reasonably designed to'allow a‘eustomer to view it or otherwise receive the notice before
the account is opened. Examplesiinclude posting the notice in the lobby, on a Web site,
or within loan application doeumentst” Samiple language is provided in the regulation:

IMPORTANT INFORMATION ABOUT PROCEDURES FOR OPENING A NEW
ACCOUNT — To help the govetnment fight the funding of terrorism and money
laundering activities, federal law requifes all'fmancial institutions to obtain, verify,
and record information that identifies eagh petson #@ho opens an account. What this
means for you: When you open an account, we #ill askyfor your name, address, date
of birth, and other information that will allow us tefidentifyy you. We may also ask to
see your driver’s license or other identifying doéuments.

Reliance on Another Financial Institution

A bank is permitted to rely on another financial institution (includingdn affiliate) to
perform some or all of the elements of the CIP, if reliance is addressed in the CIP and the
following criteria are met:

e The relied-upon financial institution is subject to a rule implementing the AML
program requirements of 31 USC 5318(h) and is regulated by a federal functional
regulator.”

%% As of the publication date of this manual, there are no designated government lists to verify specifically
for CIP purposes. Customer comparisons to lists required by OFAC and 31 CFR 103.100 requests remain
separate and distinct requirements.

>! Federal functional regulator means: Board of Governors of the Federal Reserve System; Federal Deposit
Insurance Corporation; National Credit Union Administration; Office of the Comptroller of the Currency;
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e The customer has an account or is opening an account at the bank and at the other
functionally regulated institution.

e Reliance is reasonable, under the circumstances.

e The other financial institution enters into a contract requiring it to certify annually to
the bank that it has implemented its AML program, and that it will perform (or its
agent will perform) the specified requirements of the bank’s CIP.

Use of Third Parties

The CIP rule does not alter a bank’s authority to use a third party, such as an agent or
service providergfoyperform services on its behalf. Therefore, a bank is permitted to
arrange for a thitd party, such as a car dealer or mortgage broker, acting as its agent in
connectiondvith a'leaf, to,verify the identity of its customer. The bank can also arrange
for a third party t0 mainfainiits records. However, as with any other responsibility
performed by a thirdéparty, thebbank is ultimately responsible for that third party’s
compliance with thelgequirementsyof the bank’s CIP. As a result, banks should establish
adequate controls and feview procedures for such relationships. This requirement
contrasts with the reliance provision‘of the rule that permits the relied-upon party to take
responsibility. Refer to “Reliance ongAnother Financial Institution,” pages 57 to 58.

Other Legal Requirements

Nothing in the CIP rule relieves a bank ofdits obligations under any provision of the BSA
or other AML laws, rules, and regulations, particularlywith respect to provisions
concerning information that must be obtained, verified, of maintained in connection with
any account or transaction.

The U.S. Treasury and the federal banking agencies have psovidédbanks with Frequently
Asked Questions (FAQ), which may be revised periodically. /Fhe FAQs and other related
documents (e.g., the CIP rule) are available on FinCEN’s afid the federaldbanking
agencies’ Web sites.

Office of Thrift Supervision; Securities and Exchange Commission; or Commodity Futures Trading
Commission.
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Examination Procedures

Customer lIdentification Program

Objective. Assess the bank’s compliance with the statutory and regulatory requirements
for the Customer ldentification Program (CIP).

1.

Verify that the bank’s policies, procedures, and processes include a comprehensive
program for identifying customers who open an account after October 1, 2003. The
written program must be included within the bank’s BSA/AML compliance program
and must include, at a minimum, policies, procedures, and processes for the
following:

= Identification of information required to be obtained (including name, address,
taxpayer identifigation number (TIN), and date of birth, for individuals), and risk-
based identitygverification procedures (including procedures that address
situations ifiwhichiyerification cannot be performed).

= Procedures for complying with recordkeeping requirements.

= Procedures for checkinggiewsfaccounts against prescribed government lists, if
applicable.

= Procedures for providing adequate customes notice.

= Procedures covering the bank’s relianée on another financial institution or a third
party, if applicable.

= Procedures for determining whether and whesd'a SAR should be filed.

Determine whether the bank’s CIP considers the typesof agcounts offered; methods
of account opening; and the bank’s size, location, and cu§tomer base.

Determine whether the bank’s policy for opening new accounts fof existing
customers appears reasonable.

Review board minutes and verify that the board of directors approved the CIP, either
separately or as part of the BSA/AML compliance program (31 CFR 103.121(b)(1)).

. Evaluate the bank’s audit and training programs to ensure that the CIP is adequately

incorporated (31 CFR 103.121(b)(1)).

Evaluate the bank’s policies, procedures, and processes for verifying that all new
accounts are checked against prescribed government lists for suspected terrorists or
terrorist organizations on a timely basis, if such lists are issued (31 CFR
103.121(b)(4)).
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Transaction Testing

7. On the basis of a risk assessment, prior examination reports, and a review of the
bank’s audit findings, select a sample of new accounts opened since the most recent
examination to review for compliance with the bank’s CIP. The sample should
include a cross-section of accounts (e.g., consumers and businesses, loans and
deposits, credit card relationships, and Internet accounts). The sample should also
include the following:

Accounts opened for a customer that provides an application for a TIN or
accounts opened with incomplete verification procedures.

New accetmts opened using documentary methods and new accounts opened
using dondocumentary methods.

Accounts/identifiedias higher risk.>
Accounts opeéned by existing higher-risk customers.
Accounts opened with exceptions.

Accounts opened by‘a,third pafty (e.g., indirect loans).

8. From the previous sample of new accounts, determine whether the bank has
performed the following proceduses:

Opened the account in accordanc&with'the requirements of the CIP (31 CFR
103.121(b)(1)).

Formed a reasonable belief as to the true 1dentity of a eustomer, including a
higher-risk customer. (The bank should alréady havefa reasonable belief as to the
identity of an existing customer (31 CFR 103.12i(®B)(2))")

Obtained from each customer, before opening the aceount, the idéntity
information required by the CIP (31 CFR 103.121(b)(2)()) (e4g-, name, date of
birth, address, and identification number).

Within a reasonable time after account opening, verified enough™of the customer’s
identity information to form a reasonable belief as to the customer’s true identity
(31 CFR 103.121(b)(2)(i1)).

Appropriately resolved situations in which customer identity could not be
reasonably established (31 CFR 103.121(b)(2)(iii)).

>2 Higher-risk accounts, for CIP purposes, may include accounts in which identification verification is
typically more difficult (e.g., foreign private banking and trust accounts, accounts of senior foreign political
figures, offshore accounts, and out-of-area and non-face-to-face accounts).

FFIEC BSA/AML Examination Manual 60 04/29/2010



Customer Identification Program — Examination Procedures

* Maintained a record of the identity information required by the CIP, the method
used to verify identity, and verification results (including results of discrepancies)
(31 CFR 103.121(b)(3)).

= Compared the customer’s name against the list of known or suspected terrorists or
terrorist organizations, if applicable (31 CFR 103.121(b)(4)).

= Filed SARs, as appropriate.

9. Evaluate the level of CIP exceptions to determine whether the bank is effectively
implementing its CIP. A bank’s policy may not allow staff to make or approve CIP
exceptions. However, a bank may exclude isolated, nonsystemic errors (such as an
insignificant namber of data entry errors) from CIP requirements without
compromisifig the,effectiveness of its CIP (31 CFR 103.121(b)(1)).

10. On the basis of‘@Fisk assessment, prior examination reports, and a review of the
bank’s audit,/selectf@ sample of relationships with third parties the bank relies on to
perform its CIPor pextions of its CIP), if applicable. If the bank is using the
“reliance provision’:

= Determine whetherithe third‘party is a federally regulated institution subject to a
final rule implementing the AML program requirements of 31 USC 5318(h).

= Review the contract between the partiesgannual certifications, and other
information, such as the thirdypanty’s £IP (31 CFR 103.121(b)(6)).

= Determine whether reliance is redsonable.  The gontract and certification will
provide a standard means for a bank®o demonstrate, that it has satisfied the
“reliance provision,” unless the examiner h@s redsonte believe that the bank’s
reliance is not reasonable (e.g., the third party’has been subject to an enforcement
action for AML or BSA deficiencies or violatiens).

11. If the bank is using an agent or service provider to perforim elements of its CIP,
determine whether the bank has established appropriate mternal confrols and review
procedures to ensure that its CIP is being implemented for thirdparty agent or
service-provider relationships (e.g., car dealerships).

12. Review the adequacy of the bank’s customer notice and the timing of the notice’s
delivery (31 CFR 103.121(b)(5)).

13. Evaluate the bank’s CIP record retention policy and ensure that it corresponds to the
regulatory requirements to maintain certain records. The bank must retain the
identity information obtained at account opening for five years after the account
closes. The bank must also maintain a description of documents relied on, methods
used to verify identity, and resolution of discrepancies for five years after the record
is made (31 CFR 103.121(b)(3)(i1)).
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14. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the ability of policies, procedures, and processes to meet
regulatory requirements associated with CIP.

Q
//DO
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Customer Due Diligence — Overview

Objective. Assess the appropriateness and comprehensiveness of the bank’s customer
due diligence (CDD) policies, procedures, and processes for obtaining customer
information and assess the value of this information in detecting, monitoring, and
reporting suspicious activity.

The cornerstone of a strong BSA/AML compliance program is the adoption and
implementation of comprehensive CDD policies, procedures, and processes for all
customers, particularly those that present a higher risk for money laundering and terrorist
financing. The objective of CDD should be to enable the bank to predict with relative
certainty the types'ef transactions in which a customer is likely to engage. These
processes assist the bank in determining when transactions are potentially suspicious.
The conceptiof CDD.begins with verifying the customer’s identity and assessing the risks
associated with that customer. Processes should also include enhanced CDD for higher-
risk customers and ongoing due diligence of the customer base.

Effective CDD policies, proceduresyand processes provide the critical framework that
enables the bank to complyfwithyregulatory requirements and to report suspicious
activity. An illustration of this conceptis,provided in Appendix K (“Customer Risk
versus Due Diligence and Suspi€iods Activity Monitoring”). CDD policies, procedures,
and processes are critical to the bank because they can aid in:

e Detecting and reporting unusual or suspi€iousitransactions that potentially expose the
bank to financial loss, increased expefises 0t téputational risk.

e Avoiding criminal exposure from persons whogse orfattempt to use the bank’s
products and services for illicit purposes.

e Adhering to safe and sound banking practices.

Customer Due Diligence Guidance

BSA/AML policies, procedures, and processes should include CDIPD guidelines that:

e Are commensurate with the bank’s BSA/AML risk profile, paying particular attention
to higher-risk customers.

e Contain a clear statement of management’s overall expectations and establish specific
staff responsibilities, including who is responsible for reviewing or approving
changes to a customer’s risk rating or profile, as applicable.

¢ Ensure that the bank possesses sufficient customer information to implement an
effective suspicious activity monitoring system.
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e Provide guidance for documenting analysis associated with the due diligence process,
including guidance for resolving issues when insufficient or inaccurate information is
obtained.

e Ensure the bank maintains current customer information.

Customer Risk

Management should have a thorough understanding of the money laundering or terrorist
financing risks of the bank’s customer base. Under this approach, the bank should obtain
information at account opening sufficient to develop an understanding of normal and
expected activity for the customer’s occupation or business operations. This
understanding mdy¥be based on account type or customer classification. For additional
guidance, refef'to Appendix K (“Customer Risk versus Due Diligence and Suspicious
Activity Ménitoring?).

This information shouldyallowathe bank to differentiate between lower-risk customers and
higher-risk custom€ss at aéeount.opening. Banks should monitor their lower-risk
customers through reglar suspicious activity monitoring and customer due diligence
processes. If there is indication‘of a'potential change in the customer’s risk profile (e.g.,
expected account activity, change in empleyment or business operations), management
should reassess the customer risk rating and follow established bank policies and
procedures for maintaining or changing customer risk ratings.

Much of the CDD information can be confifmeddhrough an information-reporting
agency, banking references (for larger aceounts), eorrespondence and telephone
conversations with the customer, and visits 0 the' cusfomes’s place of business.
Additional steps may include obtaining third-partyfrefer€ncesyor researching public
information (e.g., on the Internet or commercial databases).

CDD processes should include periodic risk-based monitefing 6f theieustomer
relationship to determine whether there are substantive changes to,the original CDD
information (e.g., change in employment or business operations).

Enhanced Due Diligence for Higher-Risk‘€ustomers

Customers that pose higher money laundering or terrorist financing risks present
increased exposure to banks; due diligence policies, procedures, and processes should be
enhanced as a result. Enhanced due diligence (EDD) for higher-risk customers is
especially critical in understanding their anticipated transactions and implementing a
suspicious activity monitoring system that reduces the bank’s reputation, compliance, and
transaction risks. Higher-risk customers and their transactions should be reviewed more
closely at account opening and more frequently throughout the term of their relationship
with the bank. Guidance for identifying higher-risk customers may be found in the core
overview section, “BSA/AML Risk Assessment,” pages 22 to 30.

The bank may determine that a customer poses a higher risk because of the customer’s
business activity, ownership structure, anticipated or actual volume and types of
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transactions, including those transactions involving higher-risk jurisdictions. If so, the
bank should consider obtaining, both at account opening and throughout the relationship,
the following information on the customer:

Purpose of the account.
Source of funds and wealth.

Individuals with ownership or control over the account, such as beneficial owners,
signatories, or guarantors.

Occupation or type of business (of customer or other individuals with ownership or
control over the account).

Financialétatements.
Banking refeféncess
Domicile (whetejthe businessyis organized).

Proximity of the customer’siesidence, place of employment, or place of business to
the bank.

Description of the customer’s primary trade area and whether international
transactions are expected to be Toutine.

Description of the business operations; the@nticipated volume of currency and total
sales, and a list of major customers and suppliers.

Explanations for changes in account activity:

As due diligence is an ongoing process, a bank shoulditakedneasiires, to ensure account
profiles are current and monitoring should be risk-based. Banksyshould consider whether
risk profiles should be adjusted or suspicious activity reported when the detivity is
inconsistent with the profile.
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Examination Procedures

Customer Due Diligence

Objective. Assess the appropriateness and comprehensiveness of the bank’s customer
due diligence (CDD) policies, procedures, and processes for obtaining customer
information and assess the value of this information in detecting, monitoring, and
reporting suspicious activity.

1. Determine whether the bank’s CDD policies, procedures, and processes are
commensurate with the bank’s risk profile. Determine whether the bank has
processes inglaee for obtaining information at account opening, in addition to
ensuring eiteent cistomer information is maintained.

2. Determine whether poligies, procedures, and processes allow for changes to a
customer’s risk rafing or ptofile. Determine who is responsible for reviewing or
approving such‘changes.

3. Review the enhanced dae diligence procedures and processes the bank uses to
identify customers that'may pose higher risk for money laundering or terrorist
financing.

4. Determine whether the bank provides guidance for documenting analysis associated
with the due diligence process, including'guidance for resolving issues when
insufficient information or inaccurate@inforation is obtained.

Transaction Testing

5. On the basis of a risk assessment, prior examination repofts, and a review of the
bank’s audit findings, sample CDD information forthigherarisk customers. Determine
whether the bank collects appropriate information and effectiwely incorporates this
information into the suspicious activity monitoring process. This sample can be
performed when testing the bank’s compliance with its poli€ies,grocedures, and
processes as well as when reviewing transactions or accounts for possible suspicious
activity.

6. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with CDD.

FFIEC BSA/AML Examination Manual 66 04/29/2010



Suspicious Activity Reporting — Overview

Suspicious Activity Reporting — Overview

Objective. Assess the bank’s policies, procedures, and processes, and overall
compliance with statutory and regulatory requirements for monitoring, detecting, and
reporting suspicious activities.

Suspicious activity reporting forms the cornerstone of the BSA reporting system. It is
critical to the United States’ ability to utilize financial information to combat terrorism,
terrorist financing, money laundering, and other financial crimes. Examiners and banks
should recognize that the quality of SAR content is critical to the adequacy and
effectiveness of the suspicious activity reporting system.

Within this systém, RinCEN and the federal banking agencies recognize that, as a
practical matfer,it.is not possible for a bank to detect and report all potentially illicit
transactions that flow thzéugh the bank. Examiners should focus on evaluating a bank’s
policies, procedures, afid processes to identify, evaluate, and report suspicious activity.
However, as part of the eXamination process, examiners should review individual SAR
filing decisions to determine thie effectiveness of the bank’s suspicious activity
identification, evaluation, afid réporting process. Banks, bank holding companies, and
their subsidiaries are required by federalstegulations™ to file a SAR with respect to:

¢ Criminal violations involving iisider abtise in any amount.
e Criminal violations aggregating $57000 oF mor® when a suspect can be identified.
e Criminal violations aggregating $25,00046r more regardless of a potential suspect.

e Transactions conducted or attempted by, at, or'throdgh the,bank (or an affiliate) and
aggregating $5,000 or more, if the bank or affilidgte knows, suspects, or has reason to
suspect that the transaction:

= May involve potential money laundering or other illégal a¢tivity (e.g., terrorism
financing).

» s designed to evade the BSA or its implementing regulations.>

= Has no business or apparent lawful purpose or is not the type of transaction that
the particular customer would normally be expected to engage in, and the bank
knows of no reasonable explanation for the transaction after examining the
available facts, including the background and possible purpose of the transaction.

33 Refer to 12 CFR 208.62, 211.5(k), 211.24(f), and 225.4(f) (Board of Governors of the Federal Reserve
System); 12 CFR 353 (Federal Deposit Insurance Corporation); 12 CFR 748 (National Credit Union
Administration); 12 CFR 21.11 (Office of the Comptroller of the Currency); 12 CFR 563.180 (Office of
Thrift Supervision) and 31 CFR 103.18 (FinCEN).

> Refer to Appendix G (“Structuring”) for additional guidance.
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A transaction includes a deposit; a withdrawal; a transfer between accounts; an exchange
of currency; an extension of credit; a purchase or sale of any stock, bond, certificate of
deposit, or other monetary instrument or investment security; or any other payment,
transfer, or delivery by, through, or to a bank.

Safe Harbor for Banks From Civil Liability for
Suspicious Activity Reporting

Federal law (31 USC 5318(g)(3)) provides protection from civil liability for all reports of
suspicious transactions made to appropriate authorities, including supporting
documentation, regardless of whether such reports are filed pursuant to the SAR
instructions. Speéifically, the law provides that a bank and its directors, officers,
employees, and agent§,that make a disclosure to the appropriate authorities of any
possible vielationtef law or regulation, including a disclosure in connection with the
preparation of SARs, “shallinot be liable to any person under any law or regulation of the
United States, any cofistitutiony law, or regulation of any State or political subdivision of
any State, or under‘any comntract.er other legally enforceable agreement (including any
arbitration agreement)jfor such diselosure or for any failure to provide notice of such
disclosure to the person who is the subject of such disclosure or any other person
identified in the disclosure.®{The'safedidtber applies to SARs filed within the required
reporting thresholds as well as to SARs filed voluntarily on any activity below the
threshold.

Systems to Identify, Researchgand Report
Suspicious Activity

Suspicious activity monitoring and reporting are criti€al internal controls. Proper
monitoring and reporting processes are essential to ensuringghat the bank has an
adequate and effective BSA compliance program. Apprépriatefpolicies, procedures, and
processes should be in place to monitor and identify unusual’activity. The sophistication
of monitoring systems should be dictated by the bank’s risk profile, with particular
emphasis on the composition of higher-risk products, services, custofners, entities, and
geographies. The bank should ensure adequate staff is assigned to'the identification,
research, and reporting of suspicious activities, taking into account theéwbank’s overall risk
profile and the volume of transactions. Monitoring systems typically include employee
identification or referrals, transaction-based (manual) systems, surveillance (automated)
systems, or any combination of these.

Generally, effective suspicious activity monitoring and reporting systems include four
key components (refer to Appendix S “Key Suspicious Activity Monitoring
Components™). The components, listed below, are interdependent, and an effective
suspicious activity monitoring and reporting process should include successful
implementation of each component. Breakdowns in any one or more of these
components may adversely affect SAR reporting and BSA compliance. The four key
components to an effective monitoring and reporting system are:
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e Identification or alert of unusual activity (which may include: employee
identification, law enforcement inquiries, other referrals, and transaction and
surveillance monitoring system output).

e Managing alerts.
e SAR decision making.
e SAR completion and filing.

These four components are present in banks of all sizes. However, the structure and
formality of the components may vary. Larger banks will typically have greater
differentiation andydistinction between functions, and may devote entire departments to
the completion®f each component. Smaller banks may use one or more employees to
complete seyeralitasks (e.g., review of monitoring reports, research activity, and
completion of the actualL SAR). Policies, procedures, and processes should describe the
steps the bank takes tefaddress,each component and indicate the person(s) or departments
responsible for identifyingor producing an alert of unusual activity, managing the alert,
deciding whether to file, and SAR €éempletion and filing.

Identification of Wnusual-Activity

Banks use a number of methods to'identify potentially suspicious activity, including but
not limited to activity identified by ‘@mployeesfduring day-to-day operations, law
enforcement inquiries, or requests, such asghosedypically seen in 314(a) and 314(b)
requests, transaction and surveillance monitoping System output, or any combination of
these.

Employee Identification

During the course of day-to-day operations, employees i@y ob§erveanusual or
potentially suspicious transaction activity. Banks should implement appropriate training,
policies, and procedures to ensure that personnel adhere to the,internalgroeesses for
identification and referral of potentially suspicious activity. Banks should beaware of all
methods of identification and should ensure that their suspicious aetivity menitoring
system includes processes to facilitate the transfer of internal referralsttesappropriate
personnel for further research.

Law Enforcement Inquiries and Requests

Banks should establish policies, procedures, and processes for identifying subjects of law
enforcement requests, monitoring the transaction activity of those subjects when
appropriate, identifying unusual or potentially suspicious activity related to those
subjects, and filing, as appropriate, SARs related to those subjects. Law enforcement
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inquiries and requests can include grand jury subpoenas, National Security Letters (NSL),
and section 314(a) requests.”

Mere receipt of any law enforcement inquiry does not, by itself, require the filing of a
SAR by the bank. Nonetheless, a law enforcement inquiry may be relevant to a bank’s
overall risk assessment of its customers and accounts. For example, the receipt of a
grand jury subpoena should cause a bank to review account activity for the relevant
customer.>® A bank should assess all of the information it knows about its customer,
including the receipt of a law enforcement inquiry, in accordance with its risk-based
BSA/AML compliance program.

The bank should determine whether a SAR should be filed based on all customer
information availdble. Due to the confidentiality of grand jury proceedings, if a bank
files a SAR aftér receiving a grand jury subpoena, law enforcement discourages banks
from including any,reference to the receipt or existence of the grand jury subpoena in the
SAR. Rather, the SAR should reference only those facts and activities that support a
finding of suspiciousdransactions identified by the bank.

National SecurityLetters

NSLs are written investigative démandssthat may be issued by the local Federal Bureau
of Investigation (FBI) and otherfederal governmental authorities in counterintelligence
and counterterrorism investigation$ to obtaift the following:

e Telephone and electronic communicatiehs re¢ords from telephone companies and
Internet service providers.”’

e Information from credit bureaus.*®
e Financial records from financial institutions.*

NSLs are highly confidential documents; for that reason, examimers will not review or
sample specific NSLs.® Pursuant to 12 USC 3414(a)(3) and (5)(D)yno bank, or officer,
employee or agent of the institution, can disclose to any persomjthat agoverament
authority or the FBI has sought or obtained access to records through a Right to Financial
Privacy Act NSL. Banks that receive NSLs must take appropriate measure$ to ensure the

>3 Refer to core overview section, “Information Sharing,” pages 97 to 102, for a discussion on section
314(a) requests.

% Bank Secrecy Act Advisory Group, “Section 5 — Issues and Guidance” The SAR Activity Review —
Trends, Tips & Issues, Issue 10, May 2006, pages 42 — 44, at www.fincen.gov.

37 Electronic Communications Privacy Act, 18 USC 2709.
*¥ Fair Credit Reporting Act, 15 USC 1681u.
%% Right to Financial Privacy Act of 1978, 12 USC 3401 et seq.

8 Refer to the Bank Secrecy Act Advisory Group, The SAR Activity Review — Trends, Tips & Issues, Issue
8, April 2005 for further information on NSLs which is available at www.fincen.gov..
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confidentiality of the letters and should have procedures in place for processing and
maintaining the confidentiality of NSLs.

If a bank files a SAR after receiving a NSL, the SAR should not contain any reference to
the receipt or existence of the NSL. The SAR should reference only those facts and
activities that support a finding of unusual or suspicious transactions identified by the
bank.

Questions regarding NSLs should be directed to the bank’s local FBI field office.
Contact information for the FBI field offices can be found at www.fbi.gov.

Transaction Monitoring (Manual Transaction Monitoring)

A transaction pionitosing system, sometimes referred to as a manual transaction
monitoring gystem, typically targets specific types of transactions (e.g., those involving
large amounts of )€ash, those to or from foreign geographies) and includes a manual
review of various repefts genetated by the bank’s MIS or vendor systems in order to
identify unusual activity. “Examples of MIS reports include currency activity reports,
funds transfer reports;unonetary instrument sales reports, large item reports, significant
balance change reports, andmonsufficient funds (NSF) reports. Many MIS or vendor
systems include filtering maodels for identification of potentially unusual activity. The
process may involve review of daily reports)reports that cover a period of time (e.g.,
rolling 30-day reports, monthly reports), or ‘@ combination of both types of reports. The
type and frequency of reviews and resulting téports used should be commensurate with
the bank’s BSA/AML risk profile and appropriately cover its higher-risk products,
services, customers, entities, and geographic docations,

MIS or vendor system-generated reports typicallyase adisctetionary dollar threshold.
Thresholds selected by management for the productign of transaction reports should
enable management to detect unusual activity. Uponjdentifi€atiofiof unusual activity,
assigned personnel should review CDD and other pertinéat inférmation to determine
whether the activity is suspicious. Management should periddically evaluate the
appropriateness of filtering criteria and thresholds used in theimonitoridg ptocess. Each
bank should evaluate and identify filtering criteria most appropriatedor theiribank. The
programming of the bank’s monitoring systems should be independently reytewed for
reasonable filtering criteria. Typical transaction monitoring reports arésas follows.

Currency activity reports. Most vendors offer reports that identify all currency activity
or currency activity greater than $10,000. These reports assist bankers with filing CTRs
and identifying suspicious currency activity. Most bank information service providers
offer currency activity reports that can filter transactions using various parameters, for
example:

e Currency activity including multiple transactions greater than $10,000.

e Currency activity (single and multiple transactions) below the $10,000 reporting
requirement (e.g., between $7,000 and $10,000).
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e Currency transactions involving multiple lower dollar transactions (e.g., $3,000) that
over a period of time (e.g., 15 days) aggregate to a substantial sum of money (e.g.,
$30,000).

e Currency transactions aggregated by customer name, tax identification number, or
customer information file number.

Such filtering reports, whether implemented through a purchased vendor software system
or through requests from information service providers, will significantly enhance a
bank’s ability to identify and evaluate unusual currency transactions.

Funds transfer records. The BSA requires banks to maintain records of funds transfer
in amounts of $3,000 and above. Periodic review of this information can assist banks in
identifying patterns of unusual activity. A periodic review of the funds transfer records
in banks with Towafunds transfer activity is usually sufficient to identify unusual activity.
For banks with more sigdificant funds transfer activity, use of spreadsheet or vendor
software is an efficieaf way toypreview funds transfer activity for unusual patterns. Most
vendor software sy§tems clude standard suspicious activity filter reports. These reports
typically focus on identifying ¢ertath higher-risk geographic locations and larger dollar
funds transfer transactions for individuals and businesses. Each bank should establish its
own filtering criteria for both individualssand businesses. Noncustomer funds transfer
transactions and payable upon proper identification (PUPID) transactions should be
reviewed for unusual activity. Activities identified during these reviews should be
subjected to additional research to cnsuse thatfidentified activity is consistent with the
stated account purpose and expected activify. When inconsistencies are identified, banks
may need to conduct a global relationship reyiew to detérmine if a SAR is warranted.

Monetary instrument records. Records for monétarydnstrament sales are required by
the BSA. Such records can assist the bank in identifyfing possible currency structuring
through the purchase of cashier’s checks, official bank checks, méney orders, or
traveler’s checks in amounts of $3,000 to $10,000. A periodigfreviewyof these records
can also help identify frequent purchasers of monetary instgiments,and cemmon payees.
Reviews for suspicious activity should encompass activity foran extendedperiod of time
(30, 60, 90 days) and should focus on, among other things, identificdtion of
commonalities, such as common payees and purchasers, or consecttively nimbered
purchased monetary instruments.

Surveillance Monitoring (Automated Account Monitoring)

A surveillance monitoring system, sometimes referred to as an automated account
monitoring system, can cover multiple types of transactions and use various rules to
identify potentially suspicious activity. In addition, many can adapt over time based on
historical activity, trends, or internal peer comparison. These systems typically use
computer programs, developed in-house or purchased from vendors, to identify
individual transactions, patterns of unusual activity, or deviations from expected activity.
These systems can capture a wide range of account activity, such as deposits,
withdrawals, funds transfers, automated clearing house (ACH) transactions, and
automated teller machine (ATM) transactions, directly from the bank’s core data
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processing system. Banks that are large, operate in many locations, or have a large
volume of higher-risk customers typically use surveillance monitoring systems.

Surveillance monitoring systems include rule-based and intelligent systems. Rule-based
systems detect unusual transactions that are outside of system-developed or management-
established “rules.” Such systems can consist of few or many rules, depending on the
complexity of the in-house or vendor product. These rules are applied using a series of
transaction filters or a rules engine. Rule-based systems are more sophisticated than the
basic manual system, which only filters on one rule (e.g., transaction greater than
$10,000). Rule-based systems can apply multiple rules, overlapping rules, and filters that
are more complex. For example, rule-based systems can initially apply a rule, or set of
criteria to all accounts within a bank (e.g., all retail customers), and then apply a more
refined set of criteéria to a subset of accounts or risk category of accounts (e.g., all retail
customers with'direct'deposits). Rule-based systems can also filter against individual
customer-aécount profiless

Intelligent systeras apéadaptive and can filter transactions, based on historical account
activity or comparéieustomer activity against a pre-established peer group or other
relevant data. Intelligeént systems réyiew transactions in context with other transactions
and the customer profile. In doing so, these systems increase their information database
on the customer, account type, categorys ogbusiness, as more transactions and data are
stored in the system.

Relative to surveillance monitoringyisystem capabilities and thresholds refer to the
parameters or filters used by banks in theigdnonitoring processes. Parameters and filters
should be reasonable and tailored to the activaty that theybank is trying to identify or
control. After parameters and filters have beéen developedgthey should be reviewed
before implementation to identify any gaps (commion mioneylaundering techniques or
frauds) that may not have been addressed. For example, a bank may discover that its
filter for cash structuring is triggered only by a daily €ash transaefion in excess of
$10,000. The bank may need to refine this filter in order to aydid missing potentially
suspicious activity because common cash structuring techniques often involve
transactions that are slightly under the CTR threshold. Once establishéd, the bank should
review and test system capabilities and thresholds on a periodic basis. This feview
should focus on specific parameters or filters in order to ensure thatintended information
is accurately captured and that the parameter or filter is appropriate forthe bank’s
particular risk profile.

Understanding the filtering criteria of a surveillance monitoring system is critical to
assessing the effectiveness of the system. System filtering criteria should be developed
through a review of specific higher-risk products and services, customers and entities,
and geographies. System filtering criteria, including specific profiles and rules, should be
based on what is reasonable and expected for each type of account. Monitoring accounts
purely based on historical activity can be misleading if the activity is not actually
consistent with similar types of accounts. For example, an account may have a historical
transaction activity that is substantially different from what would normally be expected
from that type of account (e.g., a check-cashing business that deposits large sums of
currency versus withdrawing currency to fund the cashing of checks).
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The authority to establish or change expected activity profiles should be clearly defined
and should generally require the approval of the BSA compliance officer or senior
management. Controls should ensure limited access to the monitoring system.
Management should document or be able to explain filtering criteria, thresholds used, and
how both are appropriate for the bank’s risks. Management should also periodically
review the filtering criteria and thresholds established to ensure that they are still
effective. In addition, the monitoring system’s programming methodology and
effectiveness should be independently validated to ensure that the models are detecting
potentially suspicious activity.

Managing Alerts

Alert management focuses on processes used to investigate and evaluate identified
unusual activity:yBanks should be aware of all methods of identification and should
ensure that their suspiciou$,activity monitoring program includes processes to evaluate
any unusual activity idéntified, regardless of the method of identification. Banks should
have policies, procedureshand processes in place for referring unusual activity from all
areas of the bank or business lidies'te the personnel or department responsible for
evaluating unusual activity g Within those procedures, management should establish a
clear and defined escalationprocess from the point of initial detection to disposition of
the investigation.

The bank should assign adequate staff to the idéntification, evaluation, and reporting of
potentially suspicious activities, takingfinto decoumit the bank’s overall risk profile and the
volume of transactions. Additionally, a bank should ensure that the assigned staff
possess the requisite experience levels and af€ provided with comprehensive and ongoing
training to maintain their expertise. Staff should/alse begroxided with sufficient internal
and external tools to allow them to properly research detivitiesiand formulate
conclusions.

Internal research tools include, but are not limited to, access 16 agcounbsystems and
account information, including CDD and EDD informatiorf, CDD%nd EBD information
will assist banks in evaluating if the unusual activity is considesed suspicious. For
additional information, refer to the core overview section, “Customer Due Diligence,”
pages 63 to 65. External research tools may include widely availablglntesfict media
search tools, as well those accessible by subscription. After thorough research and
analysis, investigators should document conclusions including any recommendation
regarding whether or not to file a SAR.

When multiple departments are responsible for researching unusual activities (i.e., the
BSA department researches BSA-related activity and the Fraud department researches
fraud-related activity), the lines of communication between the departments must remain
open. This allows banks with bifurcated processes to gain efficiencies by sharing
information, reducing redundancies, and ensuring all suspicious activity is identified,
evaluated, and reported.

If applicable, reviewing and understanding suspicious activity monitoring across the
organizations’ affiliates, subsidiaries, and business lines may enhance a banking
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organization’s ability to detect suspicious activity, and thus minimize the potential for
financial losses, increased legal or compliance expenses, and reputational risk to the
organization. Refer to the expanded overview section, “BSA/AML Compliance Program
Structures,” pages 160 to 165, for further guidance.

Identifying Underlying Crime

Banks are required to report suspicious activity that may involve money laundering, BSA
violations, terrorist financing,®" and certain other crimes above prescribed dollar
thresholds. However, banks are not obligated to investigate or confirm the underlying
crime (e.g., terrorist financing, money laundering, tax evasion, identity theft, and various
types of fraud). Investigation is the responsibility of law enforcement. When evaluating
suspicious activify and completing the SAR, banks should, to the best of their ability,
identify the chiaracteristics of the suspicious activity. Part III, section 35, of the SAR
provides 20°diffetentichagacteristics of suspicious activity. Although an “Other” category
is available, the use of this category should be limited to situations that cannot be broadly
identified withinthe20 €haracteristics provided.

SAR Decision'Making

After thorough research and“amalysisfhas been completed, findings are typically
forwarded to a final decision makef (individual or committee). The bank should have
policies, procedures, and processes for referringunusual activity from all business lines
to the personnel or department responsible for evaluating unusual activity. Within those
procedures, management should establishfa clear and defined escalation process from the
point of initial detection to disposition of the/tnvestigation,

The decision maker, whether an individual or committée, should have the authority to
make the final SAR filing decision. When the bankfuses a committee, there should be a
clearly defined process to resolve differences of opinion,onffiling décisions. Banks
should document SAR decisions, including the specific reasoft for filing or not filing a
SAR. Thorough documentation provides a record of the SAR decision-making process,
including final decisions not to file a SAR. However, due to the variefy of systems used
to identify, track, and report suspicious activity, as well as the factghat eachSuspicious
activity reporting decision will be based on unique facts and circumstances, no single
form of documentation is required when a bank decides not to file.”

The decision to file a SAR is an inherently subjective judgment. Examiners should focus
on whether the bank has an effective SAR decision-making process, not individual SAR

%1 If a bank knows, suspects, or has reason to suspect that a customer may be linked to terrorist activity
against the United States, the bank should immediately call FinCEN’s Financial Institutions Terrorist
Hotline at the toll-free number: 866-556-3974. Similarly, if any other suspected violation — such as an
ongoing money laundering scheme — requires immediate attention, the bank should notify the appropriate
federal banking and law enforcement agencies. In either case, the bank must also file a SAR.

62 Bank Secrecy Act Advisory Group, “Section 4 — Tips on SAR Form Preparation & Filing,” The SAR
Activity Review — Trends, Tips & Issues, Issue 10, May 2006, page 38, at www.fincen.gov.

FFIEC BSA/AML Examination Manual 75 04/29/2010


http://www.fincen.gov/

Suspicious Activity Reporting — Overview

decisions. Examiners may review individual SAR decisions as a means to test the
effectiveness of the SAR monitoring, reporting, and decision-making process. In those
instances where the bank has an established SAR decision-making process, has followed
existing policies, procedures, and processes, and has determined not to file a SAR, the
bank should not be criticized for the failure to file a SAR unless the failure is significant
or accompanied by evidence of bad faith.®

SAR Filing on Continuing Activity

One purpose of filing SARs is to identify violations or potential violations of law to the
appropriate law enforcement authorities for criminal investigation. This objective is
accomplished by the filing of a SAR that identifies the activity of concern. If this activity
continues over afpetriod of time, such information should be made known to law
enforcement andythe féderal banking agencies. FinCEN’s guidelines suggest that banks
should repdrt contiming suspicious activity by filing a report at least every 90 days.*
This practice will notifyf Tawienforcement of the continuing nature of the activity in
aggregate. In addition, this practice will remind the bank that it should continue to
review the suspiciougactivity te#determine whether other actions may be appropriate,
such as bank management deterinining that it is necessary to terminate a relationship with
the customer or employee that isithe subject of the filing.

Banks should be aware that law enforcement may have an interest in ensuring that certain
accounts remain open notwithstanding suspicious or potential criminal activity in
connection with those accounts. If allawbenforcement agency requests that a bank
maintain a particular account, the bank should ask'for a written request. The written
request should indicate that the agency has requested thiat the bank maintain the account
and the purpose and duration of the request. Ultimately,she,decision to maintain or close
an account should be made by a bank in accordanee with its Own standards and
guidelines.®

The bank should develop policies, procedures, and processesdfidicating when to escalate
issues or problems identified as the result of repeat SAR filings omaccounts. The
procedures should include:

e Review by senior management and legal staff (e.g., BSA compliance officer or SAR
committee).

e Criteria for when analysis of the overall customer relationship is necessary.

e C(riteria for whether and, if so, when to close the account.

6 Refer to Interagency Enforcement Statement (Appendix R) for additional information.

% Bank Secrecy Act Advisory Group, “Section 5 — Issues and Guidance,” The SAR Activity Review —
Trends, Tips & Issues, Issue 1, October 2000, page 27 at www.fincen.gov.

% Refer to Requests by Law Enforcement for Financial Institutions to Maintain Accounts, June 13, 2007, at
www.fincen.gov.
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e Criteria for when to notify law enforcement, if appropriate.

SAR Completion and Filing

SAR completion and filing are a critical part of the SAR monitoring and reporting
process. Appropriate policies, procedures, and processes should be in place to ensure
SAR forms are filed in a timely manner, are complete and accurate, and that the narrative
provides a sufficient description of the activity reported as well as the basis for filing.
Beginning on September 12, 2009, banks that file SARs electronically can receive from
FinCEN a Document Control Number as an acknowledgement of receipt for a submitted
SAR.%

Timing of aSAR Filing

The SAR riles require that a SAR be filed no later than 30 calendar days from the date of
the initial detection of facts‘that may constitute a basis for filing a SAR. If no suspect can
be identified, the'tim@ pesiod for filing a SAR is extended to 60 days. Organizations may
need to review transagtion or agédunt activity for a customer to determine whether to file
a SAR. The need for a'teview '0f customer activity or transactions does not necessarily
indicate a need to file a SAR. The time period for filing a SAR starts when the
organization, during its reviewget be¢ause of other factors, knows or has reason to suspect
that the activity or transactions under review meet one or more of the definitions of
suspicious activity.®’

The phrase “initial detection” should not b€ intefptreted as meaning the moment a
transaction is highlighted for review. Theredre a/variefy of legitimate transactions that
could raise a red flag simply because they are inconsistenf with an accountholder’s
normal account activity. For example, a real estate inyestment (purchase or sale), the
receipt of an inheritance, or a gift, may cause an acéount to have a,significant credit or
debit that would be inconsistent with typical account aetivaty. The bank’s automated
account monitoring system or initial discovery of informatiom, Sich assystem-generated
reports, may flag the transaction; however, this should not be,consideredfinitial detection
of potential suspicious activity. The 30-day (or 60-day) periodidoes 0t begin until an
appropriate review is conducted and a determination is made that the transagtion under
review is “suspicious” within the meaning of the SAR regulation.®®

Whenever possible, an expeditious review of the transaction or the account is
recommended and can be of significant assistance to law enforcement. In any event, the

% Refer to http://fincen.gov/whatsnew/htm1/20090826.html for additional information.

%7 Bank Secrecy Act Advisory Group, “Section 5 — Issues and Guidance,” The SAR Activity Review —
Trends, Tips & Issues, Issue 1, October 2000, page 27, at www.fincen.gov.

5 Bank Secrecy Act Advisory Group, “Section 5 — Issues and Guidance,” The SAR Activity Review —
Trends, Tips & Issues, Issue 10, May 2006, page 44, at www.fincen.gov. For examples of when the date of
initial detection occurs, refer to SAR Activity Review — Trends, Tips, and Issues, Issue 14, October 2008,

page 38 at www.fincen.gov.
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review should be completed in a reasonable period of time. What constitutes a
“reasonable period of time” will vary according to the facts and circumstances of the
particular matter being reviewed and the effectiveness of the SAR monitoring, reporting,
and decision-making process of each bank. The key factor is that a bank has established
adequate procedures for reviewing and assessing facts and circumstances identified as
potentially suspicious, and that those procedures are documented and followed.®

For situations requiring immediate attention, in addition to filing a timely SAR, a bank
must immediately notify, by telephone, an “appropriate law enforcement authority” and,
as necessary, the bank’s primary regulator. For this initial notification, an “appropriate
law enforcement authority” would generally be the local office of the IRS Criminal
Investigation Division or the FBI. Notifying law enforcement of a suspicious activity
does not relieved'bank of its obligation to file a SAR.”

SAR Quality

Banks are required toffile, SARMforms that are complete, thorough, and timely. Banks
should include all known sebjectzinformation on the SAR form. The importance of the
accuracy of this information cannot'be overstated. Inaccurate information on the SAR
form, or an incomplete or disorganized narrative, may make further analysis difficult, if
not impossible. However, there maybéTegitimate reasons why certain information may
not be provided in a SAR, such as when thefiler does not have the information. A
thorough and complete narrative may make thedifference in determining whether the
described conduct and its possible crimifial pdturcsare clearly understood by law
enforcement. Because the SAR narrativegectioft 1§ the only area summarizing suspicious
activity, the section, as stated on the SAR forim, is “critical.” Thus, a failure to adequately
describe the factors making a transaction or activityg@uspi€ious undermines the purpose of
the SAR.

By their nature, SAR narratives are subjective, and eXaminefs gefietally should not
criticize the bank’s interpretation of the facts. Nevertheless, banks should ensure that
SAR narratives are complete, thoroughly describe the extentand nature of the suspicious
activity, and are included within the SAR form (no attachments,to thediarrative section
can be stored in the BSA-reporting database). More specific guidadee is available in
Appendix L (“SAR Quality Guidance”) to assist banks in writing, and assist'examiners in
evaluating, SAR narratives. In addition, comprehensive guidance is available from
FinCEN (e.g., “Guidance on Preparing a Complete & Sufficient Suspicious Activity
Report Narrative,” November 2003, and “Suggestions for Addressing Common Errors
Noted in Suspicious Activity Reporting,” October 2007) at
www.fincen.gov/news_room/rp/sar_guidance.html.

4.

" For suspicious activity related to terrorist activity, institutions may also call FinCEN’s Financial
Institution’s terrorist hotline at the toll-free number 866-556-3974 (7 days a week, 24 hours a day) to
further facilitate the immediate transmittal of relevant information to the appropriate authorities.
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Notifying Board of Directors of SAR Filings

Banks are required by the SAR regulations of their federal banking agency to notify the
board of directors or an appropriate board committee that SARs have been filed.
However, the regulations do not mandate a particular notification format and banks
should have flexibility in structuring their format. Therefore, banks may, but are not
required to, provide actual copies of SARs to the board of directors or a board committee.
Alternatively, banks may opt to provide summaries, tables of SARs filed for specific
violation types, or other forms of notification. Regardless of the notification format used
by the bank, management should provide sufficient information on its SAR filings to the
board of directors or an appropriate committee in order to fulfill its fiduciary duties.”

SAR Record Retention and Supporting Documentation

Banks must'retain €éepiesof SARs and supporting documentation for five years from the
date of filing the/SAR #Additionally, banks must provide all documentation supporting
the filing of a SAR dponiequest by FinCEN or an appropriate law enforcement or federal
banking agency. “Supporting dé€amentation” refers to all documents or records that
assisted a bank in making the détermination that certain activity required a SAR filing.
No legal process is required for disclosure of supporting documentation to FinCEN or an
appropriate law enforcement'oifedefal banking agency.”

Prohibition of SAR Disclasure

No bank, and no director, officer, employée, om@agent of a bank that reports a suspicious
transaction may notify any person involved ft the'frangaction that the transaction has
been reported. Thus, any person subpoenaed or othérwisé requested to disclose a SAR or
the information contained in a SAR, except wheftv'sucli'disclosure is requested by FinCEN
or an appropriate law enforcement” or federal banking agengy, shall decline to produce

' As noted in the Bank Secrecy Act Advisory Group’s The SAR Activity:Review®— Trefidls, Tips & Issues,
Issue 2, June 2001, “In the rare instance when suspicious activity is relatede an individualiin the
organization, such as the president or one of the members of the board of directorS; the established policy
that would require notification of a SAR filing to such an individual should not be,followed.” Deviations to
established policies and procedures so as to avoid notification of a SAR filing to a subject of the SAR
should be documented and appropriate uninvolved senior organizational personnel should be so advised.”

Refer to www.fincen.gov.
72 Refer to Suspicious Activity Report Supporting Documentation, June 13, 2007, at www.fincen.gov.

3 Examples of agencies to which a SAR or the information contained therein could be provided include:
the criminal investigative services of the armed forces; the Bureau of Alcohol, Tobacco, and Firearms; an
attorney general, district attorney, or state’s attorney at the state or local level; the Drug Enforcement
Administration; the Federal Bureau of Investigation; the Internal Revenue Service or tax enforcement
agencies at the state level; the Office of Foreign Assets Control; a state or local police department; a United
States Attorney’s Office; Immigration and Customs Enforcement; the U.S. Postal Inspection Service; and
the U.S. Secret Service. For additional information, refer to Bank Secrecy Act Advisory Group, “Section
5—Issues and Guidance,” The SAR Activity Review—Trends, Tips & Issues, Issue 9, October 2005, page 44

at www.fincen.gov.
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the SAR or to provide any information that would disclose that a SAR has been prepared
or filed, citing 31 CFR 103.18(e) and 31 USC 5318(g)(2). FinCEN and the bank’s
federal banking agency should be notified of any such request and of the bank’s response.
Furthermore, FiInCEN and the federal banking agencies take the position that banks’
internal controls for the filing of SARs should minimize the risks of disclosure.

Sharing SARs With Head Offices and Controlling Companies

Interagency guidance clarifies that banking organizations may share SARs with head
offices and controlling companies, whether located in the United States or abroad.”™ A
controlling company as defined in the guidance includes:

¢ A bank holdiigicompany (BHC), as defined in section 2 of the BHC Act.

e A savings andioan holding company, as defined in section 10(a) of the Home
Owners’ Loan Act.

e A company having théypower, directly or indirectly, to direct the management
policies of an industrial loat company or a parent company or to vote 25 percent or
more of any class ofvofing'shares of an industrial loan company or parent company.

The guidance confirms that:

e A U.S. branch or agency of a foreign bank afiay share a SAR with its head office
outside the United States.

e A U.S. bank may share a SAR with contwélling comipanies whether domestic or
foreign.

Banks should maintain appropriate arrangements togrotect the confidentiality of SARs.
The guidance does not address whether a bank may share aSARgwith an affiliate other
than a controlling company or head office. However, in ordesfto, manage risk across an
organization, banks that file a SAR may disclose to entities@withinjits organization the
information underlying a SAR filing.

™ Interagency Guidance on Sharing Suspicious Activity Reports with Head Offices and Controlling
Companies, issued by Financial Crimes Enforcement Network, Board of Governors of the Federal Reserve
System, Federal Deposit Insurance Corporation, Office of the Comptroller of the Currency, and Office of
Thrift Supervision, January 20, 2006.

FFIEC BSA/AML Examination Manual 80 04/29/2010



Suspicious Activity Reporting — Examination Procedures

Examination Procedures
Suspicious Activity Reporting

Objective. Assess the bank’s policies, procedures, and processes, and overall
compliance with statutory and regulatory requirements for monitoring, detecting, and
reporting suspicious activities.

Initially, examiners may elect to “map out” the process the bank follows to monitor for,
identify, research, and report suspicious activities. Once the examiner has an
understanding of the process, the examiner should follow an alert through the entire
process.

Identification’of,Unusual Activity

1. Review the bankés peliciesy procedures, and processes for identifying, researching,
and reporting suspiciots activity. Determine whether they include the following:

* Lines of communication forhe referral of unusual activity to appropriate
personnel.

= Designation of individual(s) responsible for identifying, researching, and
reporting suspicious activities,

* Monitoring systems used to identify un@isual activity.

* Procedures for reviewing and evaluating thedransdction activity of subjects
included in law enforcement requests (e.g., grafid jury'subpoenas, section 314(a)
requests, or National Security Letters (NSLJ) for suspi€ious activity. NSLs are
highly confidential documents; as such, examinersgwill 70t Teyview or sample
specific NSLs. Instead, examiners should evaluate thépeliciesyprocedures, and
processes for:

Responding to NSLs.

— Evaluating the account of the target for suspicious activity.
— Filing SARs, if necessary.

— Handling account closures.

2. Review the bank’s monitoring systems and how the system(s) fits into the bank’s
overall suspicious activity monitoring and reporting process. Complete the
appropriate examination procedures that follow. When evaluating the
effectiveness of the bank’s monitoring systems, examiners should consider the
bank’s overall risk profile (higher-risk products, services, customers, entities, and
geographic locations), volume of transactions, and adequacy of staffing.
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Transaction (Manual Transaction) Monitoring

3.

Review the bank’s transaction monitoring reports. Determine whether the reports
capture all areas that pose money laundering and terrorist financing risks. Examples
of these reports include: currency activity reports, funds transfer reports, monetary
instrument sales reports, large item reports, significant balance change reports,
nonsufficient funds (NSF) reports, and nonresident alien (NRA) reports.

Determine whether the bank’s transaction monitoring systems use reasonable filtering
criteria whose programming has been independently verified. Determine whether the
monitoring systems generate accurate reports at a reasonable frequency.

Surveillanced(Automated Account) Monitoring

5.

Identifyéthe typesof customers, products, and services that are included within the
surveillance monitofingisystem.

Identify the system’s methodology for establishing and applying expected activity or
profile filtering criteria and for generating monitoring reports. Determine whether the
system’s filtering critegia areireasonable.

Determine whether the prégfaming ofithe methodology has been independently
validated.

Determine that controls ensure limited ageess£0 the monitoring system and sufficient
oversight of assumption changes.

Managing Alerts

9.

10.

11.

12.

13.

Determine whether the bank has policies, procedures, and proeesses to ensure the
timely generation of, review of, and response to repestsused to identify unusual
activities.

Determine whether policies, procedures, and processes require appropriate research
when monitoring reports identify unusual activity.

Evaluate the bank’s policies, procedures, and processes for referringunusual activity
from all business lines to the personnel or department responsible for evaluating
unusual activity. The process should ensure that all applicable information (e.g.,
criminal subpoenas, NSLs, and section 314(a) requests) is effectively evaluated.

Verify that staffing levels are sufficient to review reports and alerts and investigate
items, and that staff possess the requisite experience level and proper investigatory
tools. The volume of system alerts and investigations should not be tailored solely to
meet existing staffing levels.

Determine whether the bank’s SAR decision process appropriately considers all
available CDD and EDD information.
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SAR Decision Making

14. Determine whether the bank’s policies, procedures, and processes include procedures
for:

= Documenting decisions not to file a SAR.
= Escalating issues identified as the result of repeat SAR filings on accounts.

= Considering closing accounts as a result of continuous suspicious activity.

SAR Completion and Filing

15. Determinegvhether the bank’s policies, procedures, and processes provide for:
= Completing, filinghand retaining SARs and their supporting documentation.

=  Reporting SARste theboard of directors, or a committee thereof, and informing
senior management:

= Sharing SARs with'head @ffices and controlling companies, as necessary

Transaction Testing

Transaction testing of suspicious activitypmomitoring systems and reporting processes is
intended to determine whether the bank’sgolici€s; procedures, and processes are
adequate and effectively implemented. Examiiners sho@ld document the factors they used
to select samples and should maintain a list of th¢ ageountsisampled. The size and the
sample should be based on the following:

=  Weaknesses in the account monitoring systems.

» The bank’s overall BSA/AML risk profile (e.g., number and type of higher-risk
products, services, customers, entities, and geographies).

* Quality and extent of review by audit or independent partie§.

= Prior examination findings.

= Recent mergers, acquisitions, or other significant organizational changes.
= Conclusions or questions from the review of the bank’s SARs.

Refer to Appendix O (“Examiner Tools for Transaction Testing”) for additional
guidance.

16. On the basis of a risk assessment, prior examination reports, and a review of the
bank’s audit findings, sample specific customer accounts to review the following:

= Suspicious activity monitoring reports.
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17.

18.

19.

20.

21.
22.

=  CTR download information.

= Higher-risk banking operations (products, services, customers, entities, and
geographies).

= Customer activity.

= Subpoenas received by the bank.

= Decisions not to file a SAR.

For the customers selected previously, obtain the following information, if applicable:
= CIP and ageount-opening documentation.

= CDDddocumentation.

= Two to three monthsief account statements covering the total customer
relationship and ‘showing all transactions.

= Sample items posted againstithe account (e.g., copies of checks deposited and
written, debit or credit tickets, and funds transfer beneficiaries and originators).

= Other relevant informatton,&uch as lean files and correspondence.

Review the selected accounts fox unusual activity. If the examiner identifies unusual
activity, review customer information for indi€ations that the activity is typical for the
customer (i.e., the sort of activity in whichdthe customer is normally expected to
engage). When reviewing for unusual a€tivity, ceftsider the following:

» For individual customers, whether the activityds consistent with CDD information
(e.g., occupation, expected account activity,‘and sourges of.funds and wealth).

» For business customers, whether the activity is consistentwith®€DD information
(e.g., type of business, size, location, and target mafket).

Determine whether the transaction or surveillance suspicious agivity monitoring
system detected the activity that the examiner identified as unusual.

For transactions identified as unusual, discuss the transactions with management.
Determine whether the account officer demonstrates knowledge of the customer and
the unusual transactions. After examining the available facts, determine whether
management knows of a reasonable explanation for the transactions.

Determine whether the bank has failed to identify any reportable suspicious activity.

From the results of the sample, determine whether the transaction or surveillance
suspicious activity monitoring system effectively detects unusual or suspicious
activity. Identify the underlying cause of any deficiencies in the monitoring systems
(e.g., inappropriate filters, insufficient risk assessment, or inadequate decision
making).
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23. On the basis of a risk assessment, prior examination reports, and a review of the
bank’s audit findings, select a sample of management’s research decisions to
determine the following:

24.

25.

Whether management decisions to file or not file a SAR are supported and
reasonable.

Whether documentation is adequate.

Whether the decision process is completed and SARs are filed in a timely manner.

On the basis of a risk assessment, prior examination reports, and a review of the
bank’s audit findings, sample the SARs downloaded from the BSA reporting database
or the bank’s'internal SAR records. Review the quality of SAR content to assess the
following

SARs contain ageurate information.

SAR narratives arejgomplete and thorough, and clearly explain why the activity is
suspicious.

If SAR narratives from the BS Agteporting database are blank or contain language,
such as “see attached,™ensufe that the bank is not mailing attachments to the IRS
Enterprise Computing Centeér — Detroit (formerly the Detroit Computing
Center).”

On the basis of examination procedusgs completed, including transaction testing,
form a conclusion about the ability of palicies, pre€edures, and processes to meet
regulatory requirements associated with monitefingdctecting, and reporting
suspicious activity.

> The IRS Enterprise Computing Center — Detroit’s toll-free number is 800-800£2877.
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Currency Transaction Reporting —
Overview

Objective. Assess the bank’s compliance with statutory and regulatory requirements for
the reporting of large currency transactions.

A bank must file a Currency Transaction Report (CTR) (FinCEN Form 104) for each
transaction in currency’ (deposit, withdrawal, exchange, or other payment or transfer) of
more than $10,000 by, through, or to the bank. Certain types of currency transactions
need not be reported, such as those involving “exempt persons,” a group which can
include retail or commercial customers meeting specific criteria for exemption. Refer to
the core overviéw scetion, “Currency Transaction Reporting Exemptions,” pages 90 to
94, for furthér guidance.

Aggregatian of Cukrency Transactions

Multiple currency transactions(totaling more than $10,000 during any one business day
are treated as a single transaction, if the bank has knowledge that they are by or on behalf
of the same person. Transaetion$ throughout the bank should be aggregated when
determining multiple transactions. Aypes oficurrency transactions subject to reporting
requirements individually or by aggregationtinclude, but are not limited to, denomination
exchanges, individual retirement acéeunts (IRA), loan payments, automated teller
machine (ATM) transactions, purchases oféeertificates of deposit, deposits and
withdrawals, funds transfers paid for in curres€y, @and menetary instrument purchases.
Banks are strongly encouraged to develop systems nécessdry to aggregate currency
transactions throughout the bank. Management shouldénsure,that an adequate system is
implemented that will appropriately report currencygransactions subject to the BSA
requirement.

Filing Time Frames and
Record Retention Requirements

A completed CTR must be filed with FinCEN within 15 days after theydaté of the
transaction (25 days if filed electronically). The bank must retain copies of CTRs for five
years from the date of the report (31 CFR 103.27(a)(3)).

CTR Backfiling

If a bank has failed to file CTRs on reportable transactions, the bank should begin filing
CTRs and should contact the IRS Enterprise Computing Center — Detroit (formerly the

7® Currency is defined as coin and paper money of the United States or any other country as long as it is
customarily accepted as money in the country of issue.
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Detroit Computing Center)”’ to request a determination on whether the backfiling of
unreported transactions is necessary.

7 The IRS Enterprise Computing Center — Detroit’s toll-free number is 800-800-2877.

Q
//DO
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Examination Procedures

Currency Transaction Reporting

Objective. Assess the bank’s compliance with statutory and regulatory requirements for
the reporting of large currency transactions.

1.

Determine whether the bank’s policies, procedures, and processes adequately address
the preparation, filing, and retention of CTRs (FinCEN Form 104).

Review correspondence that the bank has received from the IRS Enterprise
Computing Center — Detroit (formerly the Detroit Computing Center) relating to
incorrect orfincomplete CTRs (errors). Determine whether management has taken
correctiye action,when necessary.

Review the currenéy transaction system (e.g., how the bank identifies transactions
applicable for tie filing of a CTR). Determine whether the bank aggregates all or
some currency transactions'within the bank. Determine whether the bank aggregates
transactions by taxpayefyidentification number (TIN), individual taxpayer
identification number (ITIN); empleyer identification number (EIN), or customer
information file (CIF) number. Also, evaluate how CTRs are filed on customers with
missing TINs or EINs.

Transaction Testing

4,

On the basis of a risk assessment, prior &amination reports, and a review of the
bank’s audit findings, select a sample of filed @1 Rsd(hard,copy or from computer-
generated filings) to determine whether:

= (CTRs are completed in accordance with FinCENuifistruétionsy

= (CTRs are filed for large currency transactions identified bytelles§®cash proof
sheets, automated large currency transaction systems, ogothenftypes of
aggregation systems that cover all relevant areas of the bank, unless an exemption
exists for the customer.

= CTRs are filed accurately and completely within 15 calendar days after the date of
the transaction (25 days if filed electronically).

= The bank’s independent testing confirms the integrity and accuracy of the MIS
used for aggregating currency transactions. If not, the examiner should confirm
the integrity and accuracy of the MIS. The examiner’s review should confirm that
tellers do not have the capability to override currency aggregation systems.

= Discrepancies exist between the bank’s records of CTRs and the CTRs reflected
in the download from the BSA reporting database.

FFIEC BSA/AML Examination Manual 88 04/29/2010



Currency Transaction Reporting — Examination Procedures

= The bank retains copies of CTRs for five years from the date of the report (31
CFR 103.27(a)(3)).

5. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the ability of policies, procedures, and processes to meet
regulatory requirements associated with currency transaction reporting.

Q
//I/O
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Currency Transaction Reporting Exemptions
— Overview

Objective. Assess the bank’s compliance with statutory and regulatory requirements for
exemptions from the currency transaction reporting requirements.

U.S. Treasury regulations have historically recognized that the routine reporting of some
types of large currency transactions does not necessarily aid law enforcement authorities
and may place unreasonable burdens on banks. Consequently, a bank may exempt
certain types of customers from currency transaction reporting.

The Money Laufideting Suppression Act of 1994 (MLSA) established a two-phase
exemption process. Under Phase I exemptions, transactions in currency by banks,
governmental deparfment§jor agencies, and listed public companies and their subsidiaries
are exempt from/reporting. WUnder Phase Il exemptions, transactions in currency by
smaller businesses ghat meet specific criteria laid out in FinCEN’s regulations may be
exempted from reporting.

On December 5, 2008, FinCEN 1$sued amendments to the rules governing CTR
exemptions.”™ The amendments,a@meofig other things, removed the initial designation and
annual review requirements for certain Phase I customers, the biennial filing requirement
for Phase I exempt customers, and eliminatedhe waiting period for exempting
otherwise eligible Phase II customers®¥y adepting@ risk-based approach to exempting
those customers. The following discussieft reflécts the updated regulatory requirements.

Phase | CTR Exemptions (31 CFR 203.22(d)(2)(i)—(v))

FinCEN’s rule identifies five categories of Phase I é&xempt persons:

e A bank, to the extent of its domestic operations.

e A federal, state, or local government agency or departmenty

e Any entity exercising governmental authority within the UnitediStates.

e Any entity (other than a bank) whose common stock or analogous equity interests are
listed on the New York Stock Exchange or the American Stock Exchange or have
been designated as a NASDAQ National Market Security listed on the NASDAQ
Stock Market (with some exceptions).

e Any subsidiary (other than a bank) of any “listed entity” that is organized under U.S.
law and at least 51 percent of whose common stock or analogous equity interest is
owned by the listed entity.

8 Refer to 73 Fed. Reg. 74010 (December 5, 2008).

FFIEC BSA/AML Examination Manual 90 04/29/2010



Currency Transaction Reporting Exemptions — Overview

Filing Time Frames

Banks must file a one-time Designation of Exempt Person form (FinCEN Form 110) to
exempt each eligible listed public company or eligible subsidiary from currency
transaction reporting. The form must be filed with the IRS within 30 days after the first
transaction in currency that the bank wishes to exempt.

Banks do not need to file a Designation of Exempt Person form for Phase I-eligible
customers that are banks, federal, state, or local governments, or entities exercising
governmental authority. Nevertheless, a bank should take the same steps to assure itself
of a customer’s initial eligibility for exemption, and document the basis for the
conclusion, that a reasonable and prudent bank would take to protect itself from loan or
other fraud or 108 based on misidentification of a person’s status. Exemption of a Phase
I entity covers'all transactions in currency with the exempted entity, not only transactions
in currency‘conducted threugh an account.

Annual Review

The information suppotting each designation of a Phase I-exempt listed public company
or subsidiary must be reviewed and verified by the bank at least once per year. Annual
reports, stock quotes from newspapess; orother information, such as electronic media
could be used to document the review. Banks do not need to confirm the continued
exemption eligibility of Phase I customers thatdre banks, government agencies, or
entities exercising governmental authority .

Phase Il CTR Exemptions
(31 CFR 103.22(d)(2) (vi)—(vii))

A business that does not fall into any of the Phase I categori€s magystill be exempted
under the Phase II exemptions if it qualifies as either a “non-listed business” or as a
“payroll customer.”

Non-Listed Businesses

A “non-listed business” is defined as a commercial enterprise to the extent of its domestic
operations and only with respect to transactions conducted through its exemptible
accounts and that: (i) has maintained a transaction account at the exempting bank for at
least two months or prior to the passing of two months’ time if the bank undertakes a
risk-based analysis of that customer that allows it to form and document a reasonable
belief that the customer has a legitimate business purpose for conducting frequent large
currency transactions; (ii) frequently” engages in transactions in currency with the bank
in excess of $10,000; and (iii) is incorporated or organized under the laws of the United

" FinCEN has noted that, for purposes of 31 CFR 103.22(d)(2)(vi)(B): “[Banks] may designate an
otherwise eligible customer for Phase II exemption after the customer has within a year conducted five or
more reportable cash transactions.” Refer to 73 Fed. Reg. 74010, 74014 (December 5, 2008).
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States or a state, or is registered as and eligible to do business within the United States or
a state.

Ineligible Businesses

Certain businesses are ineligible for treatment as an exempt non-listed business (31 CFR
103.22(d)(5)(viii)). An ineligible business is defined as a business engaged primarily in
one or more of the following specified activities:

e Serving as a financial institution or as agents for a financial institution of any type.

e Purchasing or selling motor vehicles of any kind, vessels, aircraft, farm equipment, or
mobile homes(

e Practicing law, accounting, or medicine.

e Auctioning of goods:

e Chartering or opetation’of ships, buses, or aircraft.
e Operating a pawn brokerage,

¢ Engaging in gaming of any kKind (other than licensed pari-mutuel betting at race
tracks).

e Engaging in investment advisory servigés ordnvestment banking services.

e Operating a real estate brokerage.

e Operating in title insurance activities and real’estate closings.

e Engaging in trade union activities.

¢ Engaging in any other activity that may, from time to tifiie, be'specified by FinCEN.

A business that engages in multiple business activities may qualify for an exemption as a
non-listed business as long as no more than 50 percent of its gross tevenuesfper year® are
derived from one or more of the ineligible business activities listed in‘th&'rule.

A bank must consider and maintain materials and other supporting information that allow
it to substantiate that the decision to exempt the customer from currency transaction

% Questions often arise in determining the “gross revenue” of gaming activities, such as lottery sales.
FinCEN has ruled that for the purpose of determining if a business derives more than 50 percent of its gross
revenue from gaming, the term gross revenue is intended to encompass the amount of money that a
business actually earns from a particular activity, rather than the sales volume of such activity conducted by
the business. For example, if a business engages in lottery sales, the “gross revenue” from this activity
would be the amount of money that the business actually earns from lottery sales, rather than the amount of
money that the business takes in on behalf of the state lottery system. Refer to FinCEN Ruling 2002-1,

www.fincen.gov.
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reporting was based upon a reasonable determination that the customer derives no more
than 50 percent of its annual gross revenues from ineligible business activities. Such a
reasonable determination should be based upon its understanding of the nature of the
customer’s business, the purpose of the customer’s accounts, and the actual or anticipated
activity in those accounts."

Payroll Customers

A “payroll customer” is defined solely with respect to withdrawals for payroll purposes
from existing exemptible accounts and as a person who: (i) has maintained a transaction
account at the bank for at least two months or prior to the passing of two months’ time if
the bank undertakes a risk-based analysis of that customer that allows it to form and
document a reasdnable belief that the customer has a legitimate business purpose for
conducting fzéquent latge currency transactions; (ii) operates a firm that regularly
withdraws more thamf$104000 in order to pay its U.S. employees in currency; and (iii) is
incorporated or grganizéd under the laws of the United States or a state, or is registered as
and is eligible to dodusiness within the United States or a state.

Filing Time Frames

After a bank has decided to‘exempt afPhase, Il customer, the bank must file a Designation
of Exempt Person form with the IRS within[30 days after the first transaction in currency
that the bank plans to exempt.

Annual Review

The information supporting each designation of a Ph@se Wfexempt person must be
reviewed and verified by the bank at least once peryeaf. Thejbank should document the
annual review. Moreover, consistent with this annudl review, a bank must review and
verify at least once each year that management monitegs these Phase, Il accounts for
suspicious transactions.

Safe Harbor for Failure to File CTRs

The rules (31 CFR 103.22(d)(7)) provide a safe harbor that a bank 1Synot lidble for the
failure to file a CTR for a transaction in currency by an exempt person, unless the bank
knowingly provides false or incomplete information or has reason to believe that the
customer does not qualify as an exempt customer. In the absence of any specific
knowledge or information indicating that a customer no longer meets the requirements of
an exempt person, the bank is entitled to a safe harbor from civil penalties to the extent it

*! For additional details, refer to Guidance on Supporting Information Suitable for Determining the Portion
of a Business Customer’s Annual Gross Revenues that is Derived from Activities Ineligible for Exemption
from Currency Transaction Reporting Requirements (FIN-2009-G001) (April 27, 2009), at

www.fincen.gov.
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continues to treat that customer as an exempt customer until the date of the customer’s
annual review.

Effect on Other Regulatory Requirements

The exemption procedures do not have any effect on the requirement that banks file
SARs or on other recordkeeping requirements. For example, the fact that a customer is
an exempt person has no effect on a bank’s obligation to retain records of funds transfers
by that person, or to retain records in connection with the sale of monetary instruments to
that person.

If a bank has improperly exempted accounts, it may formally revoke the exemption by
filing FinCEN Eerm, 110 and checking the “Exemption Revoked” box or informally
revoke the exegmption by filing CTRs on the customer. In either case, the bank should
begin filingdCTRs"and should contact the IRS Enterprise Computing Center — Detroit
(formerly the Detroit Codmputing Center)® to request a determination on whether the
backfiling of unreporfedigurrency transactions is necessary.

Additional informatiomabout the cutrency transaction exemption process can be found on
FinCEN’s Web site at www. finéen.gov

%2 The IRS Enterprise Computing Center - Detroit’s toll-free number is 800-800-2877.
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Examination Procedures

Currency Transaction Reporting Exemptions

Objective. Assess the bank’s compliance with statutory and regulatory requirements for
exemptions from the currency transaction reporting requirements.

1.

Determine whether the bank uses the Currency Transaction Report (CTR) exemption
process. If yes, determine whether the policies, procedures, and processes for CTR
exemptions are adequate.

Phase | Exemptions (31 CFR 103.22(d)(2)(1)—(v))

2.

Determine whethér the bank files the Designation of Exempt Person form (FinCEN
Form 110) with thedRS¥%o exempt eligible listed public companies and their
subsidiaries fromfCTR reporting as defined in 31 CFR 103.22. The form should be
filed within 30 days of'the fisst,reportable transaction that was exempted.

. Assess whether ongoing'andxreasonable due diligence is performed, including

required annual reviewsito determimemwhether a listed public company or subsidiary
remains eligible for designationfas an exempt person under the regulatory
requirements. Management should properlyadocument exemption determinations
(e.g., with stock quotes from newspapersd@nd censolidated returns for the entity).

Phase Il Exemptions (31 CER 103.22(d)(2)(vi)—(vii))

Under the regulation, the definition of exempt persons ineludes “non-listed
businesses” and “payroll customers” as definedait 31 CFR103.22(d)(2)(vi)—(vii).
Nevertheless, several businesses remain ineligibleifor exemption purposes; refer to
31 CFR 103.22(d)(5)(viii) and the “Currency TransactiondReporting Exemptions —
Overview” section of this manual.

Determine whether the bank files a Designation of Exempt Persen form with the IRS
to exempt a customer, as identified by management, from CTReporting.

Determine whether the bank maintains documentation to support that the “non-listed
businesses” it has designated as exempt from CTR reporting do not receive more than
50 percent of gross revenue from ineligible business activities.

Assess whether ongoing and reasonable due diligence is performed, including
required annual reviews, to determine whether a customer is eligible for designation
as exempt from CTR reporting. Customers must meet the following requirements to
be eligible for exemption under the regulation:
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» Have frequent® currency transactions in excess of $10,000 (regular withdrawals

to pay domestic employees in currency in the case of a payroll customer).

= Be incorporated or organized under the laws of the United States or a state, or
registered as and eligible to do business within the United States or a state.

» Maintain a transaction account at the bank for at least two months (or prior to the
passing of two months’ time if the bank has conducted a risk-based analysis of a
customer that allows it to form and document a reasonable belief that the
customer has a legitimate business purpose for conducting frequent large currency
transactions).

TransactiomTesting

7. On the basis of.a risk assessment, prior examination reports, and a review of the
bank’s audit findings'select a sample of Designation of Exempt Person forms from
the bank to test cempliance with the regulatory requirements (e.g., only eligible
businesses are ékempted and.adequate supporting documentation is maintained).

8. On the basis of examindtion progedures completed, including transaction testing,
form a conclusion aboutithe abilityefpolicies, procedures, and processes to meet
regulatory requirements asséciated withieurrency transaction reporting exemptions.

% FinCEN has noted that when interpreting the tefin “frequently” for purposes of 31 CFR
103.22(d)(2)(vi)(B): “[Banks] may designate an otherWwise eligiblé customer for Phase II exemption after
the customer has within a year conducted five or more reportable cash'transactions.” Refer to 73 Fed. Reg.
74010, 74014 (December 5, 2008).
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Information Sharing — Overview

Objective. Assess the financial institution’s compliance with the statutory and
regulatory requirements for the ““Special Information Sharing Procedures to Deter
Money Laundering and Terrorist Activity” (section 314 Information Requests).

On September 26, 2002, final regulations (31 CFR 103.100 and 31 CFR 103.110)
implementing section 314 of the USA PATRIOT Act became effective. The regulations
established procedures for information sharing to deter money laundering and terrorist
activity. On February 5, 2010, FinCEN amended the regulations to allow state, local, and
certain foreign law enforcement agencies access to the information sharing program.®

Information Sharing Between Law Enforcement and
Financial Institutions — Section 314(a) of the USA
PATRIOTIAety(31"CFR 103.100)

A federal, state, local,%er foreign® law enforcement agency investigating terrorist activity
or money laundering may request that FinCEN solicit, on its behalf, certain information
from a financial institution 0 a groupgfifinancial institutions. The law enforcement
agency must provide a written certification to FinCEN attesting that there is credible
evidence of engagement or reasonably suspected engagement in terrorist activity or
money laundering for each individualgentity40r organization about which the law
enforcement agency is seeking informatio.” Thé law enforcement agency also must
provide specific identifiers, such as a date ofbirth and @ddress, which would permit a
financial institution to differentiate among common®r similar names. Upon receiving a
completed written certification from a law enfor¢éement ageney, FinCEN may require a
financial institution to search its records to determin€ whether it maintains or has
maintained accounts for, or has engaged in transactions,with, any specified individual,
entity, or organization.

Search Requirements

Upon receiving an information request,* a financial institution mustconduét a one-time
search of its records to identify accounts or transactions of a named suspect. Unless
otherwise instructed by an information request, financial institutions must search their
records for current accounts, accounts maintained during the preceding 12 months, and
transactions conducted outside of an account by or on behalf of a named suspect during
the preceding six months. The financial institution must search its records and report any

# Refer to 75 Fed. Reg. 6560 (February 10, 2010).

% A foreign law enforcement agency must come from a jurisdiction that is a party to the Agreement on
Mutual Legal Assistance between the United States and the European Union. Id. at 6560-61.

% If the request contains multiple suspects, it is often referred to as a “314(a) list.”
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positive matches to FinCEN within 14 days, unless otherwise specified in the information
request.

In March 2005, FinCEN began posting section 314(a) subject lists through the Web-
based 314(a) Secure Information Sharing System. Every two weeks, or more frequently
if an emergency request is transmitted, the financial institution’s designated point(s) of
contact will receive notification from FinCEN that there are new postings to FinCEN’s
secure Web site. The point of contact will be able to access the current section 314(a)
subject list (and one prior) and download the files in various formats for searching.
Financial institutions should report all positive matches via the Secure Information
Sharing System (SISS). As of June 2, 2008, FinCEN has suspended the transmission by
facsimile of section 314(a) subject lists to financial institutions. Financial institutions to
which FinCEN géased transmitting section 314(a) subject lists by facsimile that obtain
Internet acces$ shouldtake steps to begin receiving section 314(a) subject lists through
the SISS.

FinCEN has provided'financiab institutions with General Instructions and Frequently
Asked Questions (FAQ) relatingto the section 314(a) process. Unless otherwise
instructed by an information request) financial institutions must search the records
specified in the General Instructions.”” The General Instructions or FAQs are made
available to the financial inStitutions em*the SISS.*

If a financial institution identifies any account or transaction, it must report to FinCEN
that it has a match. No details should, be,proyided to FinCEN other than the fact that the
financial institution has a match. A negatiye response is not required. A financial
institution may provide the 314(a) subject list§'to a third-party service provider or vendor
to perform or facilitate record searches as long as thefinstitution takes the necessary steps,
through the use of an agreement or procedures, to €nsur€ thatithe third party safeguards
and maintains the confidentiality of the informations

According to the FAQs available on the SISS, if a finanéial institution,receiving 314(a)
subject lists through the SISS fails to perform or complete séarches on one or more
information request received during the previous 12 months, i, must imfmediately obtain
these prior requests from FinCEN and perform a retroactive seateh of its records.” A

¥7 For example, regarding funds transfers, the “General Instructions” state that, unless the instructions to a
specific 314(a) request state otherwise, banks are required to search funds transfer records maintained
pursuant to 31 CFR 103.33, to determine whether the named subject was an originator/transmittor of a
funds transfer for which the bank was the originator/transmittor’s financial institution, or a
beneficiary/recipient of a funds transfer for which the bank was the beneficiary/recipient’s financial
nstitution.

% The General Instructions and FAQs also can be obtained by contacting FinCEN toll-free at 800-949-
2732.

% The financial institution should contact FinCEN’s 314 Program Office via e-mail at sys314a@fincen.gov
to obtain prior information requests. If the financial institution discovers a positive match while
performing a retroactive search, it should contact the 314 Program Office toll-free at 800-949-2732 and
select option 2. Financial institutions must respond with positive matches within 14 days of receiving a
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financial institution is not required to perform retroactive searches in connection with
information sharing requests that were transmitted more than 12 months before the date
upon which it discovers that it failed to perform or complete searches on prior
information requests. Additionally, in performing retroactive searches a financial
institution is not required to search records created after the date of the original
information request.

Use Restrictions and Confidentiality

Financial institutions should develop and implement comprehensive policies, procedures,
and processes for responding to section 314(a) requests. The regulation restricts the use
of the information provided in a section 314(a) request (31 CFR 103.100(b)(2)(iv)). A
financial instituiontmay only use the information to report the required information to
FinCEN, to déterming whether to establish or maintain an account or engage in a
transaction;or to assist ind8SA/AML compliance. While the section 314(a) subject list
could be used to deterndine Whether to establish or maintain an account, FinCEN strongly
discourages financial'institutions from using this as the sole factor in reaching a decision
to do so unless the reguest Specifieally states otherwise. Unlike the OFAC lists, section
314(a) subject lists are'not permanent “watch lists.” In fact, section 314(a) subject lists
generally relate to one-time inquisies and are not updated or corrected if an investigation
is dropped, a prosecution is deelinedgor a subject is exonerated. Further, the names do
not correspond to convicted or indi€ted persons; rather a 314(a) subject need only be
“reasonably suspected” based on ctedible evidefice of engaging in terrorist acts or money
laundering. Moreover, FinCEN advises thatfinclu§ion on a section 314(a) subject list
should not be the sole factor used to detedimingdwhether to file a SAR. Financial
institutions should establish a process for deferminingdwhen and if a SAR should be filed.
Refer to the core overview section, “Suspicious AcfivityfReporting,” pages 67 to 80, for
additional guidance.

Actions taken pursuant to information provided in a request from FinCEN do not affect a
financial institution’s obligations to comply with all of the rulestand régulations of OFAC
nor do they affect a financial institution’s obligations to respend totany légal process.
Additionally, actions taken in response to a request do not relieye a fifiancialiinstitution
of its obligation to file a SAR and immediately notify law enforcemient, if ngeessary, in
accordance with applicable laws and regulations.

A financial institution cannot disclose to any person, other than to FinCEN, the
institution’s primary banking regulator, or the law enforcement agency on whose behalf
FinCEN is requesting information, the fact that FinCEN has requested or obtained
information. A financial institution should designate one or more points of contact for
receiving information requests. FinCEN has stated that an affiliated group of financial
institutions may establish one point of contact to distribute the section 314(a) subject list
to respond to requests. However, the section 314(a) subject lists cannot be shared with

prior information request; however, if a retroactive search results in no positive matches then no further
action is required.
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any foreign office, branch, or affiliate (unless the request specifically states otherwise),
and the lists cannot be shared with affiliates, or subsidiaries of bank holding companies,
if the affiliates or subsidiaries are not financial institutions as described in 31 USC
5312(a)(2).

Each financial institution must maintain adequate procedures to protect the security and
confidentiality of requests from FinCEN. The procedures to ensure confidentiality will
be considered adequate if the financial institution applies procedures similar to those it
has established to comply with section 501 of the Gramm-Leach—Bliley Act (15 USC
6801) for the protection of its customers’ nonpublic personal information. Financial
institutions may keep a log of all section 314(a) requests received and of any positive
matches identified and reported to FinCEN.

Documentation

Additionally, dogumentation,that all required searches were performed is essential. For
those 314(a) subject distgyreceived via facsimile prior to June 2, 2008, a bank may
maintain copies of the cover page,of the request with a financial institution sign-off that
the records were checked, the date of the search, and search results (e.g., positive or
negative). For positive matcheswith subject lists received via facsimile, copies of the
form returned to FinCEN and, the supp@érting documentation should be retained. For
those institutions utilizing the Web#based 314(a) SISS, banks may print a search self-
verification document for each 314(a) subject list transmission. Additionally, a Subject
Response List can be printed for documeéntation pusposes. The Subject Response List
displays the total number of positive respeftsesgubmitted to FinCEN for that
transmission, the transmission date, the submaitted dategdnd the tracking number and
subject name that had the positive hit. If the financial insfitution elects to maintain copies
of the section 314(a) requests, it should not be criticized for doing so, as long as it
appropriately secures them and protects their confidentiality. fAudits should include an
evaluation of compliance with these guidelines within‘theirscope.

FinCEN regularly updates a list of recent search transmissiéns, ineéludingginformation on
the date of transmission, tracking number, and number of subjects listed in‘the

transmission.” Bankers and examiners may review this list to verififthat search requests
have been received. Each bank should contact its primary federal regulator’for guidance
to ensure it obtains the section 314(a) subject list and for updating contact information.”'

% This list, titled “Law Enforcement Information Sharing with the Financial Industry,” is available on the
“Section 314(a)” page of FinCEN’s Web site. The list contains information on each search request
transmitted since January 4, 2005, and is updated after each transmission.

91 Refer to the FinCEN Web site at www.fincen.gov/statutes_regs/patriot/pdf/poc_change 314a.pdf for
section 314(a) contacts for each primary regulator.

FFIEC BSA/AML Examination Manual 100 04/29/2010


http://www.fincen.gov/statutes_regs/patriot/pdf/poc_change_314a.pdf

Information Sharing — Overview

Voluntary Information Sharing — Section 314(b) of the
USA PATRIOT Act (31 CFR 103.110)

Section 314(b) encourages financial institutions® and associations of financial
institutions located in the United States to share information in order to identify and
report activities that may involve terrorist activity or money laundering. Section 314(b)
also provides specific protection from civil liability.” To avail itself of this statutory safe
harbor from liability, a financial institution or an association must notify FinCEN of its
intent to engage in information sharing and that it has established and will maintain
adequate procedures to protect the security and confidentiality of the information.
Failure to comply with the requirements of 31 CFR 103.110 will result in loss of safe
harbor protection’fox information sharing and may result in a violation of privacy laws or
other laws and'regulations.

If a financial institutionghoeses to voluntarily participate in section 314(b), policies,
procedures, and procgsses showld be developed and implemented for sharing and
receiving of information.

A notice to share informatién iseffective for one year.” The financial institution should
designate a point of contactfor réceivingsand providing information. A financial
institution should establish a proces$ for sending and receiving information sharing
requests. Additionally, a financiallinstitution must take reasonable steps to verify that the
other financial institution or association.ef findncial institutions with which it intends to
share information has also submitted the required notice to FinCEN. FinCEN provides
participating financial institutions with accessfto a list of other participating financial
institutions and their related contact information.

If a financial institution receives such information frein another financial institution, it
must also limit use of the information and maintain it security ané confidentiality (31
CFR 103.110(b)(4)). Such information may be used onl§#to idéntify“and, where
appropriate, report on money laundering and terrorist activities; toydetermine whether to
establish or maintain an account; to engage in a transaction; ox.to assisgfin BSA

%231 CFR 103.110 generally defines “financial institution” as any financial institutiomgd@scribed in 31 USC
5312(a)(2) that is required to establish and maintain an AML compliance program.

% FinCEN has indicated that a financial institution participating in the section 314(b) program may share
information relating to transactions that the institution suspects may involve the proceeds of one or more
specified unlawful activities (“SUAs”) and such an institution will still remain within the protection of the
section 314(b) safe harbor from liability. Information related to the SUAs may be shared appropriately
within the 314(b) safe harbor to the extent that the financial institution suspects that the transaction may
involve the proceeds of one or more SUAs and the purpose of the permitted information sharing under the
314(b) rule is to identify and report activities that the financial institution suspects may involve possible
terrorist activity or money laundering. Refer to Guidance on the Scope of Permissible Information Sharing
Covered by Section 314(b) Safe Harbor of the USA PATRIOT Act, FIN-2009-G002 (June 16, 2009) at

www.fincen.gov.

% Instructions on submitting a notification form (initial or renewal) are available on FinCEN’s Web site at
www.fincen.gov.
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compliance. The procedures to ensure confidentiality will be considered adequate if the
financial institution applies procedures similar to the ones it has established to comply
with section 501 of the Gramm—Leach—Bliley Act (15 USC 6801) for the protection of its
customers’ nonpublic personal information. The safe harbor does not extend to sharing
of information across international borders. In addition, section 314(b) does not
authorize a financial institution to share a SAR, nor does it permit the financial institution
to disclose the existence or nonexistence of a SAR. If a financial institution shares
information under section 314(b) about the subject of a prepared or filed SAR, the
information shared should be limited to underlying transaction and customer information.
A financial institution may use information obtained under section 314(b) to determine
whether to file a SAR, but the intention to prepare or file a SAR cannot be shared with
another financial imstitution. Financial institutions should establish a process for
determining whén and if a SAR should be filed.

Actions takeén pursuant todnformation obtained through the voluntary information sharing
process do not affect afinaneial institution’s obligations to respond to any legal process.
Additionally, actionsftaken in response to information obtained through the voluntary
information sharingprocess domotyrelieve a financial institution of its obligation to file a
SAR and to immediately notifylaw enforcement, if necessary, in accordance with all
applicable laws and regulations.
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Examination Procedures

Information Sharing

Objective. Assess the financial institution’s compliance with the statutory and
regulatory requirements for the ““Special Information Sharing Procedures to Deter
Money Laundering and Terrorist Activity” (section 314 Information Requests).

Information Sharing Between Law Enforcement and
Financial Institutions (Section 314(a))

1. Verify thatdthe financial institution is currently receiving section 314(a) requests from
FinCENfor from an affiliated financial institution that serves as the subject financial
institution’s point ofseontact. If the financial institution is not receiving information
requests” orgontaetyinformation changes, the financial institution should update its
contact informdtion with its primary regulator in accordance with the instructions at
www.fincen.gov.

2. Verify that the financialinstitution has sufficient policies, procedures, and processes
to document compliance; Maintdin suffieient internal controls; provide ongoing
training; and independently test its compliance with 31 CFR 103.100, which
implements section 314(a) of the,USA PAARIOT Act. At a minimum, the
procedures should accomplish the following;:

= Designate a point of contact for receiving infofmation requests.

= Ensure that the confidentiality of requested inférmation is safeguarded.
= Establish a process for responding to FinCEN®s, requests:

= Establish a process for determining if and when a SAR sheuld be filed.

3. Determine whether the search policies, procedures, and proeesses'the financial
institution uses to respond to section 314(a) requests are compfehensive@and cover all
records identified in the General Instructions for such requests. TheGeneral
Instructions include searching accounts maintained by the named subject during the
preceding 12 months and transactions conducted within the last six months. Financial
institutions have 14 days from the transmission date of the request to respond to a
section 314(a) Subject Information Form.

4. If the financial institution uses a third-party vendor to perform or facilitate searches,
determine whether an agreement or procedures are in place to ensure confidentiality.

% As of June 2, 2008, FinCEN has suspended the transmission by facsimile of section 314(a) subject lists
to financial institutions. Financial institutions to which FinCEN ceased transmitting section 314(a) subject
lists by facsimile that obtain Internet access should take steps to begin receiving section 314(a) subject lists
via the Web-based 314(a) Secure Information Sharing System.
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Review the financial institution’s internal controls and determine whether its
documentation to evidence compliance with section 314(a) requests is adequate. This
documentation could include, for example, the following:

= Copies of section 314(a) requests.
= A log that records the tracking numbers and includes a sign-off column.

= For 314(a) subject lists received via facsimile prior to June 2, 2008, copies of the
cover page of the requests, with a financial institution sign-off, that the records
were checked, the date of the search, and search results (e.g., positive or
negative).

= Copies of SISS-generated search self-verification documents.

= For¢ositivegmatches, copies of the form returned to FinCEN (e.g., SISS-
generated Subjeét Response Lists) and the supporting documentation should be
retained.

Voluntary Infermation Sharing (Section 314(b))

6.

Determine whether the finanéial ifistitugion has decided to share information
voluntarily. If so, verify that the financial institution has filed a notification form
with FinCEN and provides an effective datesfor the sharing of information that is
within the previous 12 months.

Verify that the financial institution has pelicies, preéedures, and processes for sharing
information and receiving shared information, asfSpecified under 31 CFR 103.110,
(which implements section 314(b) of the USA'PATRIOTAct).

Financial institutions that choose to share information veluntafily should have
policies, procedures, and processes to document compliane€; maitain adequate
internal controls; provide ongoing training; and independentlyitest its,compliance
with 31 CFR 103.110. At a minimum, the procedures should:

= Designate a point of contact for receiving and providing infermations

= Ensure the safeguarding and confidentiality of information recerved and
information requested.

= Establish a process for sending and responding to requests, including ensuring
that other parties with whom the financial institution intends to share information
(including affiliates) have filed the proper notice.

= Establish procedures for determining whether and when a SAR should be filed.

If the financial institution is sharing information with other entities and is not
following the procedures outlined in 31 CFR 103.110(b), notify the examiners
reviewing the privacy rules.
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10. Through a review of the financial institution’s documentation (including account
analysis) on a sample of the information shared and received, evaluate how the
financial institution determined whether a SAR was warranted. The financial
institution is not required to file SARs solely on the basis of information obtained
through the voluntary information sharing process. In fact, the information obtained
through the voluntary information sharing process may enable the financial institution
to determine that no SAR is required for transactions that may have initially appeared
suspicious. The financial institution should have considered account activity in
determining whether a SAR was warranted.

Transaction Testing

11. On the basigfof aytisk assessment, prior examination reports, and a review of the
financialdnstitution’s audit findings, select a sample of positive matches or recent
requests to detefminegxhether the following requirements have been met:

= The financialéinstitution’s policies, procedures, and processes enable it to search
all of the records identifiedyin the General Instructions for section 314(a) requests.
Such processes‘may,be'electronic, manual, or both.

» The financial institution searchesfappropriate records for each information request
received. For positive matghes:

— Verify that a response was, provided to FinCEN within the designated time
period (31 CFR 103.100(b)(2)(d)).

— Review the financial institution’§’"documentation (including account analysis)
to evaluate how the financial institutionfdetefmined whether a SAR was
warranted. Financial institutions are not #équired t0 file SARs solely on the
basis of a match with a named subject; instead, agcounfyactivity should be
considered in determining whether a SAR 15s"'Warraated.

= The financial institution uses information only in the'mannet and for the purposes
allowed and keeps information secure and confidential (81 CEFR
103.100(b)(2)(iv)). (This requirement can be verified throdgh discussions with
management.)

12. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the ability of policies, procedures, and processes to meet
regulatory requirements associated with information sharing.
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Purchase and Sale of Monetary Instruments
Recordkeeping — Overview

Objective. Assess the bank’s compliance with statutory and regulatory requirements for
the recording of information required for the purchase and sale of monetary instruments
for currency in amounts between $3,000 and $10,000, inclusive. This section covers the
regulatory requirements as set forth by the BSA. Refer to the expanded sections of this
manual for additional discussions and procedures on specific money laundering risks for
purchase and sale of monetary instruments activities.

Banks sell a variety;, of monetary instruments (e.g., bank checks or drafts, including
foreign drafts, oneyyorders, cashier’s checks, and traveler’s checks) in exchange for
currency. Padrchasing/these instruments in amounts of less than $10,000 is a common
method used by money ldunderers to evade large currency transaction reporting
requirements. Once gbnyerted,from currency, criminals typically deposit these
instruments in accotints with other banks to facilitate the movement of funds through the
payment system. In many casés, the,persons involved do not have an account with the
bank from which the instruiments,ar¢ purchased.

Purchaser Verification

Under 31 CFR 103.29 banks are requited to vérifythe identity of persons purchasing
monetary instruments for currency in amouftts bétween $3,000 and $10,000, inclusive,
and to maintain records of all such sales.

Banks may either verify that the purchaser of monetarydnstriaments is a deposit
accountholder with identifying information on recordfwith the bank, or a bank may verify
the identity of the purchaser by viewing a form of identification tiat contains the
customer’s name and address and that the financial comfutnityfaccepts as a means of
identification when cashing checks for noncustomers. The pank must obtain additional
information for purchasers who do not have deposit accountsiyThe methodwsed to verify
the identity of the purchaser must be recorded.

Acceptable Identification

The U.S. Treasury’s Administrative Ruling 92-1 provides guidance on how a bank can
verify the identity of an elderly or disabled customer who does not possess the normally
acceptable forms of identification. A bank may accept a Social Security, Medicare, or
Medicaid card along with another form of documentation bearing the customer’s name
and address. Additional forms of documentation include a utility bill, a tax bill, or a
voter registration card. The forms of alternate identification a bank decides to accept
should be included in its formal policies, procedures, and processes.
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Contemporaneous Purchases

Contemporaneous purchases of the same or different types of instruments totaling $3,000
or more must be treated as one purchase. Multiple purchases during one business day
totaling $3,000 or more must be aggregated and treated as one purchase if the bank has
knowledge that the purchases have occurred.

Indirect Currency Purchases of Monetary Instruments

Banks may implement a policy requiring customers who are deposit accountholders and
who want to purchase monetary instruments in amounts between $3,000 and $10,000
with currency to fasst deposit the currency into their deposit accounts. Nothing within the
BSA or its implémenting regulations prohibits a bank from instituting such a policy.

However, FiInCEN#akes the position® that when a customer purchases a monetary
instrument in amountsdetween $3,000 and $10,000 using currency that the customer first
deposits into the cusfomer’s account, the transaction is still subject to the recordkeeping
requirements of 31 CER 103.297This requirement applies whether the transaction is
conducted in accordanc® with a bank’s established policy or at the request of the
customer. Generally, whena bank sells monetary instruments to deposit accountholders,
the bank will already maintaiumost®f the information required by 31 CFR 103.29 in the
normal course of its business.

Recordkeeping and Reténtion Requirements

Under 31 CFR 103.29, a bank’s records of sales must€ontain, at a minimum, the
following information:

e If the purchaser has a deposit account with thefbank:
= Name of the purchaser.
= Date of purchase.
= Types of instruments purchased.
= Serial numbers of each of the instruments purchased.
= Dollar amounts of each of the instruments purchased in currency.

= Specific identifying information, if applicable.”

% FinCEN’s Guidance on Interpreting Financial Institution Policies in Relation to Recordkeeping
Requirements under 31 CFR 103.29, November 2002, www.fincen.gov.

°7 The bank must verify that the person is a deposit accountholder or must verify the person’s identity.
Verification may be either through a signature card or other file or record at the bank, provided the deposit
accountholder’s name and address were verified previously and that information was recorded on the
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e [f the purchaser does not have a deposit account with the bank:
= Name and address of the purchaser.
= Social Security or alien identification number of the purchaser.
= Date of birth of the purchaser.
= Date of purchase.
=  Types of instruments purchased.

= Serial numbers of each of the instruments purchased.

= Dollar g of each of the instruments purchased.

= Specific ide ing information for verifying the purchaser’s identity (e.g., state
of issuang on driver’s license).

If the purchaser ca ide equired information at the time of the transaction or
through the bank’s o reyiously verified records, the transaction should be refused.
The records of monetary i ales must be retained for five years and be available
to the appropriate agencies

signature card or other file or record, or by examin
the banking community and that contains the nanie’an s of the purchaser. If the deposit
accountholder’s identity has not been verified previ shall record the specific identifying
information (e.g., state of issuance and number of driver’s document examined.

cument that is normally acceptable within
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Examination Procedures

Purchase and Sale of Monetary Instruments
Recordkeeping

Objective. Assess the bank’s compliance with statutory and regulatory requirements for
the recording of information required for the purchase and sale of monetary instruments
for currency in amounts between $3,000 and $10,000, inclusive. This section covers the
regulatory requirements as set forth by the BSA. Refer to the expanded sections of this
manual for additional discussions and procedures on specific money laundering risks for
purchase and sale’ef monetary instruments activities.

1. Determine whether/the bank maintains the required records (in a manual or an
automated system) fof'sales of bank checks or drafts including foreign drafts,
cashier’s checks, money oxders, and traveler’s checks for currency in amounts

between $3,000fand $10,000, inclusive, to purchasers who have deposit accounts with
the bank.

2. Determine whether thebank’s policies, procedures, and processes permit currency
sales of monetary instruments togpurchasers who do not have deposit accounts with
the bank (nondepositors):

» [fso, determine whether the bank maintain$ the required records for sales of
monetary instruments to nondepogitors.

= [fnot permitted, determine whether the banksallows,sales on an exception basis.

Transaction Testing

3. On the basis of a risk assessment, prior examination repouts,jand aeview of the
bank’s audit findings, select a sample of monetary instrimentsigold for currency in
amounts between $3,000 and $10,000, inclusive, to determine whefher the bank
obtains, verifies, and retains the required records to ensure compliance with
regulatory requirements.

4. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the ability of policies, procedures, and processes to meet
regulatory requirements associated with the purchase and sale of monetary
instruments.

5. On the basis of the previous conclusion and the risks associated with the bank’s
activity in this area, proceed to expanded examination procedures, if necessary.
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Funds Transfers Recordkeeping — Overview

Objective. Assess the bank’s compliance with statutory and regulatory requirements for
funds transfers. This section covers the regulatory requirements as set forth in the BSA.
Refer to the expanded sections of this manual for discussions and procedures regarding
specific money laundering risks for funds transfer activities.

Funds transfer systems enable the instantaneous transfer of funds, including both
domestic and cross-border transfers. Consequently these systems can present an
attractive method to disguise the source of funds derived from illegal activity. The BSA
was amended by the Annunzio—Wylie Anti-Money Laundering Act of 1992 to authorize
the U.S. Treasuryfand the Federal Reserve Board to prescribe regulations for domestic
and internation@l funds transfers.

In 1995, the U.S. Treasur§mand the Board of Governors of the Federal Reserve System
issued a final rule on gécordkeeping requirements concerning payment orders by banks
(31 CFR 103.33).”*¢The rule requires each bank involved in funds transfers®” to collect
and retain certain information ifi cohnection with funds transfers of $3,000 or more.'®
The information required tgybe ‘€ollected and retained depends on the bank’s role in the
particular funds transfer (originator’s bamnk, intermediary bank, or beneficiary’s bank).'"
The requirements may also vaf§ depending en whether an originator or beneficiary is an
established customer of a bank and whethera payment order is made in person or
otherwise.

Also in 1995, the U.S. Treasury issued afimalattle that requires all financial institutions to
include certain information in transmittal orders for fuinds transfers of $3,000 or more (31
CFR 103.33).'” This requirement is commonly reférreddo ag,the “Travel Rule.”

% 31 CFR 103.33(e) is the recordkeeping rule for banks, and 31 CFR 103@33(f), imposes similar
requirements for nonbank financial institutions that engage in funds transfers. The progedures in this core
overview section address only the rules for banks in 31 CFR 103.33(e).

% Funds transfer is defined under 31 CFR 103.11. Funds transfers governed byahe Electropic Fund
Transfer Act of 1978, as well as any other funds transfers that are made through amautomated clearing
house, an automated teller machine, or a point-of-sale system, are excluded from this‘definition and exempt
from the requirements of 31 CFR 103.33(e), (f) and (g).

131 CFR 103.33(e)(6) provides exceptions to the funds transfer requirements. Funds transfers where
both the originator and the beneficiary are the same person and the originator’s bank and the beneficiary’s
bank are the same bank are not subject to the recordkeeping requirements for funds transfers. Additionally,
exceptions are provided from the recordkeeping requirements for funds transfers where the originator and
beneficiary are: a bank; a wholly owned domestic subsidiary of a bank chartered in the United States; a
broker or dealer in securities; a wholly owned domestic subsidiary of a broker or dealer in securities; the
United States; a state or local government; or a federal, state or local government agency or instrumentality.

101 These terms are defined under 31 CFR 103.11.

192 The rule applies to both banks and nonbanks (31 CFR 103.33(g)). Because it is broader in scope, the
Travel Rule uses more expansive terms, such as “transmittal order” instead of “payment order” and
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Responsibilities of Originator’s Banks

Recordkeeping Requirements

For each payment order in the amount of $3,000 or more that a bank accepts as an
originator’s bank, the bank must obtain and retain the following records (31 CFR
103.33(e)(1)(1)):

e Name and address of the originator.

e Amount of the payment order.

e Date of the pdyment order.

e Any payment instfuictions.

e Identity of the benéficiaryis institution.

e As many of the following itemsyas are received with the payment order:
= Name and address ofithe beneficiary.
= Account number of the beneficiaty.

= Any other specific identifier of thedbeneficiary.

Additional Recordkeeping Redquirgiments for

Nonestablished Customers

If the originator is not an established customer of th¢'bank, the originator’s bank must
collect and retain the information listed above. In additiongthe eftginator’s bank must
collect and retain other information, depending on whether thé payment order is made in
person.

Payment Orders Made in Person

If the payment order is made in person, the originator’s bank must vesifythe identity of
the person placing the payment order before it accepts the order. If it accepts the
payment order, the originator’s financial institution must obtain and retain the following
records:

e Name and address of the person placing the order.
e Type of identification reviewed.

e Number of the identification document (e.g., driver’s license).

“transmittor’s financial institution” instead of “originating bank.” The broader terms include the bank-
specific terms.
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e The person’s taxpayer identification number (TIN) (e.g., Social Security number
(SSN) or employer identification number (EIN)) or, if none, the alien identification
number or passport number and country of issuance, or a notation in the record of the
lack thereof. If the originator’s bank has knowledge that the person placing the
payment order is not the originator, the originator’s bank must obtain and record the
originator’s TIN (e.g., SSN or EIN) or, if none, the alien identification number or
passport number and country of issuance, or a notation of the lack thereof.

Payment Orders Not Made in Person

If a payment order is not made in person, the originator’s bank must obtain and retain the
following records:

e Name and address, of the person placing the payment order.

e The person’s TTN"(e.gt SSN or EIN) or, if none, the alien identification number or
passport number and country of issuance, or a notation in the record of the lack
thereof, and a'cepy ofyrecord of the method of payment (e.g., check or credit card
transaction) for the funds tyansfer. If the originator’s bank has knowledge that the
person placing the payment order is not the originator, the originator’s bank must
obtain and record the otiginater’s TIN (e.g., SSN or EIN) or, if none, the alien
identification number or passporf number and country of issuance, or a notation of the
lack thereof.

Retrievability

Information retained must be retrievable bydeference 40 the name of the originator.
When the originator is an established customer of thie bask‘and has an account used for
funds transfers, information retained must also be'retsevable by account number (31

CFR 103.33(e)(4)). Records must be maintained fotfive yeats.

Travel Rule Requirement

For funds transmittals of $3,000 or more, the transmittor’s financial uStitution must
include the following information in the transmittal order at the tinde that a transmittal
order is sent to a receiving financial institution (31 CFR 103.33(g)(1)):

e Name of the transmittor, and, if the payment is ordered from an account, the account
number of the transmittor.

e Address of the transmittor.

e Amount of the transmittal order.

e Date of the transmittal order.

e Identity of the recipient’s financial institution.

¢ As many of the following items as are received with the transmittal order:
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= Name and address of the recipient.
= Account number of the recipient.
* Any other specific identifier of the recipient.

e FEither the name and address or the numerical identifier of the transmittor’s financial
institution.

There are no recordkeeping requirements in the Travel Rule.

Responsibilities of Intermediary Institutions

Recordkeeping'Requirements

For each payment ofder ofi$3,000 or more that a bank accepts as an intermediary bank,
the bank must refain agecordyof the payment order.

Travel Rule Requiremenits

For funds transmittals of $3,000%r more, the intermediary financial institution must
include the following informagien if4#eccived from the sender in a transmittal order at the
time that order is sent to a receiving financial institution (31 CFR 103.33(g)(2)):

e Name and account number of thetrahsmiftor.

e Address of the transmittor.

e Amount of the transmittal order.

¢ Date of the transmittal order.

e Identity of the recipient’s financial institution.

e As many of the following items as are received with the transmittdl ordet;
= Name and address of the recipient.
= Account number of the recipient.
= Any other specific identifier of the recipient.

e FEither the name and address or the numerical identifier of the transmittor’s financial
nstitution.

Intermediary financial institutions must pass on all of the information received from a
transmittor’s financial institution or the preceding financial institution, but they have no
duty to obtain information not provided by the transmittor’s financial institution or the
preceding financial institution.
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Responsibilities of Beneficiary’s Banks

Recordkeeping Requirements

For each payment order of $3,000 or more that a bank accepts as a beneficiary’s bank, the
bank must retain a record of the payment order.

If the beneficiary is not an established customer of the bank, the beneficiary’s institution
must retain the following information for each payment order of $3,000 or more.

Proceeds Delivered in Person

If proceeds are delivered in person to the beneficiary or its representative or agent, the
institution mustverify the identity of the person receiving the proceeds and retain a
record of theffollowing:

e Name and address¢
e The type of document reviewed.
e The number of the identification*document.

e The person’s TIN, or, if none, the alien identification number or passport number and
country of issuance, or a notation in the fecord of the lack thereof.

e If the institution has knowledge that thefperson receiving the proceeds is not the
beneficiary, the institution must obtain andretain agecord of the beneficiary’s name
and address, as well as the beneficiary’s‘identifications

Proceeds Not Delivered in Person

If proceeds are not delivered in person, the institution‘mustdetaifi' acopy of the check or
other instrument used to effect the payment, or the institutiondmust record the information
on the instrument. The institution must also record the name,and addressief the person to
whom it was sent.

Retrievability

Information retained must be retrievable by reference to the name of the beneficiary.
When the beneficiary is an established customer of the institution and has an account
used for funds transfers, information retained must also be retrievable by account number
(31 CFR 103.33(e)(4)).

There are no Travel Rule requirements for beneficiary banks.

Abbreviations and Addresses

Although the Travel Rule does not permit the use of coded names or pseudonyms, the
rule does allow the use of abbreviated names, names reflecting different accounts of a
corporation (e.g., XYZ Payroll Account), and trade and assumed names of a business
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(“doing business as’’) or the names of unincorporated divisions or departments of the
business.

Customer Address

The term “address,” as used in 31 CFR 103.33(g), is not defined. Previously issued
guidance from FinCEN had been interpreted as not allowing the use of mailing addresses
in a transmittal order when a street address is known to the transmittor’s financial
institution. However, in the November 28, 2003, Federal Register notice,'” FinCEN
issued a regulatory interpretation that states the Travel Rule should allow the use of
mailing addresses, including post office boxes, in the transmittor address field of
transmittal orders in certain circumstances.

The regulatoryfinterpretation states that, for purposes of 31 CFR 103.33(g), the term
“address” ndeans ‘either the transmittor’s street address or the transmittor’s address
maintained in the finaneialimstitution’s automated CIF (such as a mailing address
including a post 0ffie€ bex) asilong as the institution maintains the transmittor’s
address'™ on file afid the addresssinformation is retrievable upon request by law
enforcement.

19 68 Fed. Reg. 66708 (November 23, 2003).

1% Consistent with 31 CFR 103.121, an “address® forgurposes of the Travel Rule is as follows: for an
individual, “address” is a residential or business stiéet addfess, an Army Post Office Box or a Fleet Post
Office Box, or the residential or business street addressfof next of kin or another contact person for persons
who do not have a residential or business address. FOr a persongther than an individual (such as a
corporation, partnership, or trust), “address” is a principal plaée of buisiness, local office, or other physical
location. However, while 31 CFR 103.121 applies only tomew efistomers @pening accounts on or after
October 1, 2003, and while the rule exempt funds transfers freim the definition of “account,” for banks, the
Travel Rule applies to all transmittals of funds of $3,000 or moreywhethier ordiotithe transmittor is a
customer for purposes of 31 CFR 103.121.
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Examination Procedures

Funds Transfers Recordkeeping

Objective. Assess the bank’s compliance with statutory and regulatory requirements for
funds transfers. This section covers the regulatory requirements as set forth in the BSA.
Refer to the expanded sections of this manual for discussions and procedures regarding
specific money laundering risks for funds transfer activities.

1. Verify that the bank obtains and maintains appropriate records for compliance with
31 CFR 103.33(e).

2. Verify thatdthe bank transmits payment information as required by 31 CFR 103.33(g)
(the “Trzavel Rule?).

3. Verify that the bank files'€ TRs when currency is received or dispersed in a funds
transfer that exegéceds $10,000 (31 CFR 103.22).

4. If the bank sends orwecgives funds transfers to or from institutions in other countries,
especially those with strict privacy and secrecy laws, assess whether the bank has
policies, procedures, and‘psecesses to determine whether amounts, the frequency of
the transfer, and countries of ofigin or destination are consistent with the nature of the
business or occupation of the customer.

Transaction Testing

5. On the basis of a risk assessment, prior examindtiongeports, and a review of the
bank’s audit findings, select a sample of funds trafisters processed as an originator’s
bank, an intermediary bank, and a beneficiary’s"bank to efisure,the institution collects,
maintains, or transmits the required information, depefidingfon the institution’s role in
the transfer.

6. On the basis of examination procedures completed, including tran$actiomytesting,
form a conclusion about the ability of policies, procedures, andfprocesses to meet
regulatory requirements associated with funds transfers.

7. On the basis of the previous conclusion and the risks associated with the bank’s
activity in this area, proceed to expanded examination procedures, if necessary.
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Foreign Correspondent Account
Recordkeeping and Due Diligence —
Overview

Objective. Assess the bank’s compliance with statutory and regulatory requirements for
correspondent accounts for foreign shell banks, foreign correspondent account
recordkeeping, and due diligence programs to detect and report money laundering and
suspicious activity. Refer to the expanded sections of the manual for discussions and
examination procedures regarding specific money laundering risks associated with
foreign correspon@ent accounts.

One of the central,goals of the USA PATRIOT Act was to protect access to the U.S.
financial system by requifing certain records and due diligence programs for foreign
correspondent ageount§.. In addition, the USA PATRIOT Act prohibits accounts with
foreign shell banksg Foreign correspondent accounts, as noted in past U.S. Senate
investigative reports,'¥ are a gdteway into the U.S. financial system. This section of the
manual covers the regulatory requirements established by sections 312, 313, and 319(b)
of the USA PATRIOT Act'and by the implementing regulations at 31 CFR 103.175,
103.176, 103.177, and 103.185¥Additionalidiscussions and procedures regarding
specific money laundering risks for foreign/€orrespondent banking activities, such as bulk
shipments of currency, pouch activity, U.S. deflar drafts, and payable through accounts,
are included in the expanded sections.

Foreign Shell Bank Prohibition and
Foreign Correspondent Account Recordkeeping

For purposes of 31 CFR 103.177 and 103.185, a “corréspefidentfaceount” is an account
established by a bank for a foreign bank to receive deposits ffomyor tod'make payments or
other disbursements on behalf of the foreign bank, or to handle other financial
transactions related to the foreign bank. An “account” means any fosmal banking or
business relationship established to provide regular services, dealidgs, and other financial
transactions. It includes a demand deposit, savings deposit, or othertsansdetion or asset
account and a credit account or other extension of credit (31 CFR 103.175(d)). Accounts
maintained by foreign banks for financial institutions covered by the rule are not
“correspondent accounts” subject to this regulation.'”

19 Correspondent Banking: A Gateway for Money Laundering. Refer to Senate Hearing 107-84. The
report appears on page 273 of volume 1 of the hearing records entitled Role of U.S. Correspondent Banking
in International Money Laundering, held on March 1, 2, and 6, 2001.

1% 71 Fed. Reg. 499. FinCEN has issued interpretive guidance, Application of Correspondent Account
Rules to the Presentation of Negotiable Instruments Received by a Covered Financial Institution for
Payment, FIN-2008-G001 (January 30, 2008), found at www.fincen.gov, which states, “In the ordinary
course of business, a covered financial institution may receive negotiable instruments for payment from a
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Under 31 CFR 103.177, a bank is prohibited from establishing, maintaining,
administering, or managing a correspondent account in the United States for, or on behalf
of, a foreign shell bank. A foreign shell bank is defined as a foreign bank without a
physical presence in any country.'”” An exception, however, permits a bank to maintain a
correspondent account for a foreign shell bank that is a regulated affiliate.'” 31 CFR
103.177 also requires that a bank take reasonable steps to ensure that any correspondent
account established, maintained, administered, or managed in the United States for a
foreign bank is not being used by that foreign bank to provide banking services indirectly
to foreign shell banks.

Certifications

A bank that majntains a correspondent account in the United States for a foreign bank
must maintaimrecordsin the United States identifying the owners of each foreign bank.
A bank musSt also reedrd the name and street address of a person who resides in the
United States and whods authorized, and has agreed, to be an agent to accept service of
legal process.'"” Undér 33, CFR’103.185, a bank must produce these records within seven
days upon receipt ofia written request from a federal law enforcement officer.

109

foreign financial institution with which it miaintains a\correspondent relationship . . . FinCEN does not view
the transaction-by-transaction presentation of a negotiable instrument to a foreign paying institution—either
directly or through a clearing facility — ta be the establiShment of a formal banking or business
relationship by a covered financial institutionfer pugposes of complying with the correspondent account
rule.”

197 «Physical presence” means a place of business thaf?

e [s maintained by a foreign bank.

® [slocated at a fixed address (other than solely an eleétronic address orza post office box) in a
country in which the foreign financial institution is authozizeddo conduct,banking activities, at
which location the foreign financial institution:

e  Employs one or more persons on a full-time basis.
® Maintains operating records related to its banking activities.

® s subject to inspection by the banking authority that licensed the foreigmfinancial institution to
conduct banking activities.

1% A “regulated affiliate” is a shell bank that is affiliated with a depository institution, credit union, or
foreign bank that maintains a physical presence in the United States or in another jurisdiction. The
regulated affiliate shell bank must also be subject to supervision by the banking authority that regulates the
affiliated entity.

19 To minimize the recordkeeping burdens, ownership information is not required for foreign financial
institutions that file a form FR Y-7 (Annual Report of Foreign Banking Organizations) with the Federal
Reserve or for those foreign financial institutions that are publicly traded. “Publicly traded” refers to shares
that are traded on an exchange or an organized over-the-counter market that is regulated by a foreign
securities authority as defined in section 3(a)(50) of the Securities Exchange Act of 1934.

1% «Service of legal process” means that the agent is willing to accept legal documents, such as subpoenas,
on behalf of the foreign bank.
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The U.S. Treasury, working with the industry and federal banking and law enforcement
agencies, developed a “certification process” to assist banks in complying with the
recordkeeping provisions. This process includes certification and recertification forms.
While banks are not required to use these forms, a bank will be “deemed to be in
compliance” with the regulation if it obtains a completed certification form from the
foreign bank and receives a recertification on or before the three-year anniversary of the
execution of the initial or previous certification.""

Account Closure

The regulation also contains specific provisions as to when banks must obtain the
required information or close correspondent accounts. Banks must obtain certifications
(or recertificatiofis)er otherwise obtain the required information within 30 calendar days
after the dated@niaccount is established and at least once every three years thereafter. If
the bank is Unable tesobtain the required information, it must close all correspondent
accounts with th¢ foreign bank within a commercially reasonable time.

Verification

A bank should review certifications for reasonableness and accuracy. If a bank at any
time knows, suspects, or hasiseason te'suspect that any information contained in a
certification (or recertification), or/that any other information it relied on is no longer
correct, the bank must request thatithe foreign bank verify or correct such information, or
the bank must take other appropriatcmeasurés to ascertain its accuracy. Therefore, banks
should review certifications for potential groblefms that may warrant further review, such
as use of post office boxes or forwarding addresses. Lfithe bank has not obtained the
necessary or corrected information within 90 days, f must €lose the account within a
commercially reasonable time. During this time} the bank may not permit the foreign
bank to establish any new financial positions or exe€ute any transactions through the
account, other than those transactions necessary to closeth€aceounty Also, a bank may
not establish any other correspondent account for the foreigndbank until it obtains the
required information.

A bank must also retain the original of any document provided by afforeign bank, and
retain the original or a copy of any document otherwise relied on fofithe putposes of the
regulation, for at least five years after the date that the bank no longer maintains any
correspondent account for the foreign bank.

Subpoenas

Under section 319(b) of the USA PATRIOT Act, the Secretary of the Treasury or the
U.S. Attorney General may issue a subpoena or summons to any foreign bank that
maintains a correspondent account in the United States to obtain records relating to that

1 Refer to FinCEN Guidance FIN-2006-G003, Frequently Asked Questions, Foreign Bank
Recertifications under 31 CFR 103.177, February 3, 2006, at www.fincen.gov.
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account, including records maintained abroad, or to obtain records relating to the deposit
of funds into the foreign bank. If the foreign bank fails to comply with the subpoena or
fails to initiate proceedings to contest that subpoena, the Secretary of the Treasury or the
U.S. Attorney General (after consultations with each other) may, by written notice, direct
a bank to terminate its relationship with a foreign correspondent bank. If a bank fails to
terminate the correspondent relationship within ten days of receipt of notice, it could be
subject to a civil money penalty of up to $10,000 per day until the correspondent
relationship is terminated.

Requests for AML Records by Federal Regulator

Also, upon request by its federal regulator, a bank must provide or make available
records related t6 AML compliance of the bank or one of its customers, within 120 hours
from the timegofithe request (31 USC 5318(k)(2)).

Special Due Diligence Program for
Foreign Cortespeondent Accounts

Section 312 of the USA"PATRIOQOT Act added subsection (i) to 31 USC 5318 of the BSA.
This subsection requires each U.S! finaneial institution that establishes, maintains,
administers, or manages a correspofident acount in the United States for a foreign
financial institution to take certainfAML méasuzes for such accounts. In addition, section
312 of the USA PATRIOT Act specifiessadditional, standards for correspondent accounts
maintained for certain foreign banks.

On January 4, 2006, FinCEN published a fifial regulation (31 CFR 103.176)
implementing the due diligence provisions of 31/USC 5318(i)(1). Subsequently, on
August 9, 2007, FinCEN published an amendment tofthat final regulation, implementing
the EDD provisions of 31 USC 5318(1)(2) with respeet to cofrespéndent accounts
established or maintained for certain foreign banks.

General Due Diligence

31 CFR 103.176(a) requires banks to establish a due diligence progtam thatdincludes
appropriate, specific, risk-based, and, where necessary, enhanced polieies§ procedures,
and controls that are reasonably designed to enable the bank to detect and report, on an
ongoing basis, any known or suspected money laundering activity conducted through or
involving any correspondent account established, maintained, administered, or managed
by the bank in the United States for a foreign financial institution'” (“foreign
correspondent account”).

"2 The term “foreign financial institution” as defined in 31 CFR 103.175(h) generally includes:

® A foreign bank.

® A foreign branch or office of a U.S. bank, broker/dealer in securities, futures commission
merchant, introducing broker, or mutual fund.
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Due diligence policies, procedures, and controls must include each of the following:

e Determining whether each such foreign correspondent account is subject to EDD
(refer to “Enhanced Due Diligence” below).

e Assessing the money laundering risks presented by each such foreign correspondent
account.

e Applying risk-based procedures and controls to each such foreign correspondent
account reasonably designed to detect and report known or suspected money
laundering activity, including a periodic review of the correspondent account activity
sufficient to determine consistency with information obtained about the type, purpose,
and anticipatedyactivity of the account.

Risk assessmentof fareign financial institutions. A bank’s general due diligence
program must include polieies, procedures, and processes to assess the risks posed by the
bank’s foreign financidl institution customers. A bank’s resources are most appropriately
directed at those acg¢ountsithat pose a more significant money laundering risk. The
bank’s due diligenceprogram ghould provide for the risk assessment of foreign
correspondent accounts‘¢onsidering/all relevant factors, including, as appropriate:

e The nature of the foreignfinancidl institution’s business and the markets it serves.
e The type, purpose, and anticipated activity of the foreign correspondent account.

e The nature and duration of the bank’salatienship with the foreign financial
institution (and, if relevant, with any affiliate of thefforeign financial institution).

e The AML and supervisory regime of the jurisdictiofi‘thatissued the charter or license
to the foreign financial institution and, to the extént that information regarding such
jurisdiction is reasonably available, of the jurisdiction infwhi¢htany company that is
an owner of the foreign financial institution is incorporated'er chattered.

e Information known or reasonably available to the bank abeut the fofeign, financial
institution’s AML record, including public information in standard industry guides,
periodicals, and major publications.

Banks are not required to evaluate all of the above factors for every correspondent
account.

Monitoring of foreign correspondent accounts. As part of ongoing due diligence,
banks should periodically review their foreign correspondent accounts. Monitoring will
not, in the ordinary situation, involve scrutiny of every transaction taking place within the

®  Any other person organized under foreign law that, if located in the United States, would be a
broker/dealer in securities, futures commission merchant, introducing broker, or mutual fund.

® Any person organized under foreign law that is engaged in the business of, and is readily
identifiable as, a currency dealer or exchanger or a money transmitter.
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account, but, instead, should involve a review of the account sufficient to ensure that the
bank can determine whether the nature and volume of account activity is generally
consistent with information regarding the purpose of the account and expected account
activity and to ensure that the bank can adequately identify suspicious transactions.

An effective due diligence program will provide for a range of due diligence measures,
based upon the bank’s risk assessment of each foreign correspondent account. The
starting point for an effective due diligence program, therefore, should be a stratification
of the money laundering risk of each foreign correspondent account based on the bank’s
review of relevant risk factors (such as those identified above) to determine which
accounts may require increased measures. The due diligence program should identify
risk factors that would warrant the institution conducting additional scrutiny or increased
monitoring of a particular account. As due diligence is an ongoing process, a bank
should take m@asures to ensure account profiles are current and monitoring should be
risk-based. “Banks'shouldconsider whether risk profiles should be adjusted or suspicious
activity reported Whenghe activity is inconsistent with the profile.

Enhanced Du¢Diligence

31 CFR 103.176(b) requires banks to establish risk-based EDD policies, procedures, and
controls when establishing, maintainig,“@dministering, or managing a correspondent
account in the United States for certain foreign banks (as identified in 31 CFR
103.176(c)) operating under any one or more ofithe following:

e An offshore banking license.'"

e A banking license issued by a foreign country that'hasdeen designated as
noncooperative with international AML pringiples of proeedures by an
intergovernmental group or organization of which'the United States is a member, and
with which designation the United States represcfitative40 the'group or organization

concurs.'™

e A banking license issued by a foreign country that has been designatediby the

Secretary of the Treasury as warranting special measures due tognoney laundering
concerns.

If such an account is established or maintained, 31 CFR 103.176(b) requires the bank to
establish EDD policies, procedures, and controls to ensure that the bank, at a minimum,
takes reasonable steps to:

'3 The USA PATRIOT Act (31 USC 5318(i)(4)(A) and 31 CFR 103.175(k)) define an offshore banking
license as a license to conduct banking activities that, as a condition of the license, prohibits the licensed
entity from conducting banking activities with the citizens, or in the local currency of, the jurisdiction that
issued the license.

"% The Financial Action Task Force (FATF) is the only intergovernmental organization of which the
United States is a member that has designated countries as noncooperative with international anti-money
laundering principles. The United States has concurred with all FATF designations to date.
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e Determine, for any such foreign bank whose shares are not publicly traded, the
identity of each of the owners of the foreign bank, and the nature and extent of the
ownership interest of each such owner.'"”

e Conduct enhanced scrutiny of such account to guard against money laundering and to
identify and report any suspicious transactions in accordance with applicable laws
and regulations. This enhanced scrutiny is to reflect the risk assessment of the
account and shall include, as appropriate:

= Obtaining and considering information relating to the foreign bank’s anti-money
laundering program to assess the risk of money laundering presented by the
foreign bank’s correspondent account.

= Monitofing transactions to, from, or through the correspondent account in a
manaer reasonably designed to detect money laundering and suspicious activity.

= Obtaining informationfrom the foreign bank about the identity of any person with
authority todirectitransactions through any correspondent account that is a
payable through account; afid the sources and the beneficial owner of funds or
other assets in the payable through account.

e Determine whether the foreign bank fofywhich the correspondent account is
maintained in turn maintains c@rrespondent accounts for other foreign banks that use
the foreign bank’s correspondent account afid, if so, take reasonable steps to obtain
information relevant to assess and'mitigate meney laundering risks associated with
the foreign bank’s correspondent accguntsdor other foreign banks, including, as
appropriate, the identity of those foreignfbanks.

In addition to those categories of foreign banks identified in the regulation as requiring
EDD, banks may find it appropriate to conduct addifional dug diligence measures on
foreign financial institutions identified through applicationsof thé'bank’s general due
diligence program as posing a higher risk for money launderifig:ySuch’measures may
include any or all of the elements of EDD set forth in the regulation; as a@ppropriate for
the risks posed by the specific foreign correspondent account.

As also noted in the above section on general due diligence, a bank*§resoufices are most
appropriately directed at those accounts that pose a more significant money laundering
risk. Accordingly, where a bank is required or otherwise determines that it is necessary
to conduct EDD in connection with a foreign correspondent account, the bank may
consider the risk assessment factors discussed in the section on general due diligence
when determining the extent of the EDD that is necessary and appropriate to mitigate the
risks presented. In particular, the anti-money laundering and supervisory regime of the

'3 An “owner” is any person who directly or indirectly owns, controls, or has the power to vote 10 percent
or more of any class of securities of a foreign bank (31 CFR 103.176(b)(3)). ‘“Publicly traded” means
shares that are traded on an exchange or an organized over-the-counter market that is regulated by a foreign
securities authority, as defined in section 3(a)(50) of the Securities Exchange Act of 1934 (15 USC
78¢(a)(50)) (31 CFR 103.176(b)(3)).
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jurisdiction that issued a charter or license to the foreign financial institution may be
especially relevant in a bank’s determination of the nature and extent of the risks posed
by a foreign correspondent account and the extent of the EDD to be applied.

Special Procedures When Due Diligence
Cannot Be Performed

A bank’s due diligence policies, procedures, and controls established pursuant to 31 CFR
103.176 must include procedures to be followed in circumstances when appropriate due
diligence or EDD cannot be performed with respect to a foreign correspondent account,
including when the bank should:

e Refuse to account.
e Suspend tran 1vity.

e File a SAR.

e C(Close the account.
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Examination Procedures

Foreign Correspondent Account Recordkeeping and

Due Diligence

Objective. Assess the bank’s compliance with statutory and regulatory requirements for
correspondent accounts for foreign shell banks, foreign correspondent account
recordkeeping, and due diligence programs to detect and report money laundering and
suspicious activity. Refer to the expanded sections of the manual for discussions and
examination procedures regarding specific money laundering risks associated with
foreign correspon@ent accounts.

1. Determine whether the bank engages in foreign correspondent banking.

Foreign ShellBank Prohibition and
Foreign Correspondent Account Recordkeeping

2. If so, review the bank’s poli€ies;procedures, and processes. At a minimum, policies,
procedures, and processes,should@ecomplish the following:

Prohibit dealings with foreign shell banks and specify the responsible party for
obtaining, updating, and managing cerfifications or information for foreign
correspondent accounts.

Identify foreign correspondent accotints and afldress the sending, tracking,
receiving, and reviewing of certification requests or requests for information.

Evaluate the quality of information received'in respomses to. certification requests
or requests for information.

Determine whether and when a SAR should be filed:
Maintain sufficient internal controls.
Provide for ongoing training.

Independently test the bank’s compliance with 31 CFR 103.177.

3. Determine whether the bank has on file a current certification or current information
(that would otherwise include the information contained within a certification) for
each foreign correspondent account to determine whether the foreign correspondent is
not a foreign shell bank (31 CFR 103.177(a)).

4. If the bank has foreign branches, determine whether the bank has taken reasonable
steps to ensure that any correspondent accounts maintained for its foreign branches
are not used to indirectly provide banking services to a foreign shell bank.
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Special Due Diligence Program for
Foreign Correspondent Accounts

5. Determine whether the bank has established a general due diligence program that
includes appropriate, specific, risk-based, and, where necessary, enhanced policies,
procedures, and controls for correspondent accounts established, maintained,
administered, or managed in the United States for foreign financial institutions
(“foreign correspondent account’). The general due diligence program must be
applied to each foreign correspondent account. Verify that due diligence policies,
procedures, and controls include:

Determinifig, whether any foreign correspondent account is subject to EDD (31
CFR 103.176(a)(1)).

Assessing the mofiey laundering risks presented by the foreign correspondent
account (31 CER 1037476(a)(2)).

Applying risksbased pre€edures and controls to each foreign correspondent
account reasonably designedto detect and report known or suspected money
laundering activity,\including a periodic review of the correspondent account
activity sufficient to detefmide consistency with information obtained about the
type, purpose, and anticipated activity of the account (31 CFR 103.176(a)(3)).

6. Review the due diligence program®§®poli€ics, ptocedures, and processes governing
the BSA/AML risk assessment of forgign correspondent accounts (31 CFR
103.176(a)(2)). Verify that the bank’s due diligenee program considers the following
factors, as appropriate, as criteria in the risk asséssmet:

The nature of the foreign financial institutiod’s business and the markets it serves.
The type, purpose, and anticipated activity of the foreign corréspondent account.

The nature and duration of the bank’s relationship with the foreignifinancial
institution and any of its affiliates.

The AML and supervisory regime of the jurisdiction that issued thé Charter or
license to the foreign financial institution, and, to the extent that information
regarding such jurisdiction is reasonably available, of the jurisdiction in which
any company that is an owner of the foreign financial institution is incorporated
or chartered.

Information known or reasonably available to the bank about the foreign financial
institution’s AML record.

7. Ensure the program is reasonably designed to:

Detect and report, on an ongoing basis, known or suspected money laundering
activity.
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= Perform periodic reviews of correspondent account activity to determine
consistency with the information obtained about the type, purpose, and anticipated
activity of the account.

8. For foreign banks subject to EDD, evaluate the criteria that the U.S. bank uses to
guard against money laundering in, and report suspicious activity in connection with,
any correspondent accounts held by such foreign banks. Verify that the EDD
procedures are applied to each correspondent account established for foreign banks
operating under:

= An offshore banking license.

= A bankinggdicense issued by a foreign country that has been designated as
noncogperative with international AML principles or procedures by an
integgovetnmental group or organization of which the United States is a member,
and with which désignation the United States representative to the group or
organization cencurs.

= A banking license iSsuedBya foreign country that has been designated by the
Secretary of theWreasury, as Warranting special measures due to AML concerns.

9. Review the bank’s policies, proceduresyand processes and determine whether they
include reasonable steps for cofiducting @nhanced scrutiny of foreign correspondent
accounts to guard against money launderingfand to identify and report any suspicious
transactions in accordance with applicablé law$yand regulations (31 CFR
103.176(b)(1)). Verify that this enhaneed sérutiny reflects the risk assessment of each
foreign correspondent account that is subject t0 sueh scrutiny and includes, as
appropriate:

= Obtaining and considering information relatiftg to the foreign bank’s anti-money
laundering program to assess the risk of moneylaundering presented by the
foreign bank’s correspondent account (31 CFR 103.176(b)(1)(%)).

= Monitoring transactions to, from, or through the correspondent@ccount in a
manner reasonably designed to detect money laundering‘andfSuspicious activity
(31 CFR 103.176(b)(1)(i1)).

= Obtaining information from the foreign bank about the identity of any person with
authority to direct transactions through any correspondent account that is a
payable through account, and the sources and beneficial owner of funds or other
assets in the payable through account (31 CFR 103.176(b)(1)(ii1)).

10 Review the bank’s policies, procedures, and processes for determining whether
foreign correspondent banks subject to EDD maintain correspondent accounts for
other foreign banks, and, if so, determine whether the bank’s policies, procedures,
and processes include reasonable steps to obtain information relevant to assess and
mitigate money laundering risks associated with the foreign correspondent bank’s
correspondent accounts for other foreign banks, including, as appropriate, the identity
of those foreign banks (31 CFR 103.176(b)(2)).
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11. Determine whether policies, procedures, and processes require the bank to take
reasonable steps to identify each of the owners with the power to vote 10 percent or
more of any class of securities of a nonpublicly traded foreign correspondent bank for
which it opens or maintains an account that is subject to EDD. For such accounts,
evaluate the bank’s policies, procedures, and processes to determine each such
owner’s interest (31 CFR 103.176(b)(3)).

Transaction Testing

Foreign Shell Bank Prohibition and
Foreign Correspondent Account Recordkeeping

12. On the basi§ of a'tisk assessment, prior examination reports, and a review of the
bank’s atidit findings, select a sample of foreign bank accounts. From the sample
selected, determine the¥following:

=  Whether cerfifications and information on the accounts are complete and
reasonable.

=  Whether the bank has adeguate documentation to evidence that it does not
maintain accounts forpenimdifectlyfprovide services to, foreign shell banks.

= For account closures, whether closures were made within a reasonable time period
and that the relationship washetfre-cstablished without sufficient reason.

=  Whether there are any federal law enfércement gequests for information regarding
foreign correspondent accounts. If so, as¢ertdin thét requests were met in a timely
manner.

=  Whether the bank received any official notifieations £0 cle§e a foreign financial
institution account.''® If so, ascertain that the acc@unts aécre clesed within ten
business days.

=  Whether the bank retains, for five years from the date ofjaccotint closure, the
original of any document provided by a foreign financial institution,/as well as the
original or a copy of any document relied on in relation to anyaswdmons or
subpoena of the foreign financial institution issued under 31 CFR 103.185.

Special Due Diligence Program for
Foreign Correspondent Accounts
13. From a sample selected, determine whether the bank consistently follows its general

due diligence policies, procedures, and processes for foreign correspondent accounts.
It may be necessary to expand the sample to include correspondent accounts

16 Official notifications to close a foreign financial institution’s account must be signed by either the
Secretary of the Treasury or the U.S. Attorney General (31 CFR 103.185(d)).
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maintained for foreign financial institutions other than foreign banks (such as money
transmitters or currency exchangers), as appropriate.

14. From the original sample, determine whether the bank has implemented EDD
procedures for foreign banks operating under:

= An offshore banking license.

= A banking license issued by a foreign country that has been designated as
noncooperative with international AML principles or procedures.

= A banking license issued by a foreign country that has been designated by the
Secretary of the Treasury as warranting special measures due to AML concerns.

15. From a samiple of'accounts that are subject to EDD, verify that the bank has taken
reasonable stepsyin accordance with the bank’s policies, procedures, and processes,
to:

= Determine, €or anygsuch_foreign bank whose shares are not publicly traded, the
identity of eachyof the awnets of the foreign bank with the power to vote 10
percent or more of any classéf securities of the bank, and the nature and extent of
the ownership interest of €achsmeh,owner.

= Conduct enhanced scrutiny of any aécounts held by such banks to guard against
money laundering and reportsuspiciou$ activity.

= Determine whether such foreign bank pfovides correspondent accounts to other
foreign banks and, if so, obtain inforfnation relévant to assess and mitigate money
laundering risks associated with the foreigndbank’s correspondent accounts for
other foreign banks, including, as appropriategthe identity of those foreign banks.

16. On the basis of examination procedures completedpineltiding transaction testing,
form a conclusion about the adequacy of policies, proceddres; and processes to meet
regulatory requirements associated with foreign correspendent account,recordkeeping
and due diligence.

17. On the basis of the previous conclusion and the risks associatedWith thébank’s
activity in this area, proceed to expanded examination procedures, 1f hecessary.
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Private Banking Due Diligence Program
(Non-U.S. Persons) — Overview

Objective. Assess the bank’s compliance with the statutory and regulatory requirements
to implement policies, procedures, and controls to detect and report money laundering
and suspicious activity through private banking accounts established, administered, or
maintained for non-U.S. persons. Refer to the expanded sections of the manual for
discussions and examination procedures regarding specific money laundering risks
associated with private banking.

Private banking cam be broadly defined as providing personalized financial services to
wealthy clientsé Section 312 of the USA PATRIOT Act added subsection (i) to 31 USC
5318 of the BSANThis subsection requires each U.S. financial institution that establishes,
maintains, administers, of manages a private banking account in the United States for a
non-U.S. person/to takecertain, AML measures with respect to these accounts. In
particular, a bank niust establish appropriate, specific, and, where necessary, EDD
policies, procedures, and controls that are reasonably designed to enable the bank to
detect and report instances ©f money laundering through such accounts. In addition,
section 312 mandates enhanged serutinyste, detect and, if appropriate, report transactions
that may involve proceeds of foreigh corruption for private banking accounts that are
requested or maintained by or on behalf of a'senior foreign political figure or the
individual’s immediate family and clesegassogiates. On January 4, 2006, FinCEN issued
a final regulation (31 CFR 103.178) to implemenit the private banking requirements of 31
USC 5318(1).

The overview and examination procedures set forth'in this segtion are intended to
evaluate the bank’s due diligence program concerning private banking accounts offered
to non-U.S. persons. Additional procedures for specific riskdareaghief private banking are
included in the expanded examination procedures, “Private Bafiking,*\pages 284 to 285.

Private Banking Accounts

For purposes of 31 CFR 103.178, a “private banking account” is anjaccount/(or any
combination of accounts) maintained at a bank that satisfies all three ofithe following
criteria:

e Requires a minimum aggregate deposit of funds or other assets of not less than
$1,000,000.

e I[s established on behalf of or for the benefit of one or more non-U.S. persons who are
direct or beneficial owners'” of the account.

17 «Beneficial owner” of an account means an individual who has a level of control over, or entitlement to,
the funds or assets in the account that, as a practical matter, enables the individual, directly or indirectly, to
control, manage, or direct the account. The ability to fund the account or the entitlement to the funds of the
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e [s assigned to, or is administered by, in whole or in part, an officer, employee, or
agent of a bank acting as a liaison between a financial institution covered by the
regulation and the direct or beneficial owner of the account.

With regard to the minimum deposit requirement, a “private banking account” is an
account (or combination of accounts) that requires a minimum deposit of not less than
$1,000,000. A bank may offer a wide range of services that are generically termed
private banking, and even if certain (or any combination, or all) of the bank’s private
banking services do not require a minimum deposit of not less than $1,000,000, these
relationships should be subject to a greater level of due diligence under the bank’s risk-
based BSA/AML compliance program but are not subject to 31 CFR 103.178. Refer to
the expanded overyiew section, “Private Banking,” pages 279 to 283, for further
guidance.

Due DiligencesProgram

A bank must establish'and maintain a due diligence program that includes policies,
procedures, and contols that aremeasonably designed to detect and report any known or
suspected money laundering ot suspicious activity conducted through or involving any
private banking account fota non-US. person that is established, maintained,
administered, or managed inithe Unitéd States by the bank. The due diligence program
must ensure that, at a minimum, thé bank takes reasonable steps to do each of the
following:

e Ascertain the identity of all nominal an@ benéficial owners of a private banking
account.

e Ascertain whether the nominal or beneficial gWner0f anyyprivate banking account is
a senior foreign political figure.

e Ascertain the source(s) of funds deposited into a private bafikingaccount and the
purpose and expected use of the account.

e Review the activity of the account to ensure that it is consistent with the tnformation
obtained about the client’s source of funds, and with the statedpurpose and expected
use of the account, and to file a SAR, as appropriate, to report anyakaown or
suspected money laundering or suspicious activity conducted to, from, or through a
private banking account.

account alone, however, without any corresponding authority to control, manage, or direct the account
(such as in the case of a minor child beneficiary), does not cause the individual to be a beneficial owner (31
CFR 103.175(b)).
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Risk Assessment of Private Banking Accounts for
Non-U.S. Persons

The nature and extent of due diligence conducted on private banking accounts for non-
U.S. persons will likely vary for each client depending on the presence of potential risk
factors. More extensive due diligence, for example, may be appropriate for new clients;
clients who operate in, or whose funds are transmitted from or through, jurisdictions with
weak AML controls; and clients whose lines of business are primarily currency-based
(e.g., casinos or currency exchangers). Due diligence should also be commensurate with
the size of the account. Accounts with relatively more deposits and assets should be
subject to greater due diligence. In addition, if the bank at any time learns of information
that casts doubt ofiyprevious information, further due diligence would be appropriate.

Ascertaining)Source of Funds and Monitoring Account Activity

Banks that provide private banking services generally obtain considerable information
about their clients, diicluding the purpose for which the customer establishes the private
banking account. Thigyinformdtioniean establish a baseline for account activity that will
enable a bank to better detglt suspicious activity and to assess situations where additional
verification regarding the source)of funds,may be necessary. Banks are not expected, in
the ordinary course of business;to yerify the,source of every deposit placed into every
private banking account. Howevet, banks should monitor deposits and transactions as
necessary to ensure that activity is censistent #ith information that the bank has received
about the client’s source of funds and withdhe stated purpose and expected use of the
account. Such monitoring will facilitate the identification of accounts that warrant
additional scrutiny.

Enhanced Scrutiny of Private Banking Accounts for
Senior Foreign Political Figures

For the purposes of private banking accounts under 31 CFR03.175(r)4the regulation
defines the term “senior foreign political figure” to include oneler mefe of the following:

e A current or former:

= Senior official in the executive, legislative, administrative, military, or judicial
branches of a foreign government (whether elected or not).

= Senior official of a major foreign political party.

= Senior executive of a foreign-government-owned commercial enterprise.'"

8 For purposes of this definition, the terms “senior official” or “senior executive” mean an individual with
substantial authority over policy, operations, or the use of government-owned resources.
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e A corporation, business, or other entity that has been formed by, or for the benefit of,
any such individual.

e An immediate family member (including spouses, parents, siblings, children, and a
spouse’s parents and siblings) of any such individual.

e A person who is widely and publicly known (or is actually known by the relevant
bank) to be a close associate of such individual.

Senior foreign political figures as defined above are often referred to as “politically
exposed persons” or PEPs. Refer to the expanded overview section, “Politically Exposed
Persons,” pages 297 to 300, for additional guidance, in particular with respect to due
diligence on accodnts maintained for PEPs that do not meet the regulatory definition of
“private banking account” set forth in 31 CFR 103.175(0).

For private banking accounts for which a senior foreign political figure is a nominal or
beneficial owner, the bank’s'due diligence program must include enhanced scrutiny that
is reasonably desigded to'detect and report transactions that may involve the proceeds of
foreign corruption. The term ‘iproceeds of foreign corruption” means any asset or
property that is acquired’by@through, or on behalf of a senior foreign political figure
through misappropriation, theft, or embezzlement of public funds, the unlawful
conversion of property of a foféign government, or through acts of bribery or extortion,
and includes any other property into which any such assets have been transformed or
converted.'” In those cases when a'bank.files@SAR concerning a transaction that may
involve the proceeds of foreign corruption1nCEN has instructed banks to include the
term “foreign corruption” in the narrativéportion of thegSAR. '

Enhanced scrutiny of private banking accounts forgeniof foteign political figures should
be risk-based. Reasonable steps to perform enhancedéscrutiny may include consulting
publicly available information regarding the home cQuntry of the glient, contacting
branches of the U.S. bank operating in the home countrymoef thef€lientyto obtain additional
information about the client and the political environment, afid conducting greater
scrutiny of the client’s employment history and sources of in¢ome. “Fowfexample, funds
transfers from a government account to the personal account of'a gosernment official
with signature authority over the government account may raise a bank’s suspicions of
possible political corruption. In addition, if a bank’s review of major‘aews sources
indicates that a client may be or is involved in political corruption, the bank should
review the client’s account for unusual activity.

19 Additional red flags regarding transactions that may be related to the proceeds of foreign corruption are
listed in Guidance on Enhanced Scrutiny for Transactions That May Involve the Proceeds of Foreign
Official Corruption, issued by the U.S. Treasury, Board of Governors of the Federal Reserve System,
Federal Deposit Insurance Corporation, Office of the Comptroller of the Currency, Office of Thrift
Supervision, and the Department of State, January 2001.

120 Refer to FIN-2008-G005, Guidance to Financial Institutions on Filing Suspicious Activity Reports
regarding the Proceeds of Foreign Corruption, April 17, 2008, available at www.fincen.gov.
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Identifying Senior Foreign Political Figures

Banks are required to establish policies, procedures, and controls that include reasonable
steps to ascertain the status of an individual as a senior foreign political figure.
Procedures should require obtaining information regarding employment and other
sources of income, and the bank should seek information directly from the client
regarding possible senior foreign political figure status. The bank should also check
references, as appropriate, to determine whether the individual holds or has previously
held a senior political position or may be a close associate of a senior foreign political
figure. In addition, the bank should make reasonable efforts to review public sources of
information regarding the client.

Banks applyinga@asenable due diligence procedures in accordance with 31 CFR 103.178
may not be ableto identify in every case individuals who qualify as senior foreign
political figures, andgfin particular, their close associates, and thus may not apply
enhanced scrutiny to all'suchyaccounts. If the bank’s due diligence program is reasonably
designed to make'thi§ determination, and the bank administers this program effectively,
then the bank shouldigenerally b@uable to detect, report, and take appropriate action when
suspected money laundering is'\@ccurring with respect to these accounts, even in cases
when the bank has not been ableito identify the accountholder as a senior foreign political
figure warranting enhanced Sesutinys

Special Procedures When Dug Diligence
Cannot Be Performed

A bank’s due diligence policies, procedures, and €onfrols@stablished pursuant to 31 CFR
103.178(a) must include special procedures when @ppropriatéydue diligence cannot be
performed. These special procedures must include @hen the bank should:

e Refuse to open the account.
e Suspend transaction activity.
e Filea SAR.

e (Close the account.
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Examination Procedures

Private Banking Due Diligence Program
(Non-U.S. Persons)

Objective. Assess the bank’s compliance with the statutory and regulatory requirements
to implement policies, procedures, and controls to detect and report money laundering
and suspicious activity through private banking accounts established, administered, or
maintained for non-U.S. persons. Refer to the expanded sections of the manual for
discussions and examination procedures regarding specific money laundering risks
associated with private banking.

1. Determine whether the bank offers private banking accounts in accordance with the
regulatory definition®fia private banking account. A private banking account means
an account (Qr anyfcombination of accounts) maintained at a financial institution
covered by the £#€gulation that satisfies all three of the following criteria:

= Requires a minithum aggregate deposit of funds or other assets of not less than
$1,000,000 (31 CFR 1035175(0)(1)).

= [s established on behalf of or for thejbenefit of one or more non-U.S. persons who
are direct or beneficial owners of the acdount (31 CFR 103.175(0)(2)).

= [sassigned to, or is administered orfmandged by, in whole or in part, an officer,
employee, or agent of the bank actingg@s a/liaiseh between the bank and the direct
or beneficial owner of the account (31 CHR 403.175(0)(3)).

The final rule reflects the statutory definition foufid in the/lUSA PATRIOT Act. If an
account satisfies the last two criteria in the definition of dprivate banking account as
described above, but the institution does not require a minifaum balance of
$1,000,000, then the account does not qualify as a private banking aceount under this
rule. However, the account is subject to the internal controls and rsk-based due
diligence included in the institution’s general BSA/AML complignce program. "'

2. Determine whether the bank has implemented due diligence policiesgprocedures, and
controls for private banking accounts established, maintained, administered, or
managed in the United States by the bank for non-U.S. persons. Determine whether
the policies, procedures, and controls are reasonably designed to detect and report any
known or suspected money laundering or suspicious activity conducted through or
involving any private banking account.

3. Review the bank’s policies, procedures, and controls to assess whether the bank’s due
diligence program includes reasonable steps to:

12 Refer to the expanded examination procedures, “Private Banking” and “Politically Exposed Persons”
(PEPs), pages 284 to 285 and 301 to 302, respectively, for additional guidance.
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= Ascertain the identity of the nominal and beneficial owners of a private banking
account (31 CFR 103.178(b)(1)).

=  Ascertain whether any nominal or beneficial owner of a private banking account
is a senior foreign political figure (31 CFR 103.178(b)(2)).

=  Ascertain the source(s) of funds deposited into a private banking account and the
purpose and expected use of the private banking account for non-U.S. persons (31
CFR 103.178(b)(3)).

= Review the activity of the account to ensure that it is consistent with the
information obtained about the client’s source of funds and with the stated
purpose and expected use of the account, as needed, to guard against money
launderifig and to report any known or suspected money laundering or suspicious
actiyity conducted to, from, or through a private banking account for non-U.S.
persons (31 CFRA03.178(b)(4)).

4. Review the bank’s policies, procedures, and controls for performing enhanced
scrutiny to assesSiwhether theyaare reasonably designed to detect and report
transactions that may inwolve the proceeds of foreign corruption'* for which a senior
foreign political figure ® is aihominal or beneficial owner (31 CFR 103.178(c)(1)).

Transaction Testing

5. On the basis of a risk assessment, prior gxamifiadtion reports, and a review of the
bank’s audit findings, select a samplefot cuStomer files to determine whether the bank
has ascertained the identity of the nomin@l and bedeticial owners of, and the source of
funds deposited into, private banking accountsfor non-UhS. persons. From the
sample selected determine the following:

=  Whether the bank’s procedures comply with integadl policicsyand statutory
requirements.

122 The term “proceeds of foreign corruption” means any assets or property that isfacquiredby, through, or
on behalf of a senior foreign political figure through misappropriation, theft, or embezzlement of public
funds, the unlawful conversion of property of a foreign government, or through acts of bribery or extortion,
and shall include any other property into which any such assets have been transformed or converted (31
CFR 103.178(c)(2)).

12 The final rule defines a senior foreign political figure as: a current or former senior official in the
executive, legislative, administrative, military, or judicial branches of a foreign government, whether or not
they are or were elected officials; a senior official of a major foreign political party; and a senior executive
of a foreign government-owned commercial enterprise. The definition also includes a corporation,
business, or other entity formed by or for the benefit of such an individual. Senior executives are
individuals with substantial authority over policy, operations, or the use of government-owned resources.
Also included in the definition of a senior foreign political official are immediate family members of such
individuals and persons who are widely and publicly known (or actually known) close associates of a
senior foreign political figure.

FFIEC BSA/AML Examination Manual 136 04/29/2010



Private Banking Due Diligence Program (Non-U.S. Persons) — Examination Procedures

=  Whether the bank has followed its procedures governing risk assessment of
private banking accounts for non-U.S. persons.

=  Whether the bank performs enhanced scrutiny of private banking accounts for
which senior foreign political figures are nominal or beneficial owners, consistent
with its policy, regulatory guidance, and statutory requirements.

6. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the ability of policies, procedures, and processes to meet
regulatory requirements associated with private banking due diligence programs.

7. On the basis of the previous conclusion and the risks associated with the bank’s
activity in thiggarea, proceed to expanded examination procedures, if necessary.

Q
//I/O
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Special Measures — Overview

Objective. Assess the bank’s compliance with statutory and regulatory requirements for
special measures issued under section 311 of the USA PATRIOT Act.

Section 311 of the USA PATRIOT Act added 31 USC 5318A to the BSA, which
authorizes the Secretary of the Treasury to require domestic financial institutions and
domestic financial agencies to take certain special measures against foreign jurisdictions,
foreign financial institutions, classes of international transactions, or types of accounts of
primary money laundering concern. Section 311 provides the Secretary of the Treasury
with a range of options that can be adapted to target specific money laundering and
terrorist financingf¢oncerns. Section 311 is implemented through various orders and
regulations thaf are ingorporated into 31 CFR 103."* As set forth in section 311, certain
special meagures'may be imposed by an order without prior public notice and comment,
but such orders must be@flimited duration and must be issued together with a Notice of
Proposed Rulemaking.

Section 311 establishes a procgss fox the Secretary of the Treasury to follow, and
identifies federal agenci€s t0 consult before the Secretary of the Treasury may conclude
that a jurisdiction, financiallinstitutiongelass of transactions, or type of account is of
primary money laundering con€ernd The statute also provides similar procedures,
including factors and consultation fequirements, for selecting the specific special
measures to be imposed against a jusisdictiongfinancial institution, class of transactions,
or type of account that is of primary moneyflaundering concern.

It is important to note that, while a jurisdiction, finangial institution, class of transactions,
or type of account may be designated of primary/moéneydaundering concern in an order
issued together with a Notice of Proposed Rulemaking, special measures of unlimited
duration can only be imposed by a final rule issued after noti€e an@ an opportunity for
comment.

Types of Special Measures

The following five special measures can be imposed, either individually, joitly, or in any
combination:

Recordkeeping and Reporting of Certain Financial Transactions

Under the first special measure, banks may be required to maintain records or to file
reports, or both, concerning the aggregate amount of transactions or the specifics of each
transaction with respect to a jurisdiction, financial institution, class of transactions, or
type of account that is of primary money laundering concern. The statute contains

12 Notices of proposed rulemaking and final rules accompanying the determination “of primary money
laundering concern,” and imposition of a special measure(s) pursuant to section 311 of the USA PATRIOT
Act are available on the FInCEN Web site at www.fincen.gov.

FFIEC BSA/AML Examination Manual 138 04/29/2010


http://www.fincen.gov/

Special Measures — Overview

minimum information requirements for these records and reports and permits the
Secretary of the Treasury to impose additional information requirements.

Information Relating to Beneficial Ownership

Under the second special measure, banks may be required to take reasonable and
practicable steps, as determined by the Secretary of the Treasury, to obtain and retain
information concerning the beneficial ownership of any account opened or maintained in
the United States by a foreign person (other than a foreign entity whose shares are subject
to public reporting requirements or are listed and traded on a regulated exchange or
trading market), or a representative of such foreign person, that involves a jurisdiction,
financial institution, class of transactions, or type of account that is of primary money
laundering concern:

Information Relating to Certain Payable Through Accounts

Under the third special measure, banks that open or maintain a payable through account
in the United StateS\involving agusisdiction, financial institution, class of transactions, or
type of account that is°@f primaty money laundering concern may be required (i) to
identify each customer (and represefitative) who is permitted to use the account or whose
transactions are routed through the aegéountand (ii) to obtain information about each
customer (and representative) that i§ substantially comparable to that which the bank
obtains in the ordinary course of business with gespect to its customers residing in the
United States.'”

Information Relating to Certain Correspefident Accounts

Under the fourth special measure, banks that open’or maintaimya correspondent account in
the United States involving a jurisdiction, financial gitstitution, class of transactions, or
type of account that is of primary money laundering concenfi may be,required to: (i)
identify each customer (and representative) who is permittedouse théaccount or whose
transactions are routed through the account; and (ii) obtain 4nformagion about each such
customer (and representative) that is substantially comparable'te that avhichia United
States depository institution obtains in the ordinary course of busin€ss with respect to its
customers residing in the United States. '

123 Refer to expanded overview section, “Payable Through Accounts,” pages 198 to 200, for additional
guidance.

126 Refer to core overview section, “Foreign Correspondent Account Recordkeeping and Due Diligence,”
pages 117 to 124, and expanded overview section, “Correspondent Accounts (Foreign),” pages 183 to 185,
for additional guidance.
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Prohibitions or Conditions on Opening or Maintaining Certain
Correspondent or Payable Through Accounts

Under the fifth, and strongest, special measure, banks may be prohibited from opening or
maintaining in the United States any correspondent account or payable through account
for, or on behalf of, a foreign financial institution if the account involves a jurisdiction,
financial institution, class of transactions, or type of account that is of primary money
laundering concern. The imposition of this measure can prohibit U.S. banks from
establishing, maintaining, administering, or managing in the United States a
correspondent or payable through account for, or on behalf of, any financial institution
from a specific foreign jurisdiction. This measure may also be applied to specific foreign
financial institutighs and their subsidiaries.

The regulations that implement these prohibitions may require banks to review their
account records to deterpdine whether they maintain no accounts directly for, or on behalf
of, such entities. /In addition'te the direct prohibition, banks may also be:

e Prohibited from Knowinglygpréwiding indirect access to the specific entities through
its other banking relationships.

e Required to notify correspendent@ccoumtholders that they must not provide the
specific entity with access to the account maintained at the U.S. bank.

e Required to take reasonable stepstesidentify amy indirect use of its accounts by the
specific entity.

Special Measures Guidance

Orders and regulations implementing specific specidl measures taken under section 311
of the USA PATRIOT Act are not static; they can be 18sued‘or réscinded over time as the
Secretary of the Treasury determines that a subject jurisdictioft, institution, class of
transactions, or type of account is no longer of primary mohey launderingconcern. In
addition, special measures imposed against one jurisdiction, institutiofl, class,of
transactions, or type of account may vary from those imposed in ogher situations.
Examiners should also note that an order or rule imposing a special Tacasufe may
establish a standard of due diligence that banks must apply to comply with the particular
special measure.

Accordingly, this manual does not detail specific final special measures, because any
such listing could quickly become dated. Examiners reviewing compliance with this
section should visit FinCEN’s Web site at www.fincen.gov for current information on
final special measures. Examiners should only examine for those special measures that
are final, and should not review banks for special measures that are proposed.
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Examination Procedures

Special Measures

Objective. Assess the bank’s compliance with statutory and regulatory requirements for
special measures issued under section 311 of the USA PATRIOT Act.

1. Determine the extent of the bank’s international banking activities and the foreign
jurisdictions in which the bank conducts transactions and activities, with particular
emphasis on foreign correspondent banking and payable through accounts.

2. As applicablefidetermine whether the bank has established policies, procedures, and
processes 10 respomnd to specific special measures imposed by FinCEN that are
applicable to'its operations. Evaluate the adequacy of the policies, procedures, and
processes for/detectidgiaccounts or transactions with jurisdictions, financial
institutions, or trafisactionsysubject to final special measures.

3. Determine, through discussionsywith management and review of the bank’s
documentation, whethefithe bank has taken action in response to final special
measures.

Transaction Testing

4. Determine all final special measures iss#ied by FinCEN under section 311 that are
applicable to the bank (refer to www#incefi.gov).

5. For any of the first four types of special measus€s, determine whether the bank
obtained, recorded, or reported the information required by each particular special
measure.

6. For the fifth special measure (prohibition), determine whethes the bank complied with
the prohibitions or restrictions required by each particulag special me@isure, and
complied with any other actions required by the special méasures¢

7. As necessary, search the bank’s MIS and other appropriate recotds fordccounts or
transactions with jurisdictions, financial institutions, or transactions subject to final
special measures.

8. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the ability of policies, procedures, and processes to meet
regulatory requirements associated with special measures.
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Foreign Bank and Financial Accounts
Reporting — Overview

Objective. Assess the bank’s compliance with statutory and regulatory requirements for
the reporting of foreign bank and financial accounts.

Each person'?’ (including a bank) subject to U.S. jurisdiction with a financial interest in,
or signature or other authority over, a bank, a securities, or any other financial account in
a foreign country must file a Report of Foreign Bank and Financial Accounts (FBAR)
(TD F 90-22.1) with the IRS if the aggregate value of these financial accounts exceeds
$10,000 at any tipde during the calendar year.'” As clarified on the revised FBAR form,
which was publishediby the IRS in October 2008 and must be used after December 31,
2008, the tesin “finangial account” generally includes, among other things, accounts in
which assets are held indeemmingled fund and the account owner holds an equity
interest in the fund, (efg:, a mutual fund), as well as debit card and prepaid card accounts.

On August 7, 2009, the IRS issgediNotice 2009-62, which indicated that the IRS intended
to issue regulations further glarifying the applicability of the FBAR requirements to U.S.
persons with only signature authority over (but no financial interest in) a foreign financial
account, as well as to U.S. persons with financial interest in or signature authority over
foreign commingled funds. Consequently, with respect to these two types of foreign
financial accounts, the IRS extended the FBARfiling deadline for U.S. persons for the
2008 and earlier calendar years until June 30, 2040.

A bank must file this form on its own accoudts that meet this definition; additionally, the
bank may be obligated to file these forms for customicr aécounts in which the bank has a
financial interest or over which it has signature or othér authority.

An FBAR must be filed with the Commissioner of theddRS#n orfbefore June 30 of each
calendar year for foreign financial accounts where the aggregatewaluciexceeded $10,000
at any time during the previous calendar year.

127 As defined in 31 CFR 103.11(z), the term “person” means an individual, a corporaion, a partnership, a
trust or estate, a joint stock company, an association, a syndicate, joint venture or other unincorporated
organization or group, an Indian Tribe (as that term is defined in the Indian Gaming Regulatory Act), and
all entities cognizable as legal personalities. The instructions to the FBAR further state that the term
“United States person” means a citizen or resident of the United States or a person in and doing business in
the United States. The IRS has indicated that generally a person is not considered to be “in and doing
business in the United States” unless that person is conducting business within the United States on a
regular and continuous basis. Refer to FAQS Regarding Report of Foreign Bank and Financial Accounts
(FBAR), February 12, 2009, www.irs.gov/businesses/small/article/0,,id=148845.00.htm1#UPS]1.
Furthermore, in Announcement 2009-51, 2009-25 I.LR.B. 1105, issued June 5, 2009, the IRS indicated that
it had suspended temporarily the FBAR filing requirement for persons who are not U.S. citizens, residents,
or domestic entities.

12231 CFR 103.24.
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Examination Procedures

Foreign Bank and Financial Accounts Reporting

Objective. Assess the bank’s compliance with statutory and regulatory requirements for
the reporting of foreign bank and financial accounts.

1. Determine whether the bank has a financial interest in, or signature or other authority
over, bank, securities, or other financial accounts in a foreign country, as well as
whether the bank is required to file a Report of Foreign Bank and Financial Accounts
(FBAR) (TD F 90-22.1) form for customer accounts, including trust accounts, in
which the bartk*has a financial interest or over which it has signature or other
authority,

2. If applicable, reviewsthe,bank’s policies, procedures, and processes for filing annual
reports.

Transaction Testing

3. On the basis of a risk assessment,forior,examination reports, and a review of the
bank’s audit findings, select’a s@mple ofaccounts to determine whether the bank has
appropriately completed, submitted, and*retained copies of the FBAR forms.

4. On the basis of examination proceduresfecompleted, including transaction testing,
form a conclusion about the ability of‘poli€ies, procedures, and processes to meet
regulatory requirements associated withF BARs,
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International Transportation of Currency or
Monetary Instruments Reporting —
Overview

Objective. Assess the bank’s compliance with statutory and regulatory requirements for
the reporting of international shipments of currency or monetary instruments.

Each person' (including a bank) who physically transports, mails, or ships currency or
monetary instruments in excess of $10,000 at one time out of or into the United States
(and each person who causes such transportation, mailing, or shipment) must file a
Report of Interm@tional Transportation of Currency or Monetary Instruments (CMIR)
(FinCEN Forim 105).'* A CMIR must be filed with the appropriate Bureau of Customs
and Border Protegtion offieer or with the commissioner of Customs at the time of entry
into or departure/fromdhe United States. When a person receives currency or monetary
instruments in an agiountiexceeding $10,000 at one time that have been shipped from any
place outside the United Statesf a CMIR must be filed with the appropriate Bureau of
Customs and Border Protegtionieffi¢er or with the commissioner of Customs within 15
days of receipt of the instruments (unless,a report has already been filed). The report is to
be completed by or on behalf'éfthefpersontequesting transfer of the currency or
monetary instruments. However, banks arefnot required to report these items if they are
mailed or shipped through the postahservice of by common carrier.”' In addition, a
commercial bank or trust company organizéd under the laws of any state or of the United
States is not required to report overland shipménts of cutrency or monetary instruments if
they are shipped to or received from an established cistomer maintaining a deposit
relationship with the bank and if the bank reasonably ceficludes the amounts do not
exceed what is commensurate with the customary cofiduct of the business, industry, or
profession of the customer concerned.

Management should implement applicable policies, procedufes, and processes for CMIR
filing. Management should review the international transportation of cirréncy and

12 As defined in 31 CFR 103.11(z), the term “person” means an individual, a corperatiofl, a partnership, a
trust or estate, a joint stock company, an association, a syndicate, joint venture or other unincorporated
organization or group, an Indian Tribe (as that term is defined in the Indian Gaming Regulatory Act), and
all entities cognizable as legal personalities.

13 The obligation to file the CMIR is solely on the person who transports, mails, ships or receives, or
causes or attempts to transport, mail, ship, or receive. No other person is under any obligation to file a
CMIR. Thus, if a customer walks into the bank and declares that he or she has received or transported
currency in an aggregate amount exceeding $10,000 from a place outside the United States and wishes to
deposit the currency into his or her account, the bank is under no obligation to file a CMIR on the
customer’s behalf (Treasury Administrative Ruling 88-2).

B n contrast, a bank is required to file a CMIR to report shipments of currency or monetary instruments to
foreign offices when those shipments are performed directly by bank personnel, such as currency shipments
handled by bank employees using bank-owned vehicles.
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monetary instruments and determine whether a customer’s activity is usual and
customary for the type of business. If not, a SAR should be considered.

Q
//DO
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Examination Procedures

International Transportation of Currency or
Monetary Instruments Reporting

Objective. Assess the bank’s compliance with statutory and regulatory requirements for
the reporting of international shipments of currency or monetary instruments.

I.

Determine whether the bank has (or has caused to be) physically transported, mailed,
or shipped currency or other monetary instruments in excess of $10,000, at one time,
out of the United States, or whether the bank has received currency or other monetary
instrumentsfin exeess of $10,000, at one time, that has been physically transported,
mailed, of shipped into the United States.

If applicable/review the'bank’s policies, procedures, and processes for filing a Report
of International Fransportation of Currency or Monetary Instruments (CMIR)
(FinCEN Form 105) for eagh"Shipment of currency or other monetary instruments in
excess of $10,000 out of ortinto the United States (except for shipments sent through
the postal service, common carrier, or to which another exception from CMIR
reporting applies).

Transaction Testing

3. On the basis of a risk assessment, prigr exafnination reports, and a review of the

bank’s audit findings, select a sample offtransactiefts conducted after the previous
examination to determine whether the bank hasfappropriately completed, submitted,
and retained copies of the CMIR forms.

On the basis of examination procedures completedpineltding tramsaction testing,
form a conclusion about the ability of policies, procedurg$, and proeesses to meet
regulatory requirements associated with CMIRs.

On the basis of the previous conclusion and the risks associatedwith the bank’s
activity in this area, proceed to expanded examination procedures, if ngéessary.
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Office of Foreign Assets Control — Overview

Objective. Assess the bank’s risk-based Office of Foreign Assets Control (OFAC)
compliance program to evaluate whether it is appropriate for the bank’s OFAC risk,
taking into consideration its products, services, customers, entities, transactions, and
geographic locations.

OFAC is an office of the U.S. Treasury that administers and enforces economic and trade
sanctions based on U.S. foreign policy and national security goals against entities such as
targeted foreign countries, terrorists, international narcotics traffickers, and those engaged
in activities related to the proliferation of weapons of mass destruction.

OFAC acts undér Présidential wartime and national emergency powers, as well as
authority graftedyby specific legislation, to impose controls on transactions and to freeze
assets under U.S jjurisdiefion. Many of the sanctions are based on United Nations and
other international mafidates;therefore, they are multilateral in scope, and involve close
cooperation with allied goyernments. Other sanctions are specific to the interests of the
United States. OFAChhas been delégated responsibility by the Secretary of the Treasury
for developing, promulgatidg, and administering U.S. sanctions programs.'*

On November 9, 2009, OF AGuissued a finahrule entitled “Economic Sanctions
Enforcement Guidelines™ in order/to provide guidance to persons subject to its
regulations. The document explaing, the proceduires that OFAC follows in determining
the appropriate enforcement response to apparentviolations of its regulations. Some
enforcement responses may result in the #Suame of a civil penalty that, depending on the
sanctions program affected, may be as muclias $250,000 per violation or twice the
amount of a transaction, whichever is greater. ThedGuidelines outline the various factors
that OFAC takes into account when making enforcensent determinations, not the least of
which is the adequacy of a compliance program in place within amjinstitution to ensure
compliance with OFAC regulations.'”

12 Trading With the Enemy Act (TWEA), 50 USC App 1-44; International Emefgency Economic Powers
Act (IEEPA), 50 USC 1701 et seq.; Antiterrorism and Effective Death Penalty Aet(AEDPA), 8 USC 1189,
18 USC 2339B; United Nations Participation Act (UNPA), 22 USC 287c; Cuban Democracy Act (CDA),
22 USC 6001-10; The Cuban Liberty and Democratic Solidarity Act (Libertad Act), 22 USC 6021-91; The
Clean Diamonds Trade Act, Pub. L. No. 108-19; Foreign Narcotics Kingpin Designation Act (Kingpin
Act), 21 USC 1901-1908, 8 USC 1182; Burmese Freedom and Democracy Act of 2003, Pub. L. No. 108—
61, 117 Stat. 864 (2003); The Foreign Operations, Export Financing and Related Programs Appropriations
Act, Sec 570 of Pub. L. No. 104-208, 110 Stat. 3009-116 (1997); The Iraqi Sanctions Act, Pub. L. No. 101-
513, 104 Stat. 2047-55 (1990); The International Security and Development Cooperation Act, 22 USC
2349 aa8-9; The Trade Sanctions Reform and Export Enhancement Act of 2000, Title IX, Pub. L. No. 106-
387 (October 28, 2000).

13 Refer to 73 Fed. Reg. 57593 (November 9, 2009) for additional information (also available at
www.treas.gov/ofac).
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A1l U.S. persons," including U.S. banks, bank holding companies, and nonbank
subsidiaries, must comply with OFAC’s regulations.'** The federal banking agencies
evaluate OFAC compliance systems to ensure that all banks subject to their supervision
comply with the sanctions."*® Unlike the BSA, the laws and OFAC-issued regulations
apply not only to U.S. banks, their domestic branches, agencies, and international
banking facilities, but also to their foreign branches, and often overseas offices and
subsidiaries. In general, the regulations require the following:

e Block accounts and other property of specified countries, entities, and individuals.

e Prohibit or reject unlicensed trade and financial transactions with specified countries,
entities, and individuals.

Blocked Airansactions

U.S. law requires that agsetsyand accounts of an OFAC-specified country, entity, or
individual be blocked'when stieh property is located in the United States, is held by U.S.
individuals or entiti€s, or comesgnto the possession or control of U.S. individuals or
entities. For example,f a funds transfer comes from offshore and is being routed
through a U.S. bank to an offshore bank, and there is an OFAC-designated party on the
transaction, it must be blocked. The défifiition of assets and property is broad and is
specifically defined within each safiction program. Assets and property includes anything
of direct, indirect, present, future, or contingentevalue (including all types of bank
transactions). Banks must block transaetionsfthat:

e Are by or on behalf of a blocked individudl or entity}
e Are to or go through a blocked entity; or

e Are in connection with a transaction in which a blocked afidividual or entity has an
interest.

For example, if a U.S. bank receives instructions to make a funds transféripayment that
falls into one of these categories, it must execute the payment order afid place the funds

13 All U.S. persons must comply with OFAC regulations, including all U.S. citizens and permanent
resident aliens regardless of where they are located, all persons and entities within the United States, all
U.S. incorporated entities and their foreign branches. In the case of certain programs, such as those
regarding Cuba and North Korea, foreign subsidiaries owned or controlled by U.S. companies also must
comply. Certain programs also require foreign persons in possession of U.S. origin goods to comply.

133 Additional information is provided in Foreign Assets Control Regulations for the Financial Community,
which is available on OFAC’s Web site www.treas.gov/offices/enforcement/ofac.

13631 CFR chapter V.
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into a blocked account.”” A payment order cannot be canceled or amended after it is
received by a U.S. bank in the absence of an authorization from OFAC.

Prohibited Transactions

In some cases, an underlying transaction may be prohibited, but there is no blockable
interest in the transaction (i.e., the transaction should not be accepted, but there is no
OFAC requirement to block the assets). In these cases, the transaction is simply rejected,
(i.e., not processed). For example, the Sudanese Sanctions Regulations prohibit
transactions in support of commercial activities in Sudan. Therefore, a U.S. bank would
have to reject a funds transfer between two companies, which are not Specially
Designated Nationals or Blocked Persons (SDN), involving an export to a company in
Sudan that alsods nat,an SDN. Because Sudanese Sanctions would only require blocking
transactions withythe Government of Sudan or an SDN, there would be no blockable
interest in the funds"etween the two companies. However, because the transactions
would constitute/Suppeft of Sudanese commercial activity, which is prohibited, the U.S.
bank cannot processithe ttansaction and would simply reject the transaction.

It is important to note that the OF AC regime specifying prohibitions against certain
countries, entities, and individuals iS'separate and distinct from the provision within the
BSA’s CIP regulation (31 CER 103 427) that requires banks to compare new accounts
against government lists of known/or suspected terrorists or terrorist organizations within
a reasonable period of time after the account is@dpened. OFAC lists have not been
designated government lists for purposés’ofthe CIP rule. Refer to the core overview
section, “Customer Identification Programi,” pages 52 to 58, for further guidance.
However, OFAC’s requirements stem from@ther/statutes not limited to terrorism, and
OFAC sanctions apply to transactions, in addition 6 accoung relationships.

OFAC Licenses

OFAC has the authority, through a licensing process, to perndit certaintransactions that
would otherwise be prohibited under its regulations. OFACgan issue adi€ense to engage
in an otherwise prohibited transaction when it determines that the trafsactiomdoes not
undermine the U.S. policy objectives of the particular sanctions prdgram, or/is otherwise
justified by U.S. national security or foreign policy objectives. OFAG,can‘also
promulgate general licenses, which authorize categories of transactions, such as allowing
reasonable service charges on blocked accounts, without the need for case-by-case
authorization from OFAC. These licenses can be found in the regulations for each
sanctions program (31 CFR, Chapter V (Regulations)) and may be accessed from
OFAC’s Web site. Before processing transactions that may be covered under a general

17 A blocked account is a segregated interest-bearing account (at a commercially reasonable rate), which
holds the customer’s property until the target is delisted, the sanctions program is rescinded, or the
customer obtains an OFAC license authorizing the release of the property.
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license, banks should verify that such transactions meet the relevant criteria of the general
license."**

Specific licenses are issued on a case-by-case basis.” A specific license is a written
document issued by OFAC authorizing a particular transaction or set of transactions. To
receive a specific license, the person or entity who would like to undertake the
transaction must submit an application to OFAC. If the transaction conforms to U.S.
foreign policy under a particular program, the license will be issued. If a bank’s
customer claims to have a specific license, the bank should verify that the transaction
conforms to the terms of the license and obtain and retain a copy of the authorizing
license.

OFAC Repoxting

Banks mustireportialifblogkings to OFAC within 10 days of the occurrence and annually
by September 30/concefningthose assets blocked (as of June 30).'* Once assets or funds
are blocked, they'sheutldibe placed in a blocked account. Prohibited transactions that are
rejected must also beyreported tem@F AC within 10 days of the occurrence.

Banks must keep a full and'accurateirecord of each rejected transaction for at least five
years after the date of the tramsactionglFenblocked property (including blocked
transactions), records must be maintained for the period the property is blocked and for
five years after the date the property is unblocked.

Additional information concerning OFAC agégulafions, such as Sanctions Program and
Country Summaries brochures; the SDN ¥ist, aficluding both entities and individuals;
recent OFAC actions; and “Frequently Askéd Questions,” sean be found on OFAC’s Web
site.'*!

OFAC Compliance Program

While not required by specific regulation, but as a matter of soundybanking practice and
in order to ensure compliance, banks should establish and maintain anéffective, written
OFAC compliance program commensurate with their OFAC risk préfile (based on
products, services, customers, and geographic locations). The progtam shotld identify
higher-risk areas, provide for appropriate internal controls for screening®and reporting,
establish independent testing for compliance, designate a bank employee or employees as
responsible for OFAC compliance, and create training programs for appropriate

¥ 1 icense information is available on OFAC’s Web site at www.treas.gov/offices/enforcement/ofac, or by
contacting OFAC’s Licensing area at 202-622-2480.

139 Specific licenses require an application directed to: Licensing Division, Office of Foreign Assets
Control, 1500 Pennsylvania Avenue, NW, Washington, DC 20220.

140 The annual report is to be filed on form TD F 90-22.50.

"1 This information is available on OFAC’s Web site at www.treas.gov/offices/enforcement/ofac, or by
contacting OFAC’s hotline toll-free at 800-540-6322.
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personnel in all relevant areas of the bank. A bank’s OFAC compliance program should
be commensurate with its respective OFAC risk profile.

OFAC Risk Assessment

A fundamental element of a sound OFAC compliance program is the bank’s assessment
of its specific product lines, customer base, and nature of transactions and identification
of higher-risk areas for OFAC transactions. The initial identification of higher-risk
customers for purposes of OFAC may be performed as part of the bank’s CIP and CDD
procedures. As OFAC sanctions can reach into virtually all areas of its operations, banks
should consider all types of transactions, products, and services when conducting their
risk assessment and establishing appropriate policies, procedures, and processes. An
effective risk asséssment should be a composite of multiple factors (as described in more
detail below)gand depending upon the circumstances, certain factors may be weighed
more heavily than ethers,

Another consideratiofi'for thetisk assessment is account and transaction parties. New
accounts should be*¢ompared with OFAC lists prior to being opened or shortly thereafter.
However, the extent tofwhich the bank includes account parties other than accountholders
(e.g., beneficiaries, guarantors, ptin€ipals, beneficial owners, nominee shareholders,
directors, signatories, and pawers of attorhey) in the initial OFAC review during the
account opening process, and duriag subsequent database reviews of existing accounts,
will depend on the bank’s risk profile and available technology.

Based on the bank’s OFAC risk profile fox@achdrea and available technology, the bank
should establish policies, procedures, and proéesses forweviewing transactions and
transaction parties (e.g., issuing bank, payee, endorser, orgurisdiction). Currently, OFAC
provides guidance on transactions parties on checks. The guidance states if a bank knows
or has reason to know that a transaction party on a check is an OFAC target, the bank’s
processing of the transaction would expose the bank 1@, liability,€specially personally
handled transactions in a higher-risk area. For example, if a bank knows or has a reason
to know that a check transaction involves an OF AC-prohibited patty or ceuntry, OFAC
would expect timely identification and appropriate action.

In evaluating the level of risk, a bank should exercise judgment andjtake into account all
indicators of risk. Although not an exhaustive list, examples of produétsyservices,
customers, and geographic locations that may carry a higher level of OFAC risk include:

e International funds transfers.

e Nonresident alien accounts.

e Foreign customer accounts.

e Cross-border automated clearing house (ACH) transactions.
e Commercial letters of credit and other trade finance products.

e Transactional electronic banking.
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e Foreign correspondent bank accounts.
e Payable through accounts.

e International private banking.

e Overseas branches or subsidiaries.

Appendix M (“Quantity of Risk — OFAC Procedures”) provides guidance to examiners
on assessing OFAC risks facing a bank. The risk assessment can be used to assist the
examiner in determining the scope of the OFAC examination. Additional information on
compliance risk is posted by OFAC on its Web site under “Frequently Asked
Questions.”'*

Once the bank'has identified its areas with higher OFAC risk, it should develop
appropriate policiesprocedures, and processes to address the associated risks. Banks
may tailor these policie§, proeedures, and processes to the specific nature of a business
line or product. Fusthermore, banks are encouraged to periodically reassess their OFAC
risks.

Internal Controls

An effective OFAC compliance program should include internal controls for identifying
suspect accounts and transactions and reportingfto OFAC. Internal controls should
include the following elements:

Identifying and reviewing suspect transactions. Thefbank’s policies, procedures, and
processes should address how the bank will identify@nd s€wiew transactions and accounts
for possible OFAC violations, whether conducted man#éally, through interdiction
software, or a combination of both. For screening plirposes, the bank should clearly
define its criteria for comparing names provided on the,OEAC Li§t with the names in the
bank’s files or on transactions and for identifying transactionsfogaccounts involving
sanctioned countries. The bank’s policies, procedures, andprocesses sheuld also address
how it will determine whether an initial OFAC hit is a valid match or@falsehit.'* A high
volume of false hits may indicate a need to review the bank’s interdiCtion program.

The screening criteria used by banks to identify name variations and misspellings should
be based on the level of OFAC risk associated with the particular product or type of
transaction. For example, in a higher-risk area with a high-volume of transactions, the
bank’s interdiction software should be able to identify close name derivations for review.
The SDN list attempts to provide name derivations; however, the list may not include all
derivations. More sophisticated interdiction software may be able to catch variations of
an SDN’s name not included on the SDN list. Lower-risk banks or areas and those with

142 This document is available at www.treas.gov/offices/enforcement/ofac/fag/index.shtml.

3 Dye diligence steps for determining a valid match are provided in Using OFAC’s Hotline on OFAC’s
Web site at www.treas.gov/offices/enforcement/ofac.
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low volumes of transactions may decide to manually filter for OFAC compliance.
Decisions to use interdiction software and the degree of sensitivity of that software
should be based on a bank’s assessment of its risk and the volume of its transactions. In
determining the frequency of OFAC checks and the filtering criteria used (e.g., name
derivations), banks should consider the likelihood of incurring a violation and available
technology. In addition, banks should periodically reassess their OFAC filtering system.
For example, if a bank identifies a name derivation of an OFAC target, then OFAC
suggests that the bank add the name to its filtering process.

New accounts should be compared with the OFAC lists prior to being opened or shortly
thereafter (e.g., during nightly processing). Banks that perform OFAC checks after
account opening should have procedures in place to prevent transactions, other than
initial deposits, ffom,occurring until the OFAC check is completed. Prohibited
transactions cénducted,prior to completing an OFAC check may be subject to possible
penalty action. Imaddition, banks should have policies, procedures, and processes in
place to check existingsustomers when there are additions or changes to the OFAC list.
The frequency of‘thefreview should be based on the bank’s OFAC risk. For example,
banks with a lower OF AC ¥isk Jewel may periodically (e.g., monthly or quarterly)
compare the customer base against the OFAC list. Transactions such as funds transfers,
letters of credit, and noncustomentransactions should be checked against OFAC lists
prior to being executed. When.developinglOFAC policies, procedures, and processes, the
bank should keep in mind that OFAC considers the continued operation of an account or
the processing of transactions postsdesignationgialong with the adequacy of their OFAC
compliance program, to be a factor in'@etermdiningfpenalty actions.'* The bank should
maintain documentation of its OFAC cheéks od'new accounts, the existing customer base
and specific transactions.

If a bank uses a third party, such as an agent or servicefprovider, to perform OFAC
checks on its behalf, as with any other responsibilityf performed by a third party, the bank
is ultimately responsible for that third party’s complianee with the OF AC requirements.
As a result, banks should establish adequate controls and reviéwyprocedures for such
relationships.

Updating OFAC lists. A bank’s OFAC compliance program should includg policies,
procedures, and processes for timely updating of the lists of blockedycountri€s, entities,
and individuals and disseminating such information throughout the bank®s domestic
operations and its offshore offices, branches and, in the case of Cuba and North Korea,
foreign subsidiaries. This would include ensuring that any manual updates of interdiction
software are completed in a timely manner.

Screening Automated Clearing House (ACH) transactions. All parties to an ACH
transaction are subject to the requirements of OFAC. Refer to the expanded overview
section, “Automated Clearing House Transactions,” pages 224 to 231, for additional

144 Refer to 74 Fed. Reg. 57593 (November 9, 2009), Economic Sanctions Enforcement Guidelines.
www.treas.gov/offices/enforcement/ofac/legal/regs/fr74 57593.pdf. Further information is available on
OFAC’s Web site at www.treasury.gov/offices/enforcement/ofac
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guidance. OFAC has clarified the application of its rules for domestic and cross-border
ACH transactions and provided more detailed guidance on international ACH
transactions.'*

With respect to domestic ACH transactions, the Originating Depository Financial
Institution (ODFI) is responsible for verifying that the Originator is not a blocked party
and making a good faith effort to ascertain that the Originator is not transmitting blocked
funds. The Receiving Depository Financial Institution (RDFI) similarly is responsible for
verifying that the Receiver is not a blocked party. In this way, the ODFI and the RDFI
are relying on each other for compliance with OFAC regulations.

If an ODFI receives domestic ACH transactions that its customer has already batched, the
ODFT is not respefisible for unbatching those transactions to ensure that no transactions
violate OFAC’§ regulations. If an ODFI unbatches a file originally received from the
Originator it ordegto/process “on-us” transactions, that ODFI is responsible for the
OFAC compliange for the on-us transactions because it is acting as both the ODFI and
the RDFI for those transactions. ODFIs acting in this capacity should already know their
customers for the pugposesyof OEAC and other regulatory requirements. For the residual
unbatched transactionsyin the file that are not “on-us,” as well as those situations where
banks deal with unbatched [ACH xecords for reasons other than to strip out the on-us
transactions, banks should determinegh@fevel of their OFAC risk and develop
appropriate policies, procedures, and processes to address the associated risks. Such
policies might involve screening each unbatched ACH record. Similarly, banks that have
relationships with third-party serviceyprovidefs sheuld assess those relationships and their
related ACH transactions to ascertain the bank’sflével of OFAC risk and to develop
appropriate policies, procedures, and processés to/mitigate that risk.

With respect to cross-border screening, similar but'soméwhatymore stringent OFAC
obligations hold for International ACH transactions{FAT). Inthe case of inbound IATs,
and regardless of whether the OFAC flag in the IAT 1§,set, aft RDFLis responsible for
compliance with OFAC requirements. For outbound IATS, hewever,the ODFI cannot
rely on OFAC screening by an RDFI outside of the United States:§ln these situations, the
ODFI must exercise increased diligence to ensure that illegal tgansactions ate not
processed.

Due diligence for an inbound or outbound IAT may include screeningth@€parties to a
transaction, as well as reviewing the details of the payment field information for an
indication of a sanctions violation, investigating the resulting hits, if any, and ultimately
blocking or rejecting the transaction, as appropriate. Refer to the expanded overview
section, “Automated Clearing House Transactions,” pages 224 to 231, for additional
guidance.

145 Refer to Interpretive Note 041214-FACRL-GN-02 at www.treas.gov/offices/enforcement/ofac/rulings/.
NACHA rules further specify this compliance (refer to page 8 of the Quick Find section of the 2006
NACHA Operating Rules).
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Additional information on the types of retail payment systems (ACH payment systems) is
available in the FFIEC Information Technology Examination Handbook.'*

In guidance issued on March 10, 2009, OFAC authorized institutions in the United States
when they are acting as an ODFI/Gateway Operator (GO) for inbound IAT debits to
reject transactions that appear to involve blockable property or property interests.'*” The
guidance further states that to the extent that an ODFI/GO screens inbound IAT debits for
possible OFAC violations prior to execution and in the course of such screening
discovers a potential OFAC violation, the suspect transaction is to be removed from the
batch for further investigation. If the ODFI/GO determines that the transaction does
appear to violate OFAC regulations, the ODFI/GO should refuse to process the transfer.
The procedure applies to transactions that would normally be blocked as well as to
transactions thatgwould normally be rejected for OFAC purposes based on the
information imfthe payment.

Reporting. An QFAC gompliance program should also include policies, procedures, and
processes for handling items that are valid blocked or rejected items under the various
sanctions programs.,In theycase.of interdictions related to narcotics trafficking or
terrorism, banks shouldnotify ©OFAE as soon as possible by phone or e-hotline about
potential hits with a follow=up mwriting within ten days. Most other items should be
reported through usual channels within#€émdays of the occurrence. The policies,
procedures, and processes should also address the management of blocked accounts.
Banks are responsible for trackingthe amount of blocked funds, the ownership of those
funds, and interest paid on those fundsssTotallamounts blocked, including interest, must
be reported to OFAC by September 30 of€ach year (information as of June 30). When a
bank acquires or merges with another bank, both banksf8hould take into consideration the
need to review and maintain such records and information.

Banks no longer need to file SARs based solely on blocked narcotics- or terrorism-related
transactions, as long as the bank files the required blogkingaeportwith OFAC. However,
because blocking reports require only limited information, if the,bankiis in possession of
additional information not included on the blocking report filed with OFAC, a separate
SAR should be filed with FinCEN including that information:§In addition, the bank
should file a SAR if the transaction itself would be considered suspi€ious in the absence
of a valid OFAC match.'®

Maintaining license information. OFAC recommends that banks consider maintaining
copies of customers” OFAC licenses on file. This will allow the bank to verify whether a
customer is initiating a legal transaction. Banks should also be aware of the expiration
date on the license. Ifit is unclear whether a particular transaction is authorized by a

146 The FFIEC Information Technology Examination Handbook is available at
www.ffiec.gov/ffiecinfobase/html_pages/it_01.html.

147 Refer to www.frbservices.org/files/eventseducation/pdf/iat/031809 ofac_update.pdf.

148 Refer to FinCEN Release Number 2004-02, Unitary Filing of Suspicious Activity and Blocking Reports,
69 Fed. Reg. 76847 (December 23, 2004).
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license, the bank should confirm with OFAC. Maintaining copies of licenses will also be
useful if another bank in the payment chain requests verification of a license’s validity.
Copies of licenses should be maintained for five years, following the most recent
transaction conducted in accordance with the license.

Independent Testing

Every bank should conduct an independent test of its OFAC compliance program that is
performed by the internal audit department, outside auditors, consultants, or other
qualified independent parties. For large banks, the frequency and area of the independent
test should be based on the known or perceived risk of specific business areas. For
smaller banks, the audit should be consistent with the bank’s OFAC risk profile or be
based on a perceived,risk. The person(s) responsible for testing should conduct an
objective, comiptehensive evaluation of OFAC policies, procedures, and processes. The
audit scope‘should'be’comprehensive enough to assess OFAC compliance risks and
evaluate the adequacy of theyOF AC compliance program.

Responsible Individual

It is recommended that every bank designate a qualified individual(s) to be responsible
for the day-to-day compliance of the OFAE, compliance program, including the reporting
of blocked or rejected transactionsfo OFAC and the oversight of blocked funds. This
individual should have an appropriate level of kirowledge about OFAC regulations
commensurate with the bank’s OF AGwisk profile:

Training

The bank should provide adequate training for all apprépriatelemployees. The scope and
frequency of the training should be consistent with ghe bank’s OFAC risk profile and
appropriate to employee responsibilities.
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Examination Procedures

Office of Foreign Assets Control

Objective. Assess the bank’s risk-based Office of Foreign Assets Control (OFAC)
compliance program to evaluate whether it is appropriate for the bank’s OFAC risk,
taking into consideration its products, services, customers, entities, transactions, and
geographic locations.

1. Determine whether the board of directors and senior management of the bank have
developed policies, procedures, and processes based on their risk assessment to
ensure compliance with OFAC laws and regulations.

2. Reviewghe bank’s OFAC compliance program in the context of the bank’s OFAC
risk assessment. Comsider the following:

The extent of, andimethod for, conducting OFAC searches of each relevant
department orbusinessflinei(e.g., automated clearing house (ACH) transactions,
monetary instrumentsales, check cashing, trusts, loans, deposits, and investments)
as the process may vary frtom one,department or business line to another.

The extent of, and method for, conduicting OFAC searches of account parties
other than accountholders, which may ificlude beneficiaries, guarantors,
principals, beneficial owners, nominée shateholders, directors, signatories, and
powers of attorney.

How responsibility for OFAC is assigned.
Timeliness of obtaining and updating OF ACdlists or filtering criteria.

The appropriateness of the filtering criteria used By thedbank to,reasonably
identify OFAC matches (e.g., the extent to which thé filtefing or search criteria
includes misspellings and name derivations).

The process used to investigate potential matches, including escalation procedures
for potential matches.

The process used to block and reject transactions.
The process used to inform management of blocked or rejected transactions.
The adequacy and timeliness of reports to OFAC.

The process to manage blocked accounts (such accounts are reported to OFAC
and pay a commercially reasonable rate of interest).

The record retention requirements (e.g., five-year requirement to retain relevant
OFAC records; for blocked property, record retention for as long as blocked; once
unblocked, records must be maintained for five years).
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3. Determine the adequacy of independent testing (audit) and follow-up procedures.

4. Review the adequacy of the bank’s OFAC training program based on the bank’s
OFAC risk assessment.

5. Determine whether the bank has adequately addressed weaknesses or deficiencies
identified by OFAC, auditors, or regulators.

Transaction Testing

6. On the basis of a bank’s risk assessment, prior examination reports, and a review of
the bank’s audit findings, select the following samples to test the bank’s OFAC
compliance program for adequacy, as follows:

Sample new aceounts (e.g., deposit, loan, trust, safe deposit, investments, credit
cards, and foreignfoffice accounts,) and evaluate the filtering process used to
search the OFAC database (e.g., the timing of the search), and documentation
maintained €videneing the searches.

Sample appropriate gransactions that may not be related to an account (e.g., funds
transfers, monetary\instrument sales, and check-cashing transactions), and
evaluate the filtering emitériad@ised toysearch the OFAC database, the timing of the
search, and documentation/maintained evidencing the searches.

If the bank uses an automatedisyStemafto cofiduct searches, assess the timing of
when updates are made to the systém, and when the most recent OFAC changes
were made to the system. Also, evaldate whether all of the bank’s databases are
run against the automated system, and the fs€quencypupon which searches are
made. Ifthere is any doubt regarding the'effeetftvenessjof the OFAC filter, then
run tests of the system by entering test accodnt names/thatare the same as or
similar to those recently added to the OFAC listteetesminéwhether the system
identifies a potential hit.

If the bank does not use an automated system, evaluateithe pro€ess used to check
the existing customer base against the OFAC list and the fregquency of such
checks.

Review a sample of potential OFAC matches and evaluate the bank’s resolution
for blocking and rejecting processes.

Review a sample of reports to OFAC and evaluate their completeness and
timeliness.

If the bank is required to maintain blocked accounts, select a sample and evaluate
that the bank maintains adequate records of amounts blocked and ownership of
blocked funds, that the bank is paying a commercially reasonable rate of interest
on all blocked accounts, and that it is accurately reporting required information
annually (by September 30) to OFAC. Test the controls in place to verify that the
account is blocked.
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= Pull a sample of false hits (potential matches) to check their handling; the
resolution of a false hit should take place outside of the business line.

7. Identify any potential matches that were not reported to OFAC, discuss with bank
management, advise bank management to immediately notify OFAC of unreported
transactions, and immediately notify supervisory personnel at your regulatory agency.

8. Determine the origin of deficiencies (e.g., training, audit, risk assessment, internal
controls, management oversight), and conclude on the adequacy of the bank’s OFAC
compliance program.

9. Discuss OFAC related examination findings with bank management.

10. Include OF clusions within the report of examination, as appropriate.

Q
//I/O
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EXPANDED EXAMINATION
OVERVIEW AND PROCEDURES FOR
CONSOLIDATED AND OTHER TYPES
OF BSA/AML COMPLIANCE
PROGRAM STRUCTURES

BSA/AML Compliance Program
Structures — Overview

Objective. Assess thé'structure and management of the organization’s BSA/AML
compliance program,and thapplieable, the organization’s consolidated or partially
consolidated approachito BSAJAML compliance.

Every bank must have a comprehensivesBSA/AML compliance program that addresses
BSA requirements applicable to alldoperations of the organization.'* Banking
organizations have discretion as to how the BSA/AML compliance program is structured
and managed. A banking organizationmay stfticture and manage the BSA/AML
compliance program or some parts of the pfogram within a legal entity; with some degree
of consolidation across entities within an orgafization;©r as part of a comprehensive
enterprise risk management framework.

Many large, complex banking organizations aggregate risk oflall types (e.g., compliance,
operational, credit, interest rate risk, etc.) on a firm-wide basis indrder to maximize
efficiencies and better identify, monitor, and control all'types of risksywithin or across
affiliates, subsidiaries, lines of business, or jurisdictions.'” it such,organizations,
management of BSA risk is generally the responsibility of a cerporate dompliance
function that supports and oversees the BSA/AML compliance progfam.

149 Neither FinCEN nor banking agency rules impose a specific BSA/AML compliance program obligation
on Bank Holding Companies, Unitary Savings and Loan Holding Companies, and parents of Industrial
Loan Companies. Nevertheless, these entities, as a result of their primary business function (e.g., insurance
company or broker-dealer), may be subject to a BSA/AML compliance program obligation under Treasury
rules or rules of other agencies.

130 For further detail, refer to Compliance Risk Management Programs and Oversight at Large Banking
Organizations with Complex Compliance Profiles, Federal Reserve Board SR Letter 08-8, October 16,
2008 (FRB Guidance). The FRB Guidance generally addresses overall compliance functions within large,
complex firms, and endorses for all firms the principles set forth in the Basel Committee on Banking
Supervision’s guidance, Compliance and the compliance function in banks (April 2005) at
www.bis.org/publ/bebs113.htm.
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Other banking organizations may adopt a structure that is less centralized but still
consolidates some or all aspects of BSA/AML compliance. For example, risk assessment,
internal controls (e.g., suspicious activity monitoring), independent testing, or training
may be managed centrally. Such centralization can effectively maximize efficiencies and
enhance assessment of risks and implementation of controls across business lines, legal
entities, and jurisdictions of operation. For instance, a centralized BSA/AML risk
assessment function may enable a banking organization to determine its overall risk
exposure to a customer doing business with the organization in multiple business lines or
jurisdictions."”' Regardless of how a consolidated BSA/AML compliance program is
organized, it should reflect the organization’s business structure, size, and complexity,
and be designed to effectively address risks, exposures, and applicable legal requirements
across the organization.

A consolidated‘approach should also include the establishment of corporate standards for
BSA/AML%ompliance that reflect the expectations of the organization’s board of
directors, with senior m@nagement working to ensure that the BSA/AML compliance
program implementsfthese corporate standards. Individual lines of business policies
would then supplement the'corporate standards and address specific risks within the line
of business or department.

A consolidated BSA/AML eemplianee®program typically includes a central point where
BSA/AML risks throughout the organization are aggregated. Refer to “Consolidated
BSA/AML Compliance Risk Assessment,” page,28. Under a consolidated approach, risk
should be assessed both within and aeness alldusimess lines, legal entities, and
jurisdictions of operation. Programs for global@rganizations should incorporate the
AML laws and requirements of the various jurisdiction$’in which they operate. Internal
audit should assess the level of compliance with the€onsdlidated BSA/AML compliance
program.

Examiners should be aware that some complex, diversified bankifig,organizations may
have various subsidiaries that hold different types of licenses and banking charters or
may organize business activities and BSA/AML complianc€ program components across
their legal entities. For instance, a highly diversified bankingerganization‘may establish
or maintain accounts using multiple legal entities that are examineddy multiple
regulators. This action may be taken in order to maximize efficiencigs, enh@nce tax
benefits, adhere to jurisdictional regulations, etc. This methodology may present a
challenge to an examiner reviewing BSA/AML compliance in a legal entity within an
organization. As appropriate, examiners should coordinate efforts with other regulatory
agencies in order to address these challenges or ensure the examination scope
appropriately covers the legal entity examined.

151 For additional guidance, refer to the expanded overview section, “Foreign Branches and Offices of U.S.
Banks,” pages 169 to 172, and the Basel Committee on Banking Supervision’s guidance Consolidated
Know Your Customer (KYC) Risk Management at www.bis.org/press/p041006.htm.
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Structure of the BSA/AML Compliance Function

As discussed above, a banking organization has discretion as to how to structure and
manage its BSA/AML compliance program. For example, a small institution may choose
to combine BSA/AML compliance with other functions and utilize the same personnel in
several roles. In such circumstances, there should still be adequate senior-level attention
to BSA/AML compliance, and sufficient dedicated resources. As is the case in all
structures, the audit function should remain independent.

A larger, more complex firm may establish a corporate BSA/AML compliance function
to coordinate some or all BSA/AML responsibilities. For example, when there is
delegation of BSA/AML compliance responsibilities, and BSA/AML compliance staff is
located within lifies‘ef business, expectations should be clearly set forth in order to ensure
effective implementation of the BSA/AML compliance program. In particular, allocation
of responsibility shéuld béclear with respect to the content and comprehensiveness of
MIS reports, the depthd@nd frequency of monitoring efforts, and the role of different
parties within the'banking,organization (e.g., risk, business lines, operations) in
BSA/AML compliange decisiofi-making processes. Clearly communicating which
functions have been deleégated and which remain centralized helps to ensure consistent
implementation of the BSALAML compliance program among lines of business,
affiliates, and jurisdictions. Trmaddition, a clear line of responsibility may help to avoid
conflicts of interest and ensure that objectivity is maintained.

Regardless of the management structifé or size ofithe institution, BSA/AML compliance
staff located within lines of business is nefpreeluded from close interaction with the
management and staff of the various busineg§ lings. BSA/AML compliance functions are
often most effective when strong working relationships exist.between compliance and
business line staff.

In some compliance structures, the compliance staff réportsfto the management of the
business line. This can occur in smaller institutions when theSA/AML compliance
staff reports to a senior bank officer; in larger institutions when theéycompliance staff
reports to a line of business manager; or in a foreign banking ogganization’siU.S.
operations when the staff reports to a single office or executive. These situations can
present risks of potential conflicts of interest that could hinder effective BSA/AML
compliance. To ensure the strength of compliance controls, an appropriate level of
BSA/AML compliance independence should be maintained, for example, by:

e Providing BSA/AML compliance staff a reporting line to the corporate compliance or
other independent function;

e Ensuring that BSA/AML compliance staff is actively involved in all matters affecting
AML risk (e.g., new products, review or termination of customer relationships, filing
determinations);

e Establishing a process for escalating and objectively resolving disputes between
BSA/AML compliance staff and business line management; and
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e Establishing internal controls to ensure that compliance objectivity is maintained
when BSA/AML compliance staff is assigned additional bank responsibilities.

Management and Oversight of the
BSA/AML Compliance Program

The board of directors and senior management of a bank have different responsibilities
and roles in overseeing, and managing BSA/AML compliance risk. The board of
directors has primary responsibility for ensuring that the bank has a comprehensive and
effective BSA/AML compliance program and oversight framework that is reasonably
designed to ensure compliance with BSA/AML regulation. Senior management is
responsible for imiplementing the board-approved BSA/AML compliance program.

Boards of difectors.'’s The board of directors is responsible for approving the BSA/AML
compliance program andffor overseeing the structure and management of the bank’s
BSA/AML compliangé function. The board is responsible for setting an appropriate
culture of BSA/AML compliance, establishing clear policies regarding the management
of key BSA/AML risks, and ersurinig that these policies are adhered to in practice.

The board should ensure that senior management is fully capable, qualified, and properly
motivated to manage the BSAVAM L#compliance risks arising from the organization’s
business activities in a manner thatis consistent with the board’s expectations. The board
should ensure that the BSA/AML complianceduinction has an appropriately prominent
status within the organization. Senior managemefit within the BSA/AML compliance
function and senior compliance personnel'within the individual business lines should
have the appropriate authority, independenc€, and aceess te personnel and information
within the organization, and appropriate resourcegsdo conducttheir activities effectively.
The board should ensure that its views about the imp@rtance of BSA/AML compliance
are understood and communicated across all levels ofithe bankingferganization. The
board also should ensure that senior management has establishéd apptopriate incentives
to integrate BSA/AML compliance objectives into management geals and compensation
structure across the organization, and that corrective actions, includingdiséiplinary
measures, if appropriate, are taken when serious BSA/AML compliance failures are
identified.

Senior management. Senior management is responsible for communicating and
reinforcing the BSA/AML compliance culture established by the board, and
implementing and enforcing the board-approved BSA/AML compliance program. If the
banking organization has a separate BSA/AML compliance function, senior management
of the function should establish, support, and oversee the organization’s BSA/AML
compliance program. BSA/AML compliance staff should report to the board, or a

132 Foreign banking organizations should ensure that, with respect to their U.S. operations, the
responsibilities of the board described in this section are fulfilled in an appropriate manner through their
oversight structure and BSA/AML risk management framework.
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committee thereof, on the effectiveness of the BSA/AML compliance program and
significant BSA/AML compliance matters.

Senior management of a foreign banking organization’s U.S. operations should provide
sufficient information relating to the U.S. operations’ BSA/AML compliance to the
governance or control functions in its home country, and should ensure that responsible
senior management in the home country has an appropriate understanding of the
BSA/AML risk and control environment governing U.S. operations. U.S. management
should assess the effectiveness of established BSA/AML control mechanisms for U.S.
operations on an ongoing basis and report and escalate areas of concern as needed. As
appropriate, corrective action then should be developed and implemented.

Consolidated BSA/AML Compliance Programs

Banking organizatien$ that centrally manage the operations and functions of their
subsidiary banks; othergéubsidiaries, and business lines should ensure that comprehensive
risk managementipolicies, procedures, and processes are in place across the organization
to address the entireierganization®s,spectrum of risk. An adequate consolidated
BSA/AML complianceiprogram provides the framework for all subsidiaries, business
lines, and foreign branches to meet their specific regulatory requirements (e.g., country or
industry requirements). Accordinglygbanking organizations that centrally manage a
consolidated BSA/AML complian¢e program should, among other things provide
appropriate structure; and advise the business lifies, subsidiaries, and foreign branches on
the development of appropriate guidelifies. For additional guidance, refer to the
expanded overview section, “Foreign Brafichesfand Offices of U.S. Banks,” pages 169 to
172.

An organization applying a consolidated BSA/AML cempliance program may choose to
manage only specific compliance controls (e.g., suspicious acgtivity monitoring systems,
audit) on a consolidated basis, with other compliance‘¢entidls managed solely within
affiliates, subsidiaries, and business lines. When this approaeh'is taken, examiners must
identify which portions of the BSA/AML compliance progfam arcipart ofithe
consolidated BSA/AML compliance program. This information is crifical when scoping
and planning a BSA/AML examination.

When evaluating a consolidated BSA/AML compliance program for adequacy, the
examiner should determine reporting lines and how each affiliate, subsidiary, business
line, and jurisdiction fits into the overall compliance structure. This should include an
assessment of how clearly roles and responsibilities are communicated across the bank or
banking organization. The examiner also should assess how effectively the bank or
banking organization monitors BSA/AML compliance throughout the organization,
including how well the consolidated and nonconsolidated BSA/AML compliance
program captures relevant data from subsidiaries.

The evaluation of a consolidated BSA/AML compliance program should take into
consideration available information about the adequacy of the individual subsidiaries’
BSA/AML compliance program. Regardless of the decision to implement a consolidated
BSA/AML compliance program in whole or in part, the program should ensure that all
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affiliates, including those operating within foreign jurisdictions, meet their applicable
regulatory requirements. For example, an audit program implemented solely on a
consolidated basis that does not conduct appropriate transaction testing at all subsidiaries
subject to the BSA would not be sufficient to meet regulatory requirements for
independent testing for those subsidiaries.

Suspicious Activity Reporting

Bank holding companies (BHC) or any nonbank subsidiary thereof, or a foreign bank that
is subject to the BHC Act or any nonbank subsidiary of such a foreign bank operating in
the United States, are required to file SARs (12 CFR 225.4(f)). A BHC’s nonbank
subsidiaries operating only outside the United States are not required to file SARs.
Certain savings@ndiean holding companies, and their nondepository subsidiaries, are
required to file"SARs pursuant to Treasury regulations (e.g., insurance companies (31
CFR 103.16) and/bréker/dealers (31 CFR 103.19)). In addition, savings and loan holding
companies, if not requifed, ate strongly encouraged to file SARs in appropriate
circumstances. Ondanuagy 20, 2006, the Financial Crimes Enforcement Network, Board
of Governors of the Federal Re§ervie System, Federal Deposit Insurance Corporation,
Office of the Comptroller of the\Currency, and the Office of Thrift Supervision issued
guidance authorizing banking organizations to share SARs with head offices and
controlling companies, whethemdocated in the United States or abroad. Refer to the core
overview section, “Suspicious Activity Reporting,” pages 67 to 80, for additional
information.
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Examination Procedures
BSA/AML Compliance Program Structures

Objective. Assess the structure and management of the banking organization’s
BSA/AML compliance program, and, if applicable, the banking organization’s
consolidated or partially consolidated approach to BSA/AML compliance. A BSA/AML
compliance program may be structured in a variety of ways, and an examiner should
perform procedures based on the structure of the organization. Completion of these
procedures may require communication with other regulators.

1. Review thegtructure and management of the BSA/AML compliance program.
Communicate,with'peers at other federal and state banking agencies, as necessary, to
confirm their understanding of the organization’s BSA/AML compliance program.
This approach promotes €ensistent supervision and lessens regulatory burden for the
banking organization:jDetermine the extent to which the structure of the BSA/AML
compliance program affect§ theyorganization being examined, by considering:

= The existence of comsolidated or partially consolidated operations or functions
responsible for day-tosday BSA/AML operations, including, but not limited to,
the centralization of suspicious activity monitoring and reporting, currency
transaction reporting, curreficy exemption review and reporting, or recordkeeping
activities.

= The consolidation of operational units, such asdihancial intelligence units,
dedicated to and responsible for monitoringdransaetions across activities, business
lines, or legal entities. (Assess the variety'and@xtent of information that data or
transaction sources (e.g., banks, broker/dealé€ts, trust gompanies, Edge Act and
agreement corporations, insurance companies, Qdofeiga’branches) are entering
into the monitoring and reporting systems).

= The extent to which the banking organization (or a corporate-lével tnit, such as
audit or compliance) performs regular independent testing of BSA/AML
activities.

=  Whether and to what extent a corporate-level unit sponsors BSA/AML training.

2. Review testing for BSA/AML compliance throughout the banking organization, as
applicable, and identify program deficiencies.

3. Review board minutes to determine the adequacy of MIS and of reports provided to
the board of directors. Ensure that the board of directors has received appropriate
notification of SARs filed.

4. Review policies, procedures, processes, and risk assessments formulated and
implemented by the organization’s board of directors, a board committee thereof, or
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senior management. As part of this review, assess effectiveness of the organization’s
ability to perform the following responsibilities:

= Manage the BSA/AML compliance program and provide adequate oversight.

= Set and communicate corporate standards that reflect the expectations of the
organization’s board of directors and provide for clear allocation of BSA/AML
compliance responsibilities.

= Promptly identify and effectively measure, monitor, and control key risks
throughout the organization.

= Develop an adequate risk assessment and the policies, procedures, and processes
to comprehensively manage those risks.

= Dewvelop preeedurgs for evaluation, approval, and oversight of risk limits, new
business initiatives, and strategic changes.

= Oversee thelcompliance of subsidiaries with applicable regulatory requirements
(e.g., country and industry réquirements).

= Oversee the compliance of subsidiaries with the requirements of the BSA/AML
compliance program.

» [dentify weaknesses in the BSA/AML gompliance program and implement
necessary and timely corrective actioh, atdoth the organizational and subsidiary
levels.

5. To ensure compliance with regulatory requirgments, #8view the organization’s
procedures for monitoring and filing SARs.'¥ Forddditional guidance, refer to the
core overview and examination procedures, “Su§picious Activity Reporting,” pages
67 to 80 and 81 to 85, respectively.

6. Once the examiner has completed the above procedures; the examinesshould discuss
their findings with the following parties, as appropriate:

= Examiner in charge.

133 Bank holding companies (BHC) or any nonbank subsidiary thereof, or a foreign bank that is subject to
the BHC Act or any nonbank subsidiary of such a foreign bank operating in the United States, are required
to file SARs (12 CFR 225.4(f)). A BHC’s nonbank subsidiaries operating only outside the United States
are not required to file SARs. Certain savings and loan holding companies, and their nondepository
subsidiaries, are required to file SARs pursuant to Treasury regulations (e.g., insurance companies (31 CFR
103.16) and broker/dealers (31 CFR 103.19)). In addition, savings and loan holding companies, if not
required, are strongly encouraged to file SARs in appropriate circumstances. On January 20, 2006, the
Financial Crimes Enforcement Network, Board of Governors of the Federal Reserve System, Federal
Deposit Insurance Corporation, Office of the Comptroller of the Currency, and the Office of Thrift
Supervision issued guidance authorizing banking organizations to share SARs with head offices and
controlling companies, whether located in the United States or abroad. Refer to the core overview section,
“Suspicious Activity Reporting,” pages 67 to 80, for additional information.
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= Person (or persons) responsible for ongoing supervision of the organization and
subsidiary banks, as appropriate.

= Corporate management.

7. On the basis of examination procedures completed, form a conclusion about the
adequacy of the BSA/AML compliance program structures and management including, if
applicable, the effectiveness of the consolidated or partially consolidated approach to
compliance.

Q
//I/O
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Foreign Branches and Offices of U.S. Banks
— Overview

Objective. Assess the adequacy of the U.S. bank’s systems to manage the risks
associated with its foreign branches and offices, and management’s ability to implement
effective monitoring and reporting systems.

U.S. banks open foreign branches and offices' to meet specific customer demands, to
help the bank grow, or to expand products or services offered. Foreign branches and
offices vary significantly in size, complexity of operations, and scope of products and
services offered. Bxaminers must take these factors into consideration when reviewing
the foreign bradches‘and offices AML compliance program. The definitions of “financial
institution” dnd “bank™ in the BSA and its implementing regulations do not encompass
foreign offices or foreignfmyestments of U.S. banks or Edge and agreement
corporations. > Nevertheless,banks are expected to have policies, procedures, and
processes in place dt.all their branches and offices to protect against risks of money
laundering and terrorisg financing. " AML policies, procedures, and processes at the
foreign office or branch'shguld‘¢omply with local requirements and be consistent with
the U.S. bank’s standards; hewever, theymmay need to be tailored for local or business
practices.'”’

Risk Factors

Examiners should understand the type of produicts and services offered at foreign
branches and offices, as well as the customers and gedgraphic locations served at the
foreign branches and offices. Any service offeredfby thie'U.Sybank may be offered by
the foreign branches and offices if not prohibited byshe host ¢ountry. Such products and
services offered at the foreign branches and offices may have a different risk profile from
that of the same product or service offered in the U.S. bank (efgs money services
businesses are regulated in the United States; however, similar entities inganother country
may not be regulated). Therefore, the examiner should be awase that zisks associated
with foreign branches and offices may differ (e.g., wholesale versusfretail operations).

The examiner should understand the foreign jurisdiction’s various AMImfequirements.
Secrecy laws or their equivalent may affect the ability of the foreign branch or office to
share information with the U.S. parent bank, or the ability of the examiner to examine on-
site. While banking organizations with overseas branches or subsidiaries may find it

13 Foreign offices include affiliates and subsidiaries.

133 Edge and agreement corporations may be used to hold foreign investments (e.g., foreign portfolio
investments, joint ventures, or subsidiaries).

1371 Fed. Reg. 13935.

"7 For additional information, refer to Consolidated Know Your Customer (KYC) Risk Management, Basel
Committee on Banking Supervision, 2004, at www.bis.org/forum/research.htm.
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necessary to tailor monitoring approaches as a result of local privacy laws, the
compliance oversight mechanism should ensure it can effectively assess and monitor
risks within such branches and subsidiaries. Although specific BSA requirements are not
applicable at foreign branches and offices, banks are expected to have policies,
procedures, and processes in place at all their branches and offices to protect against risks
of money laundering and terrorist financing. In this regard, foreign branches and offices
should be guided by the U.S. bank’s BSA/AML policies, procedures, and processes. The
foreign branches and offices must comply with applicable OFAC requirements and all
local AML-related laws, rules, and regulations.

Risk Mitigation

Branches and offices,of U.S. banks located in higher-risk geographic locations may be
vulnerable to@buse by money launderers. To address this concern, the U.S. bank’s
policies, proceduresyand processes for the foreign operation should be consistent with the
following recommendations:

e The U.S. bank’s‘head officegsand management at the foreign operation should
understand the efféeétiveness,and quality of bank supervision in the host country and
understand the legal and regulatory requirements of the host country. The U.S.
bank’s head office shouldybefawafe of'and understand any concerns that the host
country supervisors may have with respgect to the foreign branch or office.

e The U.S. bank’s head office shouldminderstandithe foreign branches’ or offices’ risk
profile (e.g., products, services, customiers,dnd geographic locations).

e The U.S. bank’s head office and management should Have access to sufficient
information in order to periodically monitor the activity of their foreign branches and
offices, including the offices’ and branches’ level' of compliance with head office
policies, procedures, and processes. Some of this‘may be achieved through MIS
reports.

e The U.S. bank’s head office should develop a system for testing and vetifying the
integrity and effectiveness of internal controls at the foreign'brafdches or offices by
conducting in-country audits. Senior management at the head office shéuld obtain
and review copies, written in English, of audit reports and any othefreports related to
AML and internal control evaluations.

e The U.S. bank’s head office should establish robust information-sharing practices
between branches and offices, particularly regarding higher-risk account
relationships. The bank should use the information to evaluate and understand
account relationships throughout the corporate structure (e.g., across borders or legal
structures).

e The U.S. bank’s head office should be able to provide examiners with any
information deemed necessary to assess compliance with U.S. banking laws.

FFIEC BSA/AML Examination Manual 170 04/29/2010



Foreign Branches and Offices of U.S. Banks — Overview

Foreign branch and office compliance and audit structures can vary substantially based
on the scope of operations (e.g., geographic locations) and the type of products, services,
and customers. Foreign branches and offices with multiple locations within a geographic
region (e.g., Europe, Asia, and South America) are frequently overseen by regional
compliance and audit staff. Regardless of the size or scope of operations, the compliance
and audit staff and audit programs should be sufficient to oversee the AML risks.

Scoping AML Examinations

Examinations may be completed in the host country or in the United States. The factors
that will be considered in deciding whether the examination work should occur in the
host jurisdiction ox the United States include:

e The risk pfofile ofithe foreign branch or office and whether the profile is stable or
changing as arestlt of.a reorganization, the introduction of new products or services,
or other factors, ingluding the risk profile of the jurisdiction itself.

e The effectivenéss,and qualitysef bank supervision in the host country.

e Existence of an informationsghating arrangement between the host country and the
U.S. supervisor.

¢ The history of examination or audit con€erns at the foreign branch or office.
e The size and complexity of the foreign branch’s or office’s operations.

o Effectiveness of internal controls, including systends for managing AML risks on a
consolidated basis and internal audit.

e The capability of management at the foreign brafich or office to protect the entity
from money laundering or terrorist financing.

e The availability of the foreign branch or office records it the United States.

In some jurisdictions, financial secrecy and other laws may prevent@r severely limit U.S.
examiners or U.S. head office staff from directly evaluating customer activity or records.
In cases when an on-site examination cannot be conducted effectively%eXaminers should
consult with appropriate agency personnel. In such cases, agency personnel may contact
foreign supervisors to make appropriate information sharing or examination
arrangements. In lower-risk situations when information is restricted, examiners may
conduct U.S.-based examinations (refer to discussion below). In higher-risk situations
when adequate examinations (on-site or otherwise) cannot be effected, the agency may
require the head office to take action to address the situation, which may include closing
the foreign office.

U.S.-Based Examinations

U.S.-based, or off-site, examinations generally require greater confidence in the AML
program at the foreign branch or office, as well as the ability to access sufficient records.
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Such off-site examinations should include discussions with senior bank management at
the head and foreign office. These discussions are crucial to the understanding of the
foreign branches’ or offices’ operations, AML risks, and AML programs. Also, the
examination of the foreign branch or office should include a review of the U.S. bank’s
involvement in managing or monitoring the foreign branch’s operations, internal control
systems (e.g., policies, procedures, and monitoring reports), and, where available, the
host country supervisors’ examination findings, audit findings, and workpapers. As with
all BSA/AML examinations, the extent of transaction testing and activities where it is
performed is based on various factors including the examiner’s judgment of risks,
controls, and the adequacy of the independent testing.

Host Jurisdiction-Based Examinations

On-site workdnithe host jurisdiction enables examiners not only to better understand the
role of the U.S. banksin relation to its foreign branch or office but also, perhaps more
importantly, permit exaiminets to determine the extent to which the U.S. bank’s global
policies, proceduresgandiprocesses are being followed locally.

The standard scoping and planfing process will determine the focus of the examination
and the resource needs. There may be some differences in the examination process
conducted abroad. The hostisupervisefy authority may send an examiner to join the U.S.
team or request attendance at meetings at the beginning and at the conclusion of the
examination. AML reporting requirements alsggare likely to be different, as they will be
adjusted to local regulatory requirements:

For both U.S.-based and host-based examinations'of foreign branches and offices, the
procedures used for specific products, services, clisteimersfiand entities are those found in
this manual. For example, if an examiner is looking atgpouchyactivities at foreign
branches and offices, he or she should use applicablé¢’expanded examination procedures.
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Examination Procedures
Foreign Branches and Offices of U.S. Banks

Objective. Assess the adequacy of the U.S. bank’s systems to manage the risks
associated with its foreign branches and offices, and management’s ability to implement
effective monitoring and reporting systems.

1.

Review the policies, procedures, and processes related to foreign branches and
offices'™ to evaluate their adequacy given the activity in relation to the bank’s risk,
and assess whether the controls are adequate to reasonably protect the bank from
money laundériag and terrorist financing.

On the basis 0f.a review of MIS and internal risk rating factors, determine whether
the U.S. bank’s headfoffice effectively identifies and monitors foreign branches and
offices, particulady-those'¢onducting higher-risk transactions or located in higher-risk
jurisdictions.

Determine whether the .St bank’s head office system for monitoring foreign
branches and offices and deteeting amusual or suspicious activities at those branches
and offices is adequate givéf thé bank’ssize, complexity, location, and types of
customer relationships. Determine whether the host country requires reporting of
suspicious activities and, if permitted anddvailable, review those reports. Determine
whether this information is provided toghe UéS. bank’s head office and filtered into a
bank-wide or, if appropriate, a firm-wide @ssessment of suspicious activities.

Review the bank’s tiering or organizational stru€turgfreport, which should include a
list of all legal entities and the countries in whichdhey arejtegistered. Determine the
locations of foreign branches and offices, including the foreigmregulatory
environment and the degree of access by U.S. regulators for on-site examinations and
customer records.

Review any partnering or outsourcing relationships of foreign brafiches and offices.
Determine whether the relationship is consistent with the bankés" AML program.

Determine the type of products, services, customers, entities, and geographic
locations served by the foreign branches and offices. Review the risk assessments of
the foreign branches and offices.

Review the management, compliance, and audit structure of the foreign branches and
offices. Identify the decisions that are made at the bank’s U.S. head office level
versus those that are made at the foreign branch or office.

138 Foreign offices include affiliates and subsidiaries.
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8.

10.

11.

Determine the involvement of the U.S. bank’s head office in managing and
monitoring foreign branches and offices. Conduct a preliminary evaluation of the
foreign branches or offices through discussions with senior management at the U.S.
bank’s head office (e.g., operations, customers, entities, jurisdictions, products,
services, management strategies, audit programs, anticipated product lines,
management changes, branch expansions, AML risks, and AML programs). Similar
discussions should occur with management of the foreign branches and offices,
particularly those that may be considered higher risk.

Coordinate with the host country supervisor and, if applicable, U.S. federal and state
regulatory agencies. Discuss their assessment of the foreign branches’ and offices’
compliance with local laws. Determine whether there are any restrictions on
materials that'may be reviewed, copied, or taken out of the country.

If available, réwiew the following:

= Previousteguldtory examination reports.

= Host country?s,regulatofy €xamination report.

= Audit reports and stupporting'documentation.

= Compliance reviews and supportingdocumentation.

If appropriate, refer to the core ‘@xaminatiofi procedures, “Office of Foreign Assets
Control,” pages 157 to 159, for guidaneé.

Transaction Testing

12.

13.

Make a determination whether transaction testingfis feasible. If feasible on the basis
of the bank’s risk assessment of this activity andprior ex@min@tion and audit reports,
select a sample of higher-risk foreign branch and offtee activity. “‘€omplete
transaction testing from appropriate expanded examination procedures sections (e.g.,
pouch activity).

On the basis of examination procedures completed, including ttansaction testing,
form a conclusion about the adequacy of policies, procedures, andyprocesses
associated with the U.S. bank’s foreign branches and offices.
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Parallel Banking — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with parallel banking relationships, and management’s ability to implement effective due
diligence, monitoring, and reporting systems.

A parallel banking organization exists when at least one U.S. bank and one foreign
financial institution are controlled either directly or indirectly by the same person or
group of persons who are closely associated in their business dealings or otherwise acting
together, but are not subject to consolidated supervision by a single home country
supervisor. The foreign financial institution will be subject to different money laundering
rules and regulatiohs and a different supervisory oversight structure, both of which may
be less stringent than'in the United States. The regulatory and supervisory differences
heighten the/BSAJAML. risk associated with parallel banking organizations.

Risk Factors

Parallel banking organizations(mayhave common management, share policies and
procedures, cross-sell prodiicts,‘or generally be linked to a foreign parallel financial
institution in a number of ways. The keyamoney laundering concern regarding parallel
banking organizations is that the U4S. bank may be exposed to greater risk through
transactions with the foreign parallel financtal imstitution. Transactions may be facilitated
and risks heightened because of the lagkgof anin’s-length dealing or reduced controls on
transactions between banks that are linkedéor clesely associated. For example, officers or
directors may be common to both entities oraiay be different but nonetheless work
together.'”

Risk Mitigation

The U.S. bank’s policies, procedures, and processes for parallélbanking relationships
should be consistent with those for other foreign correspon@lent banik relationships. In
addition, parallel banks should:

e Provide for independent lines of decision-making authority.
e Guard against conflicts of interest.

e Ensure independent and arm’s-length dealings between the related entities.

139 For additional risks associated with parallel banking, refer to the Joint Agency Statement on Parallel-
Owned Banking Organizations issued by the Board of Governors of the Federal Reserve System, Federal
Deposit Insurance Corporation, Office of the Comptroller of the Currency, and Office of Thrift
Supervision, April 23, 2002.
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Examination Procedures

Parallel Banking

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with parallel banking relationships, and management’s ability to implement effective due
diligence, monitoring, and reporting systems.

1.

Determine whether parallel banking relationships exist through discussions with
management or by reviewing inter-party activities involving the bank and another
foreign financial institution. Review the policies, procedures, and processes related to
parallel bankingyelationships. Evaluate the adequacy of the policies, procedures, and
processesgiven the bank’s parallel banking activities and the risks they present.
Assess Whethenthie controls are adequate to reasonably protect the bank from money
laundering and terrefist financing.

Determine whether thege are.any conflicts of interest or differences in policies,
procedures, and processes between parallel bank relationships and other foreign
correspondent bank relationships. Particular consideration should be given to funds
transfer, pouch, and payable throughragtivities because these activities are more
vulnerable to money laundering.” If the bank engages in any of these activities,
examiners should consider completing applieable expanded examination procedures
that address each of these topics:

From a review of MIS and internal riSk rating factors, determine whether the bank
effectively identifies and monitors parallel banking relationships, particularly those
that pose a higher-risk for money laundering

Determine whether the bank’s system for monitosing parallel banking relationships
for suspicious activities, and for reporting suspicioussetivities, iSyadequate given the
bank’s size, complexity, location, and types of customegfelationships.

If appropriate, refer to the core examination procedures, “Office of Foreign Assets
Control,” pages 157 to 159, for guidance.

Transaction Testing

6.

On the basis of the bank’s risk assessment of its parallel banking activities, as well as
prior examination and audit reports, select a sample of higher-risk activities from
parallel banking relationships (e.g., foreign correspondent banking, funds transfer,
payable through accounts, and pouch).

Consider the location of the foreign parallel financial institution. If the jurisdiction is
higher risk, examiners should review a larger sample of transactions between the two
institutions. Banks doing business with parallel foreign banking organizations in
countries not designated as higher risk may still require EDD, but that determination
will be based on the size, nature, and type of the transactions between the institutions.
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8. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with parallel banking organizations. Focus on whether controls exist to
ensure independent and arm’s-length dealings between the two entities. If significant
concerns are raised about the relationship between the two entities, recommend that
this information be forwarded to the appropriate supervisory authorities.

Q
//I/O
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EXPANDED EXAMINATION
OVERVIEW AND PROCEDURES FOR
PRODUCTS AND SERVICES

Correspondent Accounts (Domestic) —
Overview

Objective. AssesSithe adequacy of the bank’s systems to manage the risks associated
with offering domestig,correspondent account relationships, and management’s ability to
implement effectivemonitoring and reporting systems.

Banks maintain ¢orrespendentyrelationships at other domestic banks to provide certain
services that can be{performed more economically or efficiently because of the other
bank’s size, expertiscin a specific line of business, or geographic location. Such services
may include:

e Deposit accounts. Assetstkiown as “due from bank deposits” or “correspondent
bank balances” may represent the bank’s primary operating account.

e Funds transfers. A transfer of funds befween banks may result from the collection
of checks or other cash items, transfer’andgettlement of securities transactions,
transfer of participating loan funds, purehase or sale of federal funds, or processing of
customer transactions.

e Other services. Services include processing lo@n participations, facilitating
secondary market loan sales, performing data processing and payroll services, and
exchanging foreign currency.

Bankers’ Banks

A bankers’ bank, which is organized and chartered to do business with,other banks, is
generally owned by the banks it services. Bankers’ banks, which do not conduct business
directly with the public, offer correspondent banking services to independent community
banks, thrifts, credit unions, and real estate investment trusts. Bankers’ banks provide
services directly, through outsourcing arrangements, or by sponsoring or endorsing third
parties. The products bankers’ banks offer normally consist of traditional correspondent
banking services. Bankers’ banks should have risk-based policies, procedures, and
processes to manage the BSA/AML risks involved in these correspondent relationships to
detect and report suspicious activities.
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Generally, a bankers’ bank will sign a service agreement with the respondent bank'®
outlining each party’s responsibilities. The service agreement may include the following:

e Products and services provided.
e Responsibility for recordkeeping (e.g., CTRs filed).
e Responsibility for task performed (e.g., OFAC filtering).

e Review of oversight documentation (e.g., audit and consultants reports).

Risk Factors

Because domestic banks must follow the same regulatory requirements, BSA/AML risks
in domestic gorréspondent banking, including bankers’ banks, are minimal in comparison
to other types of financial’services, especially for proprietary accounts (i.e., the domestic
bank is using the correS§pondent account for its own transactions). Each bank, however,
has its own approagh for‘@éenducting its BSA/AML compliance program, including
customer due diligenee, MIS, @ccount monitoring, and reporting suspicious activities.
Furthermore, while a domestic ‘€orrgspondent account may not be considered higher risk,
transactions through the acéount) whichgmay be conducted on behalf of the respondent’s
customer, may be higher risk.-*Wlonéy laundering risks can be heightened when a
respondent bank allows its customers to direct or execute transactions through the
correspondent account, especially when such gfansactions are directed or executed
through an ostensibly proprietary account,

The correspondent bank also faces heightenéd risks when providing direct currency
shipments for customers of respondent banks. This'1s nettosmply that such activities
necessarily entail money laundering, but these directurrency shipments should be
appropriately monitored for unusual and suspiciousagtivity 4Witheut such a monitoring
system, the correspondent bank is essentially providing'th@se dircct services to an
unknown customer.

Risk Mitigation

Banks that offer correspondent bank services to respondent banks shoulddhave policies,
procedures, and processes to manage the BSA/AML risks involved in these
correspondent relationships and to detect and report suspicious activities. Banks should
ascertain whether domestic correspondent accounts are proprietary or allow third-party
transactions. When the respondent bank allows third-party customers to transact business
through the correspondent account, the correspondent bank should ensure that it
understands the due diligence and monitoring procedures applied by the respondent on its
customers that will be utilizing the account.

10" A respondent bank is any bank for which another bank establishes, maintains, administers, or manages a
correspondent account relationship.
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The level of risk varies depending on the services provided and the types of transactions
conducted through the account and the respondent bank’s BSA/AML compliance
program, products, services, customers, entities, and geographic locations. Each bank
should appropriately monitor transactions of domestic correspondent accounts relative to
the level of assessed risk. In addition, domestic banks are independently responsible for
OFAC compliance for any transactions that flow through their banks. Appropriate
filtering should be in place. Refer to core overview section and examination procedures,
“Office of Foreign Assets Control,” pages 147 to 156 and 157 to 159, respectively.

Q
//I/O
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Examination Procedures

Correspondent Accounts (Domestic)

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with offering domestic correspondent account relationships, and management’s ability to
implement effective monitoring and reporting systems.

1. Review the policies, procedures, and processes, and any bank service agreements
related to domestic correspondent banking relationships. Evaluate the adequacy of
the policies, procedures, and processes given the bank’s domestic correspondent
accounts anddthe,risks they present. Assess whether the controls are adequate to
reasonably‘protectithe bank from money laundering and terrorist financing.

2. From a review of MIS and internal risk rating factors, determine whether the bank has
identified any domestic comrespondent banking activities as higher risk.

3. Determine whetheg the bank’s System for monitoring domestic correspondent
accounts for suspiciousfactivities, and for reporting suspicious activities, is adequate
given the bank’s size, complexity, lecation, and types of customer relationships.

4. If appropriate, refer to the corefexamination procedures, “Office of Foreign Assets
Control,” pages 157 to 159, foriguidance.

Transaction Testing

5. On the basis of the bank’s review of respondentfaccetmts®’ with unusual or higher-

risk activity, its risk assessment, and prior examindtion and audit reports, select a
sample of respondent accounts. From the sample,selected; perform the following
examination procedures:

= Review bank statements for domestic correspondentiaccounts.

= Review large or unusual transactions to determine their natufe. As necessary,
obtain and review copies of credit or debit advices, general ledger tickets, and
other supporting documentation.

= Note any currency shipments or deposits made on behalf of a respondent bank’s
customer. Based on this information determine whether:

— Currency shipments are adequately documented.

— The respondent bank has performed due diligence on customers that conduct
large currency transactions.

181 A respondent bank is any bank for which another bank establishes, maintains, administers, or manages a
correspondent account relationship.
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— CTRs are properly filed and activity is commensurate with expected activity.

6. Review the bank statements for domestic correspondent account records, or telex
records of accounts controlled by the same person for large deposits of cashier’s
checks, money orders, or similar instruments drawn on other banks in amounts under
$10,000. These funds may possibly be transferred elsewhere in bulk amounts. Note
whether the instruments under $10,000 are sequentially numbered.

7. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with domestic correspondent bank relationships.

Q
//I/O
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Correspondent Accounts (Foreign) —
Overview

Objective. Assess the adequacy of the U.S. bank’s systems to manage the risks
associated with foreign correspondent banking and management’s ability to implement
effective due diligence, monitoring, and reporting systems. This section expands the
earlier core review of statutory and regulatory requirements of foreign correspondent
account relationships in order to provide a broader assessment of the AML risks
associated with this activity.

Foreign financialdnstitutions maintain accounts at U.S. banks to gain access to the U.S.
financial systemi andte take advantage of services and products that may not be available
in the foreigf financial institution’s jurisdiction. These services may be performed more
economically or efficientlyaby the U.S. bank or may be necessary for other reasons, such
as the facilitation of imfernatiomal trade. Services may include:

e Cash managementyservices{ including deposit accounts.
e International funds trangfers:

e Check clearing.

e Payable through accounts.

e Pouch activities.

e Foreign exchange services.

e Overnight investment accounts (sweep accounts)s

e Loans and letters of credit.

Contractual Agreements

Each relationship that a U.S. bank has with a foreign correspondent finaneial institution
should be governed by an agreement or a contract describing each party’s responsibilities
and other relationship details (e.g., products and services provided, acceptance of
deposits, clearing of items, forms of payment, and acceptable forms of endorsement).
The agreement or contract should also consider the foreign financial institution’s AML
regulatory requirements, customer base, due diligence procedures, and permitted third-
party usage of the correspondent account.

Risk Factors

Some foreign financial institutions are not subject to the same or similar regulatory
guidelines as U.S. banks; therefore, these foreign institutions may pose a higher money
laundering risk to their respective U.S. bank correspondent(s). Investigations have
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disclosed that, in the past, foreign correspondent accounts have been used by drug
traffickers and other criminal elements to launder funds. Shell companies are sometimes
used in the layering process to hide the true ownership of accounts at foreign
correspondent financial institutions. Because of the large amount of funds, multiple
transactions, and the U.S. bank’s potential lack of familiarity with the foreign
correspondent financial institution’s customer, criminals and terrorists can more easily
conceal the source and use of illicit funds. Consequently, each U.S. bank, including all
overseas branches, offices, and subsidiaries, should closely monitor transactions related
to foreign correspondent accounts.

Without adequate controls, a U.S. bank may also set up a traditional correspondent
account with a foreign financial institution and not be aware that the foreign financial
institution is peufitting some customers to conduct transactions anonymously through the
U.S. bank acgount (e.g:, payable through accounts'® and nested accounts).

Nested Accounts

Nested accounts oceur when a feseign financial institution gains access to the U.S.
financial system by operating through a U.S. correspondent account belonging to another
foreign financial institution. If the U.S. bank is unaware that its foreign correspondent
financial institution customen,is providingsuch access to third-party foreign financial
institutions, these third-party finanéial institutions can effectively gain anonymous access
to the U.S. financial system. Behayior indicative of nested accounts and other accounts
of concern includes transactions to jumsdictions ingwhich the foreign financial institution
has no known business activities or interests and ttansactions in which the total volume
and frequency significantly exceeds expected activity for the foreign financial institution,
considering its customer base or asset size.

Risk Mitigation

U.S. banks that offer foreign correspondent financial institutién‘services should have
policies, procedures, and processes to manage the BSA/AML, riskstinherént with these
relationships and should closely monitor transactions related togthesedccounts to detect
and report suspicious activities. The level of risk varies dependingfon the foreign
financial institution’s products, services, customers, and geographiclecations. The
Clearing House Payments Co., LLC. and The Wolfsberg Group have published suggested
industry standards and guidance for banks that provide foreign correspondent banking
services.'” Also, additional information relating to risk assessments and due diligence is
contained in the core overview section, “Foreign Correspondent Account Recordkeeping

192 Refer to the expanded overview section, “Payable Through Accounts,” pages 198 to 200, for additional
information.

193 Refer to Guidelines for Counter Money Laundering Policies and Procedures in Correspondent Banking
(March 2002) at www.theclearinghouse.org/docs/000592.pdf and Wolfsberg AML Principles for
Correspondent Banking (November 2002) at www.wolfsberg-principles.com/standards.html.
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and Due Diligence,” pages 117 to 124. The U.S. bank’s policies, procedures, and
processes should:

Specify appropriate account-opening procedures, which may include minimum levels
of documentation to be obtained from prospective customers; an account approval
process independent of the correspondent account business line for potential higher-
risk customers; and a description of circumstances when the bank will not open an
account.

Assess the risks posed by a prospective foreign correspondent customer relationship
utilizing consistent, well-documented risk-rating methodologies, and incorporate that
risk determination into the bank’s suspicious activity monitoring system.

Understand(the intended use of the accounts and expected account activity (e.g.,
determine whether the relationship will serve as a payable through account).

Understand the for€ign carrespondent financial institution’s other correspondent
relationships (eg€., determine whether nested accounts will be utilized).

Conduct adequate and ongoing due diligence on the foreign correspondent financial
institution relationships, which may include periodic visits.

Establish a formalized process for escalating suspicious information on potential and
existing customers to an appropriate managément level for review.

Ensure that foreign correspondent finaficialdnstitution relationships are appropriately
included within the U.S. bank’s suspiciQu$ activity@monitoring and reporting systems.

Ensure that appropriate due diligence standatds are@pplied to those accounts
determined to be higher risk.

Establish criteria for closing the foreign correspondent finacial mstitution account.

As a sound practice, U.S. banks are encouraged to communiecate their AMMB-related
expectations to their foreign correspondent financial institution‘¢usteiners. Moreover, the
U.S. bank should generally understand the AML controls at the fofeign corzespondent
financial institution, including customer due diligence practices and réeerdkeeping
documentation.
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Examination Procedures

Correspondent Accounts (Foreign)

Objective. Assess the adequacy of the U.S. bank’s systems to manage the risks
associated with foreign correspondent banking and management’s ability to implement
effective due diligence, monitoring, and reporting systems. This section expands the
earlier core review of statutory and regulatory requirements of foreign correspondent
account relationships in order to provide a broader assessment of the AML risks
associated with this activity.

1.

Review the pélieies, procedures, and processes related to foreign correspondent
financial idstitution account relationships. Evaluate the adequacy of the policies,
procedures, andypfocesses. Assess whether the controls are adequate to reasonably
protect the U:S. banpk from money laundering and terrorist financing.

From a review 0f MIStand internal risk-rating factors, determine whether the U.S.
bank effectively identifies and monitors foreign correspondent financial institution
account relationships, particularly those that pose a higher risk for money laundering.

If the U.S. bank has a standardized foreign correspondent agreement, review a sample
agreement to determine whether each party’s responsibilities, products, and services
provided, and allowable third pasty usageof the correspondent account, are covered
under the contractual arrangement. [f the U.S. bank does not have a standardized
agreement, refer to the transaction testing@€Xaminatien procedures.

Determine whether the U.S. bank’s system forsnonitoring foreign correspondent
financial institution account relationships forsuspicious agtivities, and for reporting
suspicious activities, is adequate given the U.S."bank’s size, cemplexity, location, and
types of customer relationships.

If appropriate, refer to the core examination procedures, $Office of Eoteign Assets
Control,” pages 157 to 159, for guidance.

Transaction Testing

6. On the basis of the U.S. bank’s risk assessment of its foreign correspondent activities,

as well as prior examination and audit reports, select a sample of higher-risk foreign
correspondent financial institution account relationships. The higher-risk sample
should include relationships with foreign financial institutions located in jurisdictions
that do not cooperate with international AML efforts and in other jurisdictions that
the U.S. bank has determined pose a higher risk. From the sample selected, perform
the following examination procedures:

= Review a foreign correspondent agreement or contract that delineates each party’s
responsibilities and the products and services provided.
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= Review U.S. bank statements for foreign correspondent accounts and, as
necessary, specific transaction details. Compare expected transactions with actual
activity.

= Determine whether actual activity is consistent with the nature of the customer’s
business. Identify any unusual or suspicious activity.

= Review large or unusual transactions to determine their nature. As necessary,
obtain and review copies of credit or debit advices, general ledger tickets, and
other supporting documentation.

= Analyze transactions to identify behavior indicative of nested accounts,
or clearing agent services, or other services for third-party foreign
tions that have not been clearly identified.
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Bulk Shipments of Currency — Overview

Objective. Assess the adequacy of the U.S. bank’s systems to manage the risks
associated with receiving bulk shipments of currency and management’s implementation
of effective monitoring and reporting systems.

Bulk shipments of currency entail the use of common, independent, or Postal Service
air/land/sea carriers to transport large volumes of bank notes (U.S. or foreign) from
sources either inside or outside the United States to a bank in the United States. Often,
but not always, shipments take the form of containerized cargo.

Shippers may be ‘‘Currency Originators,” i.e., individuals or businesses that generate
currency from gésh sales of commodities or other products or services (including
monetary instruthents 0r exchanges of currency). Shippers also may be “Intermediaries”
that ship currency gathere@d from their customers who are Currency Originators.
Intermediaries may als6 shipieurrency gathered from other Intermediaries.
Intermediaries maygbe other banks, central banks, nondeposit financial institutions, or
agents of these entities,

Banks receive bulk shipments of currency directly when they take possession of an actual
shipment. Banks receive bulkgshipménts of currency indirectly when they take
possession of the economic equivalent of a eurrency shipment, such as through a cash
letter notification. In the case of a'shipment reg@ived indirectly, the actual shipment
usually moves toward the bank only a§*ar as'a Federal Reserve Bank or branch, where it
becomes recorded as held on the bank’s béhalf:

Banks are required to report shipments of curren¢y it an dggregate amount exceeding
$10,000 received from or shipped to locations outsidedhe U.S) via FinCEN Form 105
(Report of International Transportation of Currencyfor Monetary Instruments). Banks are
exempt from this reporting requirement when the curréncyqs shipped overland via the
Postal Service or common carrier (see 31 CFR 103.23). Banks'ate notiexempt from this
reporting requirement when the currency is shipped by othétmethads, in€luding air
courier or via the airlines. Regardless of whether an exemptionyfromdiling BinCEN
Form 105 applies, banks must still monitor for, and report, suspicigus activity. In
addition, and regardless of reporting requirements on FinCEN Form#05, banks are
required to report the receipt or disbursement of currency in excess of $10,000 via
FinCEN Form 104 (Currency Transaction Report), subject to the exemptions at 31 CFR
103.122(d). This reporting requirement applies even if the international transactions are
subject to the exemption from filing Form 105.

Risk Factors

Bulk shipments of currency to banks from shippers that are presumed to be reputable may
nevertheless originate from illicit activity. The monetary proceeds of criminal activities,
for example, often reappear in the financial system as seemingly legitimate funds that
have been placed and finally integrated by flowing through numerous intermediaries and
layered transactions that disguise the origin of the funds. Layering can include shipments
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to or through other jurisdictions. Accordingly, banks that receive direct or indirect bulk
shipments of currency risk becoming complicit in money laundering or terrorist financing
schemes.

In recent years, the smuggling of bulk currency has become a preferred method for
moving illicit funds across borders.'* Because bulk cash that is smuggled out of the
United States is usually denominated in U.S. dollars, those who receive the smuggled
bulk cash must find ways to re-integrate the currency into a U.S. bank. Often, this occurs
through the use of a foreign financial institution that wittingly or unwittingly receives the
illicit U.S.-dollar denominated proceeds, and then originates a cash letter instrument (or a
funds transfer) for processing by, or deposit into, a U.S. bank. The foreign financial
institution then initiates the process of physically repatriating (shipping) the cash back
into the United Sfates.'” Experience has shown a direct correlation between the
smuggling ofdulk curtency, the heightened use of cash letter instruments or wire
transfers frém certam‘foreign financial institutions, and bulk shipments of currency into
the United States fromghe same foreign financial institutions.'®

The activity of shipping ctsrency,in bulk is not necessarily indicative of criminal or
terrorist activity. Mangindividualstand businesses, both domestic and foreign, generate
currency from legitimate cash sales ©f commodities or other products or services. Also,
Intermediaries gather and ship currenegy™from single or multiple Currency Originators
whose activities are legitimate. Bafiks may legitimately offer services to receive such
shipments. However, banks should be aware ofithe potential misuse of their services by
shippers of bulk currency. Banks alSesshiould’guard against introducing the monetary
proceeds of criminal or terrorist activity info theffinancial system. To inform banks on
the topic of bulk currency shipments, FinCEN"issgied ag*advisory in 2006 that sets forth
certain activities that may be associated with currenéy smiiggling.'”” According to
FinCEN, U.S. law enforcement has observed a deamati€ incréase in the smuggling of
bulk cash proceeds from the sale of narcotics and other criminal activities from the
United States into Mexico. Although the FinCEN advisoryfdeal§ specifically with the

1% U.S. Money Laundering Threat Assessment (December 2005) on page 38. Congfess criminalized the
act of smuggling large amounts of cash as part of the USA PATRIOT Act. Specifically, Title 31 U.S.C.
5332-Bulk Cash Smuggling makes it a crime to smuggle or attempt to smuggle oyer $10,000 in currency or
other monetary instruments into or out of the United States, with the specific intenttopevade the U.S.
currency-reporting requirements codified in 31 U.S.C. 5316.

1% In certain cases, the foreign financial institution will ship the cash to its central bank or a money center
bank in the foreign country in which the cash letter instrument originated. Sometimes numerous layered
transactions are used to disguise the origins of the cash, after which the currency may be returned directly
to the United States or further shipped to or through other jurisdictions. The cash will be repatriated back
to the United States for the account of the U.S. bank in which the cash letter instrument was processed or
funds transfer deposit was made.

1% For an example of these types of transactions, refer to National Drug Intelligence Center’s National
Drug Threat Assessment 2008, Illicit Finance (December 2007).

17 FinCEN Guidance to Financial Institutions on the Repatriation of Currency Smuggled into Mexico from
the U.S., FIN-2006-A003 (April 28, 2006).
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shipment of bulk currency to and from the United States and Mexico, the issues discussed
could be pertinent to shipping bulk currency to and from other jurisdictions as well.

Law enforcement has identified the following activities that, in various combinations,
may be associated with currency smuggling:'®®

e An increase in the sale of large denomination U.S. bank notes to foreign financial
institutions by U.S. banks.

¢ Small denomination U.S. bank notes smuggled into a foreign country being
exchanged for large denomination U.S. bank notes possessed by foreign financial
institutions.

e Large volumies ofismall denomination U.S. bank notes being sent from foreign
nonbankgfinancial/institutions to their accounts in the United States via armored
transport, or sold"direétly to U.S. banks.

e Multiple wire transtets initiated by foreign nonbank financial institutions that direct
U.S. banks to remit funds t@fother jurisdictions that bear no apparent business
relationship with that foseigh nonbank financial institution (recipients include
individuals, businesses} and ather entities in free trade zones and other locations).

e The exchange of small denomifiation U.S. bank notes for large denomination U.S.
bank notes that may be sent to foreign countries.

e Deposits by foreign nonbank financialdnstit@itions to their accounts at U.S. banks that
include third-party items (including sequéntially nufhbered monetary instruments).

e Deposits of currency and third-party items by foreign nonbank financial institutions
into their accounts at foreign financial institution$§ and thereafter direct wire transfers
to the foreign nonbank financial institution’s accounts at’U.S¢banks.

Risk Mitigation

U.S. banks that offer services to receive bulk shipments of currencyfshould have policies,
procedures, and processes in place that mitigate and manage the BSA/AMItisks
associated with the receipt of bulk currency shipments. Banks should also closely
monitor bulk currency shipment transactions to detect and report suspicious activity, with
particular emphasis on the source of funds and the reasonableness of transaction volumes
from Currency Originators and Intermediaries.

Risk mitigation begins with an effective risk assessment process that distinguishes
relationships and transactions that present a higher risk of money laundering or terrorist
financing. Risk assessment processes should consider Currency Originator and
Intermediary ownership, geographies, and the nature, source, location, and control of

168 Id
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bulk currency. For additional information relating to risk assessments and due diligence,
refer to the core overview sections “BSA/AML Risk Assessment” on pages 22 to 30 and
“Customer Due Diligence” on pages 63 to 65.

A U.S. bank’s policies, procedures, and processes should:

Specify appropriate risk-based relationship opening procedures, which may include
minimum levels of documentation to be obtained from prospective Currency
Originators and Intermediaries; specify relationship approval process that, for
potential higher-risk relationships, is independent of the business line and may
include a visit to the prospective shipper or shipping-preparation sites; and describe
the circumstances under which the bank will not open a relationship.

Determineghe intended use of the relationship, the expected volumes, frequency of
activity drising, from transactions, sources of funds, reasonableness of volumes based
on originators and shippers, and any required BSA reporting obligations (CTRs,
CMIRs, etc.).

Identify the charagteristics @f agéeeptable and unacceptable transactions, including
circumstances when‘thgibank will or will not accept bulk currency shipments.

Assess the risks posed bytagprospectiveishipping relationship using consistent, well-
documented risk-rating methodologies.

Incorporate risk assessments, as appropuiate, idto the bank’s customer due diligence,
EDD, and suspicious activity monitogifig syStems.

Once the relationship is established, require adeguatednd ongoing due diligence,
which, as appropriate, may include periodic visits 46 the shipper and to shipping-
preparation sites. As necessary, scrutinize for legitimacy the root source of cash
shipments, using risk-based processes.

Ensure that appropriate due diligence standards are applied totelationships
determined to be higher risk.

Include procedures for processing shipments, including employee respofisibilities,
controls, reconciliation and documentation requirements, and emplé¥ee/management
authorizations.

Establish a process for escalating suspicious information on potential and existing
Currency Originator and Intermediary relationships and transactions to an appropriate
management level for review.

Refuse shipments having questionable or suspicious origins.

Ensure that shipping relationships and comparisons of expected vs. actual shipping
volumes are included, as appropriate, within the U.S. bank’s systems for monitoring
and reporting suspicious activity.
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o Establish criteria for terminating a shipping relationship.

As a sound practice, U.S. banks should inform Currency Originators and Intermediaries
of the BSA/AML-related requirements and expectations that apply to U.S. banks. U.S.
banks also should understand the BSA/AML controls that apply to, or are otherwise
adopted by, the Currency Originator or Intermediary, including any customer due
diligence and recordkeeping requirements or practices.

Other bank controls may also prove useful in protecting banks against illicit bulk
shipments of currency. These may include effective controls over foreign correspondent
banking activity, pouch activity, funds transfers, international Automated Clearing House
transactions, and remote deposit capture.

Contractéal Agreements

U.S. banks should establishhagreements or contracts with Currency Originators or
Intermediaries. The dgreement or contract should describe each party’s responsibilities
and other relevant details of the gelationship. The agreement or contract should reflect
and be consistent with'any BSA/AML considerations that apply to the bank, the Currency
Originator or Intermediary} and'the Currency Originator or Intermediary’s customers.
The agreement or contract should alses@@dsess expectations about due diligence and
permitted third-party usage of the shipper’sservices. While agreements and contracts
should also provide for respective BSA/AML centrols, obligations, and considerations,
U.S. banks cannot shift their BSA/AMdgfresponsibilities to others.
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Examination Procedures
Bulk Shipments of Currency

Objective. Assess the adequacy of the U.S. bank’s systems to manage the risks
associated with receiving bulk shipments of currency, and management’s ability to
implement effective due diligence, monitoring, and reporting systems.

1.
2.

Determine whether the bank receives shipments of bulk currency.

Review for adequacy the policies, procedures, and processes related to receiving
shipments of bulk currency, given the activity and the risks presented.

Review the list of Currency Originators and Intermediaries that send bulk currency
shipments to the"banks

Determine whether management has assessed the risks associated with receiving bulk
currency shipments from paftieular Currency Originators and Intermediaries.
Consider the sourcewf the Currency Originator or Intermediary’s currency and the
reasonableness of transactionyvolumes. Assess the adequacy of the risk-assessment
methodology.

From a review of MIS and internal risk-ratisg factors, determine whether the bank
effectively identifies and monitorsuélatiefiships with Currency Originators and
Intermediaries, particularly those thatgose a'higher risk for money laundering or
terrorist financing.

If the bank has a standardized agreement or ¢ontragt' withi€urrency Originators or
Intermediaries, review a sample agreement or cofitract to determine whether each
party’s responsibilities, products, and services prowidedgandd@llowable third-party
usage of the relationship, including the parties’ BSA/AMIgresponsibilities, are
covered. If the bank does not have a standardized agreément og,contract, refer to the
transaction testing examination procedures below.

Determine whether the bank’s system for monitoring and reporting suspicious
activities related to shipping relationships and transactions is adequate given the
bank’s size, complexity, location, and types of customer relationships.

Determine whether the bank is monitoring for expected versus actual shipping
volumes and taking action in response to unusual or inordinate increase in volumes.

Transaction Testing

9.

Based on the bank’s risk assessment of its relationships with Currency Originators
and Intermediaries, as well as prior examination and audit reports, select a sample of
Currency Originators or Intermediaries and recent bulk currency shipments. The
sample should include relationships with Currency Originators and Intermediaries
located in or shipping from, jurisdictions that may pose a higher risk for money
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laundering and terrorist financing, or that participate in businesses that may pose a
higher risk for money laundering and terrorist financing.

10. Preferably on an unannounced basis and over a period of several days, observe the
process for accepting shipments of bulk currency. Review the records and the
shipments for irregularities. From the samples selected, perform the following
examination procedures:

= Review for completeness a relationship agreement or contract that delineates each
party’s responsibilities and the products and services provided.

= Review U.S. bank statements of accounts and, as necessary, specific transaction
details.

= RevieWw vault control records for bulk currency shipment transactions (in and out)
to identify lafge denomination activity as a result of small denomination
exchanges!

= Assess the reasonablenesssef customer due diligence and EDD information
pertaining to thgysampled Cutrency Originators and Intermediaries.

= Determine whether the naturegwolume, and frequency of activity is consistent
with the expectations associ@ted withithe Currency Originator and Intermediary.
Discuss with bank management any inconsistencies identified. As necessary,
obtain and review copies of ¢redit or debit advices, general ledger tickets, and
other supporting documentation.

= Review unusual transactions and cuStomer du€ diligence information to determine
if transactions are potentially suspicious.

= Discuss preliminary findings and conclusionisywith bafk management.

11. If the Currency Originator or Intermediary, or the referralfagent who works for the
Currency Originator or Intermediary has an account withythe bank, réview a sample
of account activity.

12. Based on the examination procedures completed, including transactiondesting, form a
conclusion about the adequacy of policies, procedures, and processes associated with
the bulk shipment of currency.
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U.S. Dollar Drafts — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with U.S. dollar drafts, and management’s ability to implement effective monitoring and
reporting systems.

A U.S. dollar draft is a bank draft or check denominated in U.S. dollars and made
available at foreign financial institutions. These drafts are drawn on a U.S. correspondent
account by a foreign financial institution. Drafts are frequently purchased to pay for
commercial or personal transactions and to settle overseas obligations.

Risk Factors

The majorityof UhS dollar drafts are legitimate; however, drafts have proven to be
vulnerable to money laufidering abuse. Such schemes involving U.S. dollar drafts could
involve the smuggling'of U.SS¢urrency to a foreign financial institution for the purchase
of a check or draft denomthated in U.S. dollars. The foreign financial institution accepts
the U.S. currency and'issues a U.S."dollar draft drawn against its U.S. correspondent bank
account. Once the currency is imbank draft form, the money launderer can more easily
conceal the source of fundsiyThe ability"te,convert illicit proceeds to a bank draft at a
foreign financial institution makes it easier for a money launderer to transport the
instrument either back into the United States orgo endorse it to a third party in a
jurisdiction where money launderingiaws orgompliance are lax. In any case, the
individual has laundered illicit proceeds; ultimately, the draft or check will be returned
for processing at the U.S. correspondent bank

Risk Mitigation
A U.S. bank’s policies, procedures, and processes should in€lude'the following:

e OQutline criteria for opening a U.S. dollar draft relationship with,a foreign financial
institution or entity (e.g., jurisdiction; products, services, target matket;purpose of
account and anticipated activity; or customer history).

e Detail acceptable and unacceptable transactions (e.g., structuring ttamsactions or the
purchase of multiple sequentially numbered drafts for the same payee).

e Detail the monitoring and reporting of suspicious activity associated with U.S. dollar
drafts.

e Discuss criteria for closing U.S. dollar draft relationships.
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Examination Procedures
U.S. Dollar Drafts

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with U.S. dollar drafts, and management’s ability to implement effective monitoring and
reporting systems.

1. Review the policies, procedures, and processes related to U.S. dollar drafts. Evaluate
the adequacy of the policies, procedures, and processes given the bank’s U.S. dollar
draft activities and the risks they present. Assess whether the controls are adequate to
reasonably protect the bank from money laundering and terrorist financing.
Determingfwhethen policies address the following:

= C(Criteria for allowing,a foreign financial institution or entity to issue the U.S.
bank’s dellardrafts (¢'g., jurisdiction; products, services, and target markets;
purpose of accountiand aaticipated activity; customer history; and other available
information).

= Identification of unusual transactions (e.g., structuring transactions or the
purchase of multiple séquentially numbered U.S. dollar drafts to the same payee).

= C(riteria for ceasing U.S. dollar draft iss@iance through a foreign financial
institution or entity.

2. From a review of MIS and internal risk gdting/factefs, determine whether the bank
effectively identifies and monitors higher-risk USS. dollar draft accounts.

3. Determine whether the bank’s system for monitering U.S;dollar draft accounts for
suspicious activities, and for reporting suspicious-activities, i§ adequate given the
bank’s size, complexity, location, and types of customer rélationships.

4. Obtain a list of foreign bank correspondent accounts in which U.S 4dollar drafts are
offered. Review the volume, by number and dollar amount,‘of mionthly transactions
for each account. Determine whether management has appropriately assessed risk.

Transaction Testing

5. On the basis of the bank’s risk assessment of its U.S. dollar draft activities, as well as
prior examination and audit reports, select a sample of foreign correspondent bank
accounts in which U.S. dollar drafts are processed. In the sample selected, include
accounts with a high volume of U.S. dollar draft activity. From the sample selected,
perform the following examination procedures:

= Review transactions for sequentially numbered U.S. dollar drafts to the same
payee or from the same remitter. Research any unusual or suspicious U.S. dollar
draft transactions.
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= Review the bank’s contracts and agreements with foreign correspondent banks.
Determine whether contracts address procedures for processing and clearing U.S.
dollar drafts.

= Verify that the bank has obtained and reviewed information about the foreign
financial institution’s home country AML regulatory requirements (e.g., customer
identification and suspicious activity reporting).

6. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with U.S. dollar drafts.

Q
//I/O
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Payable Through Accounts — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with payable through accounts (PTA), and management’s ability to implement effective
monitoring and reporting systems.

Foreign financial institutions use PTAs, also known as “pass-through” or “pass-by”
accounts, to provide their customers with access to the U.S. banking system. Some U.S.
banks, Edge and agreement corporations, and U.S. branches and agencies of foreign
financial institutions (collectively referred to as U.S. banks) offer these accounts as a
service to foreign financial institutions. Law enforcement authorities have stated that the
risk of money laufidering and other illicit activities is higher in PTAs that are not
adequately confrolled:

Generally, a foreign finad€ial institution requests a PTA for its customers that want to
conduct banking/transdctionstin the United States through the foreign financial
institution’s account at a U,S. bank. The foreign financial institution provides its
customers, commonlyjreferredfto asy ‘subaccountholders,” with checks that allow them to
draw funds from the for€igarfinancial institution’s account at the U.S. bank.'® The
subaccountholders, which may numbegseveral hundred or in the thousands for one PTA,
all become signatories on the féreig financial institution’s account at the U.S. bank.
While payable through customers are able to write checks and make deposits at a bank in
the United States like any other accountholderfthey might not be directly subject to the
bank’s account opening requirements in the'Unitéd States.

PTA activities should not be confused with €raditionalfinternational correspondent
banking relationships, in which a foreign financialdnstit@tionenters into an agreement
with a U.S. bank to process and complete transactiong on behalf of the foreign financial
institution and its customers. Under the latter correspondent@rrangement, the foreign
financial institution’s customers do not have direct access®o thé correéspondent account at
the U.S. bank, but they do transact business through the U.S¢'banks, This arrangement
differs significantly from a PTA with subaccountholders whoshave dirgét agcess to the
U.S. bank by virtue of their independent ability to conduct transactiefts withthe U.S.
bank through the PTA.

Risk Factors

PTAs may be prone to higher risk because U.S. banks do not typically implement the
same due diligence requirements for PTAs that they require of domestic customers who
want to open checking and other accounts. For example, some U.S. banks merely request
a copy of signature cards completed by the payable through customers (the customer of
the foreign financial institution). These U.S. banks then process thousands of
subaccountholder checks and other transactions, including currency deposits, through the

' In this type of relationship, the foreign financial institution is commonly referred to as the “master
accountholder.”
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foreign financial institution’s PTA. In most cases, little or no independent effort is
expended to obtain or confirm information about the individual and business
subaccountholders that use the PTAs.

Foreign financial institutions’ use of PTAs, coupled with inadequate oversight by U.S.
banks, may facilitate unsound banking practices, including money laundering and related
criminal activities. The potential for facilitating money laundering or terrorist financing,
OFAC violations, and other serious crimes increases when a U.S. bank is unable to
identify and adequately understand the transactions of the ultimate users (all or most of
whom are outside of the United States) of its account with a foreign correspondent.
PTAs used for illegal purposes can cause banks serious financial losses in criminal and
civil fines and penalties, seizure or forfeiture of collateral, and reputation damage.

Risk Mitigation

U.S. banks offering PTA sctyices should develop and maintain adequate policies,
procedures, and progésses, to guard against possible illicit use of these accounts. At a
minimum, policies, proceduresgand processes should enable each U.S. bank to identify
the ultimate users of itsiforeign finaneial institution PTA and should include the bank’s
obtaining (or having the ability t9,obtain through a trusted third-party arrangement)
substantially the same informatien omfthe Wiltimate PTA users as it obtains on its direct
customers.

Policies, procedures, and processes sheuld in€ludesa review of the foreign financial
institution’s processes for identifying and sonitoring the transactions of
subaccountholders and for complying with ady AML statutory and regulatory
requirements existing in the host country and the foséignfinancial institution’s master
agreement with the U.S. bank. In addition, U.S.bankséhouldshave procedures for
monitoring transactions conducted in foreign finaneial institutions’ PTAs.

In an effort to address the risk inherent in PTAs, U.S. banks should haye a signed
contract (i.e., master agreement) that includes:

e Roles and responsibilities of each party.

e Limits or restrictions on transaction types and amounts (e.g., currengyfdeposits, funds
transfers, check cashing).

e Restrictions on types of subaccountholders (e.g., casas de cambio, finance companies,
funds remitters, or other nonbank financial institutions).

e Prohibitions or restrictions on multi-tier subaccountholders.!”

e Access to the foreign financial institution’s internal documents and audits that pertain
to its PTA activity.

171t is possible for a subaccount to be subdivided into further subaccounts for separate persons.
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U.S. banks should consider closing the PTA in the following circumstances:
e Insufficient information on the ultimate PTA users.
e Evidence of substantive or ongoing suspicious activity.

e Inability to ensure that the PTAs are not being used for money laundering or other
illicit purposes.

Q
//I/O
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Examination Procedures
Payable Through Accounts

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with payable through accounts (PTA), and management’s ability to implement effective
monitoring and reporting systems.

1. Review the policies, procedures, and processes related to PTAs. Evaluate the
adequacy of the policies, procedures, and processes given the bank’s PTA activities
and the risks they present. Assess whether the controls are adequate to reasonably
protect the bankyfrom money laundering and terrorist financing. Determine whether:

Criteria foropening PTA relationships with a foreign financial institution are
adequate.| Examples,of factors that may be used include: jurisdiction; bank
secrecy of mofiey, laundering haven; products, services, and markets; purpose;
anticipated @ctivitygcustomer history; ownership; senior management; certificate
of incorporation; banking license; certificate of good standing; and demonstration
of the foreign finangial mstitution’s operational capability to monitor account
activity.

Appropriate information has been obtained and validated from the foreign
financial institution concerning the idefitity of any persons having authority to
direct transactions through the PTA4

Information and EDD have been obtained fromi the, foreign financial institution
concerning the source and beneficial ownesship of fimds of persons who have
authority to direct transactions through the PTA (e.g., name, address, expected
activity level, place of employment, description of business, related accounts,
identification of foreign politically exposed persemss, sodrce of.funds, and articles
of incorporation).

Subaccounts are not opened before the U.S. bank has rewiewed and approved the
customer information.

Master or subaccounts can be closed if the information providedto the bank has
been materially inaccurate or incomplete.

The bank can identify all signers on each subaccount.

2. From a review of MIS and internal risk rating factors, determine whether the bank
effectively identifies and monitors PTAs.

3. Determine whether the bank’s system for monitoring PTAs for suspicious activities,
and reporting suspicious activities, is adequate given the bank’s size, complexity,
location, and types of customer relationships.
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4.

To assess the volume of risk and determine whether adequate resources are allocated
to the oversight and monitoring activity, obtain a list of foreign correspondent bank
accounts in which PTAs are offered and request MIS reports that show:

* The number of subaccounts within each PTA.
* The volume and dollar amount of monthly transactions for each subaccount.

Verify that the bank has obtained and reviewed information concerning the foreign
financial institution’s home country AML regulatory requirements (e.g., customer
identification requirements and suspicious activity reporting) and considered these
requirements when reviewing PTAs. Determine whether the bank has ensured that
subaccount agreements comply with any AML statutory and regulatory requirements
existing in the foteign financial institution’s home country.

If appropriate;, réfer tasthe core examination procedures, “Office of Foreign Assets
Control,” pages 157 to 159, for guidance.

Transaction Testing

7.

On the basis of the bank’s risk assessment of its PTA activities, as well as prior
examination and audit repests, select a'sample of PTAs. From the sample, review the
contracts or agreements with the foreign financial institution. Determine whether the
contracts or agreements:

= (learly outline the contractual responsibilitics of both the U.S. bank and the
foreign financial institution.

= Define PTA and subaccount opening progedure$ and tequire an independent
review and approval process when opening the account.

= Require the foreign financial institution to comply withfits local AML
requirements.

= Restrict subaccounts from being opened by casas de cambio dihancecompanies,
funds remitters, or other nonbank financial institutions.

= Prohibit multi-tier subaccountholders.

= Provide for proper controls over currency deposits and withdrawals by
subaccountholders and ensure that CTRs have been appropriately filed.

= Provide for dollar limits on each subaccountholder’s transactions that are
consistent with expected account activity.

= (Contain documentation requirements that are consistent with those used for
opening domestic accounts at the U.S. bank.

= Provide the U.S. bank with the ability to review information concerning the
identity of subaccountholders (e.g., directly or through a trusted third party).
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8.

10.

= Require the foreign financial institution to monitor subaccount activities for
unusual or suspicious activity and report findings to the U.S. bank.

= Allow the U.S. bank, as permitted by local laws, to audit the foreign financial
institution’s PTA operations and to access PTA documents.

Review PTA master-account bank statements. (The examiner should determine the
time period based upon the size and complexity of the bank.) The statements chosen
should include frequent transactions and those of large dollar amounts. Verify the
statements to the general ledger and bank reconcilements. Note any currency
shipments or deposits made at the U.S. bank on behalf of an individual
subaccountholder for credit to the customer’s subaccount.

From the safpleselected, review each subaccountholder’s identifying information
and relatéd transagctions for a period of time as determined by the examiner. Evaluate
PTA subaccountholdérs transactions. Determine whether the transactions are
consistent with expected tgansactions or warrant further research. (The sample should
include subaccetntholders with significant dollar activity.)

On the basis of examinationpro¢edures completed, including transaction testing,
form a conclusion about.the adequacy of policies, procedures, and processes
associated with PTAs.
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Pouch Activities — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with pouch activities, and management’s ability to implement effective monitoring and
reporting systems.

Pouch activity entails the use of a carrier, courier (either independent or common), or a
referral agent employed by the courier,'” to transport currency, monetary instruments,
and other documents from outside the United States to a bank in the United States.'”
Pouches can be sent by another bank or individuals. Pouch services are commonly
offered in conjunction with foreign correspondent banking services. Pouches can contain
loan payments, tz@hsactions for demand deposit accounts, or other types of transactions.
Increasingly, séme banks are using Remote Deposit Capture (RDC) (a deposit transaction
delivery system) to,replace pouch activities. For additional information on RDC, refer to
the expanded overview gection on Electronic Banking on pages 208 to 211.

Risk Factors

Banks should be aware that bulklamounts of monetary instruments purchased in the
United States that appear tothave beeasstructured to avoid the BSA-reporting
requirements often have been foundin pouches or cash letters received from foreign
financial institutions. This is espe€ially tru¢'in the case of pouches and cash letters
received from jurisdictions with lax‘egdeficient AML structures. The monetary
instruments involved are frequently moneyfordefs; traveler’s checks, and bank checks
that usually have one or more of the following charactefistics in common:

e The instruments were purchased on the same oF conSecutive days at different
locations.

e They are numbered consecutively in amounts just under $3§000 05$10,000.

e The payee lines are left blank or made out to the same petson (0t to@nly a few
people).

e They contain little or no purchaser information.
e They bear the same stamp, symbol, or initials.

e They are purchased in round denominations or repetitive amounts.

71 Referral agents are foreign individuals or corporations, contractually obligated to the U.S. bank. They
provide representative-type services to the bank’s clients abroad for a fee. Services can range from
referring new customers to the bank, to special mail handling, obtaining and pouching documents,
distributing the bank’s brochures and applications or forms, notarizing documents for customers, and
mailing customers’ funds to the bank in the United States for deposit.

12 For additional guidance, refer to the core overview section, “International Transportation of Currency or
Monetary Instruments Reporting,” on pages 144 to 145.
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The depositing of the instruments is followed soon after by a funds transfer out in the
same dollar amount.

Risk Mitigation

Banks should have policies, procedures, and processes related to pouch activity that
should:

Outline criteria for opening a pouch relationship with an individual or a foreign
financial institution (e.g., customer due diligence requirements, type of institution or
person, acceptable purpose of the relationship).

Detail acceptdble and unacceptable transactions (e.g., monetary instruments with
blank payees, unsigned monetary instruments, and a large number of consecutively
number€d monetary instruments).

Detail proceduresdfor processing the pouch, including employee responsibilities, dual
control, reconciliation‘and documentation requirements, and employee sign off.

Detail procedures for rg¥iewing for unusual or suspicious activity, including elevating
concerns to management. (Contentssef pouches may be subject to CTR, Report of
International Transportatiofi'of £urrencyyor Monetary Instruments (CMIR), and SAR
reporting requirements. )

Discuss criteria for closing pouch relationships.

The above factors should be included withinfan agreemient or contract between the bank
and the courier that details the services to be proyidéd and the responsibilities of both
parties.
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Examination Procedures

Pouch Activities

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with pouch activities, and management’s ability to implement effective monitoring and
reporting systems.

1.

Determine whether the bank has incoming or outgoing pouch activity and whether the
activity is via carrier or courier.

Review the palicies, procedures, and processes, and any contractual agreements
related to pouch aetivities. Evaluate the adequacy of the policies, procedures, and
processe$ given the bank’s pouch activities and the risks they present. Assess
whether the controlsd@réadequate to reasonably protect the bank from money
laundering and terforist financing.

From a review of MIS and intctnal risk rating factors, determine whether the bank
effectively identifies’an@ monitors pouch activities.

Determine whether the bankds sy$tem for monitoring pouch activities for suspicious
activities, and for reporting suspicious agtivities, is adequate given the bank’s size,
complexity, location, and typesef customertelationships.

Review the list of bank customers pemfittedto use pouch services (incoming and
outgoing). Determine whether managemént has as§€ssed the risk of the customers
permitted to use this service.

If appropriate, refer to the core examination progedures, “Office of Foreign Assets
Control,” pages 157 to 159, for guidance.

Transaction Testing

7.

On the basis of the bank’s risk assessment of its pouch activities; as wellias prior
examination and audit reports, and recent activity records, selectia sample of daily
pouches for review. Preferably on an unannounced basis and over aperiod of several
days, not necessarily consecutive, observe the pouch opening and the data capture
process for items contained in a sample of incoming pouches, and observe the
preparation of outgoing pouches. Review the records and the pouch contents for
currency, monetary instruments,'” bearer securities, prepaid cards, gems, art, illegal
substances or contraband, or other items that should not ordinarily appear in a bank’s
pouch.

'3 Refer to core examination procedures, “International Transportation of Currency or Monetary
Instruments Reporting,” on pages 144 to 145, for additional guidance.
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8. [If the courier, or the referral agent who works for the courier, has an account with the
bank, review an appropriate sample of their account activity.

9. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with pouch activity.

Q
//I/O
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Electronic Banking — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with electronic banking (e-banking) customers, including Remote Deposit Capture (RDC)
activity, and management’s ability to implement effective monitoring and reporting
systems.

E-banking systems, which provide electronic delivery of banking products to customers,
include automated teller machine (ATM) transactions; online account opening; Internet
banking transactions; and telephone banking. For example, credit cards, deposit
accounts, mortgage loans, and funds transfers can all be initiated online, without face-to-
face contact. Manlagement needs to recognize this as a potentially higher-risk area and
develop adequate poligies, procedures, and processes for customer identification and
monitoringdor speeific areas of banking. Refer to the core examination procedures,
“Customer Identification’Pregram” (CIP), pages 59 to 62, for further guidance.
Additional informatieiten e-banking is available in the FFIEC Information Technology
Examination Handbgok. ™

Risk Factors

Banks should ensure that their monitoring systems adequately capture transactions
conducted electronically. As withiany account,they should be alert to anomalies in
account behavior. Red flags may inelude thedvelogity of funds in the account or, in the
case of ATMs, the number of debit cards as§socidted with the account.

Accounts that are opened without face-to-fdce contagf' maybe a higher risk for money
laundering and terrorist financing for the following reasons:

e More difficult to positively verify the individual®s,identity.

e Customer may be out of the bank’s targeted geographic atrea‘or country.
e Customer may perceive the transactions as less transparent:

e Transactions are instantaneous.

e May be used by a “front” company or unknown third party.

Risk Mitigation

Banks should establish BSA/AML monitoring, identification, and reporting for unusual
and suspicious activities occurring through e-banking systems. Useful MIS for detecting
unusual activity in higher-risk accounts include ATM activity reports, funds transfer

17 The FFIEC Information Technology Examination Handbook is available at
www.ffiec.gov/ffiecinfobase/html pages/it_01.html.
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reports, new account activity reports, change of Internet address reports, Internet Protocol
(IP) address reports, and reports to identify related or linked accounts (e.g., common
addresses, phone numbers, e-mail addresses, and tax identification numbers). In
determining the level of monitoring required for an account, banks should include how
the account was opened as a factor. Banks engaging in transactional Internet banking
should have effective and reliable methods to authenticate a customer’s identity when
opening accounts online and should establish policies for when a customer should be
required to open accounts on a face-to-face basis.'” Banks may also institute other
controls, such as establishing transaction dollar limits for large items that require manual
intervention to exceed the preset limit.

Remote Deposit Capture

Remote DepesitiCapture (RDC) is a deposit transaction delivery system that has made
check and monetary¥instrdment processing (e.g., traveler’s checks or money orders) more
efficient. In broad termis, RDC allows a bank’s customers to scan a check or monetary
instrument, and thentransmit the scanned or digitized image to the institution. Scanning
and transmission actiyities occur atigemote locations that include the bank’s branches,
ATMs, domestic and foteign cotrespondents, and locations owned or controlled by
commercial or retail customers. By eliminating face-to-face transactions, RDC decreases
the cost and volume of paper-associdted with physically mailing or depositing items.
RDC also supports new and existing banking products and improves customers’ access to
their deposits.

On January 14, 2009, the FFIEC published guidance titled, “Risk Management of
Remote Deposit Capture.” The guidance addresses thefessential components of RDC risk
management: the identification, assessment and mitigation of risk. It includes a
comprehensive discussion of RDC risk factors and mufigants.| Refer to
www.ffiec.gov/pdf/pr011409 rdc_guidance.pdf.

Risk Factors

RDC may expose banks to various risks, including money launderinggfraudjand
information security. Fraudulent, sequentially numbered, or physig¢ally altered
documents, particularly money orders and traveler’s checks, may be‘moredifficult to
detect when submitted by RDC and not inspected by a qualified person. Banks may face
challenges in controlling or knowing the location of RDC equipment, because the
equipment can be readily transported from one jurisdiction to another. This challenge is
increased as foreign correspondents and foreign money services businesses are
increasingly using RDC services to replace pouch and certain instrument processing and
clearing activities. Inadequate controls could result in intentional or unintentional
alterations to deposit item data, resubmission of a data file, or duplicate presentment of
checks and images at one or multiple financial institutions. In addition, original deposit

173 For additional information, refer to Authentication in an Internet Banking Environment issued by the
FFIEC, October 13, 2005.
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items are not typically forwarded to banks, but instead the customer or the customer’s
service provider retains them. As a result, recordkeeping, data safety, and integrity issues
may increase.

Higher-risk customers may be defined by industry, incidence of fraud, or other criteria.
Examples of higher-risk parties include online payment processors, certain credit-repair
services, certain mail order and telephone order companies, online gambling operations,
businesses located offshore, and adult entertainment businesses.

Risk Mitigation

Management should develop appropriate policies, procedures, and processes to mitigate
the risks associatédywith RDC services and to effectively monitor for unusual or
suspicious activity. Examples of risk mitigants include:

e Comprehensively identifying and assessing RDC risk prior to implementation.
Senior managemefit:should,identifty BSA/AML, operational, information security,
compliance, legal, andigeputation risks. Depending on the bank’s size and
complexity, this comprehefisiveiisk assessment process should include staff from
BSA/AML, information technology and security, deposit operations, treasury or cash
management sales, businiess ¢ontinuity, audit, compliance, accounting and legal.

e Conducting appropriate customer CDD and EDD.

e Creating risk-based parameters that'cande uséd to conduct RDC customer suitability
reviews. Parameters may include a li§t of deceptable industries, standardized
underwriting criteria (e.g., credit history§ financialfstatements, and ownership
structure of business), and other risk factors (€uStomér’sisk management processes,
geographic location, and customer base). When the level of risk warrants, bank staff
should consider visiting the customer’s physicalllecationd@s pait of the suitability
review. During these visits, the customer’s operatiofial confrols ‘and risk management
processes should be evaluated.

e Conducting vendor due diligence when banks use a serviceprovider for RDC
activities. Management should ensure implementation of sound vendor smanagement
processes.

¢ Obtaining expected account activity from the RDC customer, such as the anticipated
RDC transaction volume, dollar volume, and type (e.g., payroll checks, third-party
checks, or traveler’s checks), comparing it to actual activity, and resolving significant
deviations. Comparing expected activity to business type to ensure they are
reasonable and consistent.

e Establishing or modifying customer RDC transaction limits.

e Developing well-constructed contracts that clearly identify each party’s role,
responsibilities, and liabilities, and that detail record retention procedures for RDC
data. These procedures should include physical and logical security expectations for
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access, transmission, storage, and ultimate disposal of original documents. The
contract should also address the customer’s responsibility for properly securing RDC
equipment and preventing inappropriate use, including establishing effective
equipment security controls (e.g., passwords, dual control access). In addition,
contracts should detail the RDC customer’s obligation to provide original documents
to the bank in order to facilitate investigations related to unusual transactions or poor
quality transmissions, or to resolve disputes. Contracts should clearly detail the
authority of the bank to mandate specific internal controls, conduct audits, or
terminate the RDC relationship.

¢ Implementing additional monitoring or review when significant changes occur in the
type or volume of transactions, or when significant changes occur in the underwriting
criteria, customeg base, customer risk management processes, or geographic location
that the bankyrelied on when establishing RDC services.

e Ensuring that RDC gustomers receive adequate training. The training should include
documentation th@taddresses issues such as routine operations and procedures,
duplicate presentiment,and pseblem resolution.

e Using improved aggregationiand monitoring capabilities as facilitated by the digitized
data.

e As appropriate, using technology to minimize errors (e.g., the use of franking to
stamp or identify a deposit as being processed),'”

' Franking involves printing or stamping such phrases as “Rfocesséd™ox “Electronically Processed” on
the front of the original check. This process is used as an mdicator that the\paper check has already been
electronically processed, and, therefore, should not be subseqééntly physically deposited.

FFIEC BSA/AML Examination Manual 211 04/29/2010



Funds Transfers — Overview

Examination Procedures

Electronic Banking

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with electronic banking (e-banking) customers, including Remote Deposit Capture (RDC)
activity, and management’s ability to implement effective monitoring and reporting
systems.

1.

Review the policies, procedures, and processes related to e-banking, including RDC
activity as appropriate. Evaluate the adequacy of the policies, procedures, and
processes given the bank’s e-banking activities and the risks they present. Assess
whether the/onttols are adequate to reasonably protect the bank from money
laundering@ and tertorist financing.

From a review of MIS and internal risk rating factors, determine whether the bank
effectively identiftestand monitors higher-risk e-banking activities.

Determine whethefjthe bank’s system for monitoring e-banking, including RDC
activity as appropriate, for suspi€ious activities, and for reporting suspicious
activities, is adequate given the bank®sysize, complexity, location, and types of
customer relationships.

If appropriate, refer to the core examinatieft procedures, “Office of Foreign Assets
Control,” pages 157 to 159, for guidaneg.

Transaction Testing

5. On the basis of the bank’s risk assessment of its g-banking activities, as well as prior

examination and audit reports, select a sample of'@:banking aéeeunts. From the
sample selected, perform the following procedures:

= Review account opening documentation, including CIR, ongoing CBD, and
transaction history.

= Compare expected activity with actual activity.

= Determine whether the activity is consistent with the nature of the customer’s
business. Identify any unusual or suspicious activity.

On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with e-banking relationships.
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Funds Transfers — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with funds transfers, and management’s ability to implement effective monitoring and
reporting systems. This section expands the core review of the statutory and regulatory
requirements of funds transfers to provide a broader assessment of AML risks associated
with this activity.

Payment systems in the United States consist of numerous financial intermediaries,
financial services firms, and nonbank businesses that create, process, and distribute
payments. The domestic and international expansion of the banking industry and
nonbank financialfservices has increased the importance of electronic funds transfers,
including funds transfers made through the wholesale payment systems. Additional
informationdon the,types of wholesale payment systems is available in the FFIEC
Information TechnologysExamination Handbook.'”’

Funds Transfer Serwvices

The vast majority of the valie of\U.S. dollar payments, or transfers, in the United States
is ultimately processed through wholesaleypayment systems, which generally handle
large-value transactions between banks. Banks conduct these transfers on their own
behalf as well as for the benefit of \@ther financial service providers and bank customers,
both corporate and consumer.

Related retail transfer systems facilitate tfansaétions sugh as automated clearing houses
(ACH); automated teller machines (ATM); pointsof-sales (POS);, telephone bill paying;
home banking systems; and credit, debit, and prepdid cards.“Most of these retail
transactions are initiated by customers rather than byfbanks or corporate users. These
individual transactions may then be batched in orderte formflargérywholesale transfers,
which are the focus of this section.

The two primary domestic wholesale payment systems for interbank fuddsitransfers are
the Fedwire Funds Service (Fedwire®™)'” and the Clearing House Intefbank Payments
System (CHIPS).'” The bulk of the dollar value of these payment§is originated
electronically to make large value, time-critical payments, such as thetsetflement of
interbank purchases and sales of federal funds, settlement of foreign exchange
transactions, disbursement or repayment of loans; settlement of real estate transactions or
other financial market transactions; and purchasing, selling, or financing securities

77 The FFIEC Information Technology Examination Handbook is available at
www.ffiec.gov/ffiecinfobase/html pages/it_01.html.

178 Fedwire® is a registered service mark of the Federal Reserve Banks. Refer to
www.frbservices.org/fedwire/index.html for further information.

179 CHIPS is a private multilateral settlement system owned and operated by The Clearing House Payments
Co., LLC.
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transactions. Fedwire and CHIPS participants facilitate these transactions on their behalf
and on behalf of their customers, including nonbank financial institutions, commercial
businesses, and correspondent banks that do not have direct access.

Structurally, there are two components to funds transfers: the instructions, which contain
information on the sender and receiver of the funds, and the actual movement or transfer
of funds. The instructions may be sent in a variety of ways, including by electronic
access to networks operated by the Fedwire or CHIPS payment systems; by access to
financial telecommunications systems, such as Society for Worldwide Interbank
Financial Telecommunication (SWIFT); or e-mail, facsimile, telephone, or telex.
Fedwire and CHIPS are used to facilitate U.S. dollar transfers between two domestic
endpoints or the U.S. dollar segment of international transactions. SWIFT is an
international mesSaging service that is used to transmit payment instructions for the vast
majority of intétnational interbank transactions, which can be denominated in numerous
currencies.

Fedwire

Fedwire is operated byithe Federal Reserve Banks and allows a participant to transfer
funds from its master account atthe‘Federal Reserve Banks to the master account of any
other bank.'® Payment overEedwircds™final and irrevocable when the Federal Reserve
Bank either credits the amount of the payment order to the receiving bank’s Federal
Reserve Bank master account or seénds notice togthe receiving bank, whichever is earlier.
Although there is no settlement risk tesFedwaf€ participants, they may be exposed to
other risks, such as errors, omissions, anddrauds

Participants may access Fedwire by three methods:
¢ Direct mainframe-to-mainframe (Fedline Direct)s

e Internet access over a virtual private network to Websbasedé@ppligations (FedLine
Advantage).

e Off-line or telephone-based access to a Federal Reserve Bank opefations site.

'80 An entity eligible to maintain a master account at the Federal Reserve is generally eligible to participate
in the Fedwire Funds Service. These participants include:

e Depository institutions.

e U.S. agencies and branches of foreign banks.

e  Member banks of the Federal Reserve System.

e The U.S. Treasury and any entity specifically authorized by federal statute to use the Federal Reserve
Banks as fiscal agents or depositories.

o Entities designated by the Secretary of the Treasury.

e Foreign central banks, foreign monetary authorities, foreign governments, and certain international
organizations.

e  Any other entity authorized by a Federal Reserve Bank to use the Fedwire Funds Service.
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CHIPS

CHIPS is a privately operated, real-time, multilateral payments system typically used for
large-dollar payments. CHIPS is owned by banks, and any banking organization with a
regulated U.S. presence may become a participant in the system. Banks use CHIPS for
the settlement of both interbank and customer transactions, including, for example,
payments associated with commercial transactions, bank loans, and securities
transactions. CHIPS also plays a large role in the settlement of USD payments related to
international transactions, such as foreign exchange, international commercial
transactions, and offshore investments.

Continuous Linked Settlement (CLS) Bank

CLS Bank is@private=sector, special-purpose bank that settles simultaneously both
payment obligationssthat arise from a single foreign exchange transaction. The CLS
payment-versus-paymefit scttlement model ensures that one payment segment of a
foreign exchange trafisaction 15 settled if and only if the corresponding payment segment
is also settled, eliminating the foféign exchange settlement risk that arises when each
segment of the foreign'éxchange trapsaction is settled separately. CLS is owned by
global financial institutions through shareholdings in CLS Group Holdings AG, a Swiss
company that is the ultimate‘heldingfeompany for CLS Bank. CLS Bank currently settles
payment instructions for foreign exchange transactions in 17 currencies and is expected
to add more currencies over time.

SWIFT

The SWIFT network is a messaging infrastructure, 410t agpayments system, which
provides users with a private international communications link among themselves. The
actual funds movements (payments) are completed €through correspondent bank
relationships, Fedwire, or CHIPS. Movement of paymentsfdeneminated in different
currencies occurs through correspondent bank relationships @ over funds transfer
systems in the relevant country. In addition to customer andibank fundsétransfers,
SWIFT is used to transmit foreign exchange confirmations, debit andéeredit'entry
confirmations, statements, collections, and documentary credits.

Cover Payments

A typical funds transfer involves an originator instructing its bank (the originator’s bank)
to make payment to the account of a payee (the beneficiary) with the beneficiary’s bank.
A cover payment occurs when the originator’s bank and the beneficiary’s bank do not
have a relationship that allows them to settle the payment directly. In that case, the
originator’s bank instructs the beneficiary’s bank to effect the payment and advises that
transmission of funds to “cover” the obligation created by the payment order has been
arranged through correspondent accounts at one or more intermediary banks.

Cross-border cover payments usually involve multiple banks in multiple jurisdictions.
For U.S. dollar transactions, the intermediary banks are generally U.S. banks that
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maintain correspondent banking relationships with non-U.S. originators’ banks and
beneficiaries’ banks. In the past, SWIFT message protocols allowed cross-border cover
payments to be effected by the use of separate, simultaneous message formats:

e The MT 103 — payment order from the originator’s bank to the beneficiary’s bank
with information identifying the originator and the beneficiary; and

e The MT 202 — bank-to-bank payment orders directing the intermediary banks to
“cover” the originator’s bank’s obligation to pay the beneficiary’s bank.

To address transparency concerns, SWIFT adopted a new message format for cover
payments (the MT 202 COV) that contains mandatory fields for originator and
beneficiary inforpgation. Effective November 21, 2009, the MT 202 COV is required for
any bank-to-bafik payanent for which there is an associated MT 103. The MT 202 COV
provides intérmediary banks with additional originator and beneficiary information to
perform sanction§ screening and suspicious activity monitoring.'®' The introduction of the
MT 202 COV dags nefalter a)U.S. bank’s OFAC or BSA/AML obligations.

The MT 202 format femains ayailable for bank-to-bank funds transfers that have no
associated MT 103 message: For additional detail about transparency in cover payments,
refer to Transparency and Compliance for U.S. Banking Organizations Conducting
Cross-Border Funds TransfersqDegémber 18, 2009), which can be found at each federal
banking agencies’ Web site

Informal Value Transfer Systems

An informal value transfer system (IVTS) (&€g., hawal@s) is a term used to describe a
currency or value transfer system that operates infofmally toptransfer money as a
business.'® In countries lacking a stable financial’sector or with large areas not served by
formal banks, IVTS may be the only method for conducting finaneial transactions.
Persons living in the United States may also use [VTS tostfansfér funds to their home
countries.

181 Additional information on the details of the MT 202 COV format can be foundiat SWAFT’s Web site,
www.swift.com/about_swift/press_room/swift news_archive/home page stories_archive 2009/Newstand
ardsforcoverpayments.page.

182 Sources of information on IVTS include:

¢ FinCEN Advisory 33, Informal Value Transfer Systems, March 2003.

e U.S. Treasury Informal Value Transfer Systems Report to the Congress in Accordance with Section
359 of the Patriot Act, November 2002.

¢ Financial Action Task Force on Money Laundering (FATF), Interpretative Note to Special
Recommendation VI: Alternative Remittance, June 2003.

o FATF, Combating the Abuse of Alternative Remittance Systems, International Best Practices, October
2002.

FFIEC BSA/AML Examination Manual 216 04/29/2010


http://www.swift.com/about_swift/press_room/swift_news_archive/home_page_stories_archive_2009/Newstandardsforcoverpayments.page
http://www.swift.com/about_swift/press_room/swift_news_archive/home_page_stories_archive_2009/Newstandardsforcoverpayments.page

Funds Transfers — Overview

Payable Upon Proper Identification Transactions

One type of funds transfer transaction that carries particular risk is the payable upon
proper identification (PUPID) service. PUPID transactions are funds transfers for which
there is no specific account to deposit the funds into and the beneficiary of the funds is
not a bank customer. For example, an individual may transfer funds to a relative or an
individual who does not have an account relationship with the bank that receives the
funds transfer. In this case, the beneficiary bank may place the incoming funds into a
suspense account and ultimately release the funds when the individual provides proof of
identity. In some cases, banks permit noncustomers to initiate PUPID transactions.
These transactions are considered extremely high risk and require strong controls.

Risk Factors

Funds transfers may“present a heightened degree of risk, depending on such factors as the
number and dollar voldime ofitransactions, geographic location of originators and
beneficiaries, and whethegthe originator or beneficiary is a bank customer. The size and
complexity of a bank?s operation and the origin and destination of the funds being
transferred will determine which type of funds transfer system the bank uses. The vast
majority of funds transfer imstructions are conducted electronically; however, examiners
need to be mindful that physi€alfinstfuctions, may be transmitted by other informal
methods, as described earlier.

Cover payments effected through SWIET pe$e additional risks for an intermediary bank
that does not receive either a MT 103 or aft adequately completed MT 202 COV that
identifies the originator and beneficiary of the funds ts@nsfer. Without this data, the
intermediary bank is unable to monitor or filter payfmentdnformation. This lack of
transparency limits the U.S. intermediary bank’s‘ability to appropriately assess and
manage the risk associated with correspondent and €learing @perations, monitor for
suspicious activity, and screen for OFAC compliance.

IVTS pose a heightened concern because they are able to citeumvent thefformal system.
The lack of recordkeeping requirements coupled with the lack'of idenfification of the
IVTS participants may attract money launderers and terrorists. [VAS also pose
heightened BSA/AML concerns because they can evade internal contgols.and monitoring
oversight established in the formal banking environment. Principals that operate IVTS
frequently use banks to settle accounts.

The risks of PUPID transactions to the beneficiary bank are similar to other activities in
which the bank does business with noncustomers. However, the risks are heightened in
PUPID transactions if the bank allows a noncustomer to access the funds transfer system
by providing minimal or no identifying information. Banks that allow noncustomers to
transfer funds using the PUPID service pose significant risk to both the originating and
beneficiary banks. In these situations, both banks have minimal or no identifying
information on the originator or the beneficiary.
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Risk Mitigation

Funds transfers can be used in the placement, layering, and integration stages of money
laundering. Funds transfers purchased with currency are an example of the placement
stage. Detecting unusual activity in the layering and integration stages is more difficult
for a bank because transactions may appear legitimate. In many cases, a bank may not be
involved in the placement of the funds or in the final integration, only the layering of
transactions. Banks should consider all three stages of money laundering when
evaluating or assessing funds transfer risks.

Banks need to have sound policies, procedures, and processes to manage the BSA/AML
risks of its funds transfer activities. Such policies may encompass more than regulatory
recordkeeping miinimaums and be expanded to cover OFAC. Funds transfer policies,
procedures, afidprocesses should address all foreign correspondent banking activities,
including transactions ingghich U.S. branches and agencies of foreign banks are
intermediaries for theistheadteffices.

Obtaining CDD information is amimportant mitigant of risk in providing funds transfer
services. Because of the nature of funds transfers, adequate and effective CDD policies,
procedures, and processes are critical in detecting unusual and suspicious activities. An
effective risk-based suspicious activity monitoring and reporting system is equally
important. Whether this monitoring and reporting system is automated or manual, it
should be sufficient to detect suspi€ious trends@dnd patterns typically associated with
money laundering.

Institutions should have processes for managiitg correspondent banking relationships in
accordance with section 312 of the USA PATRIQT Act afid corresponding regulations
(31 CFR 103.176). Correspondent bank due diligence#houlditake into account the
correspondent’s practices with regard to funds transfers effected through the U.S. bank.

U.S. banks can mitigate risk associated with cover payments by managing correspondent
banking relationships, by observing The Clearing House Pagment§,Co., LLC and the
Wolfsberg Group’s best practices (discussed below) and the SWIFT standatds when
sending messages, and by conducting appropriate transaction screeming and monitoring.

In May 2009, the Basel Committee on Banking Supervision issued a papér on cross-
border cover payment messages (BIS Cover Payments Paper).'"®® The BIS Cover
Payments Paper supported increased transparency and encouraged all banks involved in
international payments transactions to adhere to the message standards developed by The
Clearing House Payments Co., LLC and the Wolfsberg Group in 2007. These are:

'8 Basel Committee on Banking Supervision, Due diligence and transparency regarding cover payment
messages related to cross-border wire transfers available at www.bis.org/publ/bcbs154.htm. In addition,
during August 2009, the committee, along with the Clearinghouse Payments Co. LLC, released Q&As in
order to enhance understanding of the MT 202 COV.
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Financial institutions should not omit, delete, or alter information in payment
messages or orders for the purpose of avoiding detection of that information by any
other financial institution in the payment process;

Financial institutions should not use any particular payment message for the purpose
of avoiding detection of information by any other financial institution in the payment
process;

Subject to all applicable laws, financial institutions should cooperate as fully as
practicable with other financial institutions in the payment process when requested to
provide information about the parties involved; and

Financial instifutions should strongly encourage their correspondent banks to observe
these pringiples.

In addition, effective momitoring processes for cover payments include:

Monitoring fund§ transfers processed through automated systems in order to identify
suspicious activity, This ménitering may be conducted after the transfers are
processed, on an autemated basis) and may use a risk-based approach. The MT 202
COV provides intermediary banks with useful information, which can be filtered
using risk factors developeddby the intetimediary bank. The monitoring process may
be similar to that for MT 103 payments.

Given the volume of messages and@datafor larg@e U.S. intermediary banks, a manual
review of every payment order may ndt befeasible or effective. However,
intermediary banks should have, as part@f their ménitoring processes, a risk-based
method to identify incomplete fields or fields with méaningless data. U.S. banks
engaged in processing cover payments should’hay€policies to address such
circumstances, including those that involve systems other thany,SWIFT.

Originating and beneficiary banks should establish effective aindyappropriate policies,
procedures, and processes for PUPID activity including:

Specifying the type of identification that is acceptable.

Maintaining documentation of individuals consistent with the bank?s*recordkeeping
policies.

Defining which bank employees may conduct PUPID transactions.

Establishing limits on the amount of funds that may be transferred to or from the bank
for noncustomers (including type of funds accepted (i.e., currency or official check)
by originating bank).

Monitoring and reporting suspicious activities.

Providing enhanced scrutiny for transfers to or from certain jurisdictions.
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e Identifying disbursement method (i.e., by currency or official check) for proceeds
from a beneficiary bank.

Q
//I/O
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Examination Procedures

Funds Transfers

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with funds transfers, and management’s ability to implement effective monitoring and
reporting systems. This section expands the core review of the statutory and regulatory
requirements of funds transfers to provide a broader assessment of AML risks associated
with this activity.

1.

Review the policies, procedures, and processes related to funds transfers. Evaluate
the adequagy of the policies, procedures, and processes given the bank’s funds
transfer aCtivities and the risks they present. Assess whether the controls are adequate
to reasonably/protectsthe bank from money laundering and terrorist financing.

From review of MIS%and internal risk rating factors, determine whether the bank
effectively identifies and mefiters funds transfer activities.

Evaluate the bank’s risks related'to funds transfer activities by analyzing the
frequency and dollar volume/of fufids*tsansfers, jurisdictions, and the bank’s role in
the funds transfer process (e.g.fwhetherit is the originator’s bank, intermediary bank,
or beneficiary’s bank). These factors shouldbe evaluated in relation to the bank’s
size, its location, and the nature ofit$ customeriand correspondent account
relationships.

Determine whether an audit trail of funds transfef actisfities exists. Determine
whether an adequate separation of duties or gther cdmpensating controls are in place
to ensure proper authorization for sending and rg€eiving funds transfers and for
correcting postings to accounts.

Determine whether the bank’s system for monitoring fudds tramsfers and for reporting
suspicious activities is adequate given the bank’s size, complexity,docation, and types
of customer relationships. Determine whether suspicious activigg monitoting and
reporting systems include:

= Funds transfers purchased with currency.
» Transactions in which the bank is acting as an intermediary.
= All SWIFT message formats, including MT 103, MT 202, and MT 202 COV.

» Transactions in which the bank is originating or receiving funds transfers from
foreign financial institutions, particularly to or from jurisdictions with strict
privacy and secrecy laws or those identified as higher risk.

* Frequent currency deposits or funds transfers and then subsequent transfers,
particularly to a larger institution or out of the country.
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6. Review the bank’s procedures for cross-border funds transfers:

= Determine whether the bank’s processes for foreign correspondent bank due
diligence, as required under section 312 of the USA PATRIOT Act and
corresponding regulations include the review and evaluation of the transparency
practices of the bank’s correspondents who are involved in cross-border funds
transfers through the bank (for example, whether correspondents are appropriately
utilizing the MT 202 COV message format).

= As applicable and if not already performed, review the bank’s procedures to
ensure compliance with the Travel Rule, including appropriate use of the MT 202
COV format.

= Assessthe bank’s policies for cooperating with its correspondents when they
request the bank to provide information about parties involved in funds transfers.

= Assess the adegutacy'of the bank’s procedures for addressing isolated as well as,
repeated instdncesywhere payment information received from a correspondent is
missing, manifestly meafifigless or incomplete, or suspicious.

7. Determine the bank’s procedures for payable upon proper identification (PUPID)
transactions.

= Beneficiary bank — determine how the bank disburses the proceeds (i.e., by
currency or official check).

» Originating bank — determine whethef the banksallows PUPID funds transfers
for noncustomers. If so, determine the type of funds accepted (i.e., by currency or
official check).

8. [If appropriate, refer to the core examination proeedures, #Offiee of Foreign Assets
Control,” pages 157 to 159, for guidance.

Transaction Testing

9. On the basis of the bank’s risk assessment of funds transfer acfivities, astwell as prior
examination and audit reports, select a sample of higher-risk fundsytsafster activities,
which may include the following:

* Funds transfers purchased with currency.

= Transactions in which the bank is acting as an intermediary, such as cover
payments.

* Transactions in which the bank is originating or receiving funds transfers from
foreign financial institutions, particularly to or from jurisdictions with strict
privacy and secrecy laws or those identified as higher risk.

= PUPID transactions.
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10. From the sample selected, analyze funds transfers to determine whether the amounts,
frequency, and jurisdictions of origin or destination are consistent with the nature of
the business or occupation of the customer.

11. In addition, for funds transfers processed using the MT 202 and MT 202 COV
message formats, review the sample of messages to determine whether the bank has
used the appropriate message formats and has included complete originator and
beneficiary information (e.g., no missing or meaningless information).

12. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with funds transfer activity.

Q
//I/O
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Automated Clearing House Transactions —
Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with automated clearing house (ACH) and international ACH transactions (IAT) and
management’s ability to implement effective monitoring and reporting systems.

The use of the ACH has grown markedly over the last several years due to the increased
volume of electronic check conversion'™ and one-time ACH debits, reflecting the lower
cost of ACH processing relative to check processing.'® Check conversion transactions, as
well as one-time ACH debits, are primarily low-dollar value, consumer transactions for
the purchases of goods and services or the payment of consumer bills. ACH is primarily
used for domiesti@ypayments, but the Federal Reserve Banks’ FedGlobal system'* can
currently accommodate gross-border payments to several countries around the world.

In September 2006 4the Office of the Comptroller of the Currency issued guidance titled
Automated Clearingheuse Actiyities,— Risk Management Guidance. The document
provides guidance on managingithe risks of ACH activity. Banks may be exposed to a
variety of risks when originating} receiving, or processing ACH transactions, or
outsourcing these activities totasthicd party ¥’

ACH Payment Systems

Traditionally, the ACH system has been dsed for the ditect deposit of payroll and
government benefit payments and for the difect paymént of mortgages and loans. As
noted earlier, the ACH has been expanding to in¢lude one-time debits and check
conversion. ACH transactions are payment instructiens to either credit or debit a deposit
account. Examples of credit payment transactions inelude payroliidirect deposit, Social
Security, dividends, and interest payments. Examples ofidebitdransaetions include
mortgage, loan, insurance premium, and a variety of other génsumer payments initiated
through merchants or businesses.

'8 In the electronic check conversion process, merchants that receive a check for payment do not collect
the check through the check collection system, either electronically or in paper form. Instead, merchants
use the information on the check to initiate a type of electronic funds transfer known as an ACH debit to
the check writer’s account. The check is used to obtain the bank routing number, account number, check
serial number, and dollar amount for the transaction, and the check itself is not sent through the check
collection system in any form as a payment instrument. Merchants use electronic check conversion
because it can be a more efficient way for them to obtain payment than collecting the check.

185 Refer to www.nacha.org.

'% The Federal Reserve Banks operate FedACH, a central clearing facility for transmitting and receiving
ACH payments, and FedGlobal, which sends cross-border ACH credits payments to more than 35 countries
around the world, plus debit payments to Canada only.

187 Refer to OCC Bulletin 2006-39 (September 1, 2006) at www.occ.gov/ftp/bulletin/2006-39.pdf.
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In general, an ACH transaction is a batch-processed, value-dated, electronic funds
transfer between an originating and a receiving bank. An ACH credit transaction is
originated by the accountholder sending funds (payer), while an ACH debit transaction is
originated by the accountholder receiving funds (payee). Within the ACH system, these
participants and users are known by the following terms:

e Originator. An organization or person that initiates an ACH transaction to an
account either as a debit or credit.

e Originating Depository Financial Institution (ODFI). The Originator’s depository
financial institution that forwards the ACH transaction into the national ACH network
through an ACH Operator.

e ACH Operator.®An ACH Operator processes all ACH transactions that flow
between differentidepository financial institutions. An ACH Operator serves as a central
clearing facility that receives entries from the ODFIs and distributes the entries to the
appropriate Receiving' Depositery Financial Institution. There are currently two ACH
Operators: FedACH and Electronic Payments Network (EPN).

e Receiving Depository Financial Institution (RDFI). The Receiver’s depository
institution that receives the'"ACH transaetion from the ACH Operators and credits or
debits funds from their receivers” ageounts.

e Receiver. An organization or person that auithorizes the Originator to initiate an
ACH transaction, either as a debit or credit£0 andecount.

e Gateway Operator (GO). A financial afistitutiong/ACH Operator, or ODFI that acts
as an entry or exit point to or from the United States.” Aformal declaration of status as a
Gateway Operator is not required. ACH operators and ODFISacting in the role of
Gateway Operators have specific warranties and obligations #€lated to certain
international entries. A financial institution acting as a'Gateway Opetator generally may
process inbound and outbound debit and credit transactions #FACH Operators acting as
Gateway Operators may process outbound debit and credit entries, but gamlimit inbound
entries to credit entries only and reversals.

International ACH Payments

NACHA — The Electronic Payments Association (NACHA) issued International ACH
Transaction (IAT) operating rules and formats that became effective on September 18,
2009." The TIAT is a new Standard Entry Class code for ACH payments that enables
financial institutions to identify and monitor international ACH payments, and perform
screening as required by OFAC. The rules require Gateway Operators to classify
payments that are transmitted to or received from a financial agency'® outside the

188 Bor additional information on the IAT, refer to www.nacha.org/c/IATIndustryInformation.cfm.

'8 “Financial agency” means an entity that is authorized by applicable law to accept deposits or is in the
business of issuing money orders or transferring funds.

FFIEC BSA/AML Examination Manual 225 04/29/2010


http://www.nacha.org/c/IATIndustryInformation.cfm

Automated Clearing House Transactions — Overview

territorial jurisdiction of the United States as IATs. The classification will depend on
where the financial agency that handles the payment transaction (movement of funds) is
located and not the location of any other party to the transaction (e.g., the Originator or
Receiver).

Under NACHA operating rules, all U.S. financial institutions that participate in the ACH
Network must be able to utilize the IAT format.

Definition of IAT

An IAT is an ACH entry that is part of a payment transaction involving a financial
agency’s office that is not located in the territorial jurisdiction of the United States. An
office of a finanegialhagency is involved in the payment transaction if one or more of the
following conditions are met:

e Holds an account that isycredited or debited as part of a payment transaction; or

e Receives funds@irectly, from a person or makes payment directly to a person as part
of a payment transaction; of

e Serves as an intermediary in the settlement of any part of a payment transaction.

IAT Defined Terms

An “inbound entry” originates in another codntrynd is transmitted to the United States.
For example, an inbound entry could be finding for a company payroll. Each subsequent
IAT used for direct deposit would be an inbéund A Téntry.

An “outbound entry” originates in the United Statés and"is transmitted to another country.
For example, IAT pension payments going from a UtS. ODFL'to a U.S. RDFI in which
the funds are then transferred to an account in anothericountty would be outbound IAT
entries.

Payment Transaction Guidance
A payment transaction is:

¢ An instruction of a sender to a bank to pay, or to obtain payment of, or to cause
another bank to pay or to obtain payment of, a fixed or determinate amount of money
that is to be paid to, or obtained from, a Receiver, and

e Any and all settlements, accounting entries, or disbursements that are necessary or
appropriate to carry out the instruction.
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Identification of IAT Parties
The NACHA operating rules define new parties as part of an IAT entry:

e Foreign Correspondent Bank: A participating depository financial institution (DFI)
that holds deposits owned by other financial institutions and provides payment and
other services to those financial institutions.

e Foreign Gateway Operator (FGO): A Gateway Operator that acts as an entry point to
or exit point from a foreign country.

Additional Information

The new IAT formatincreases the amount of originator and beneficiary data that will be
available togbanksy, This additional data may assist banks in their OFAC, anti-money
laundering, and monitogifigiefforts.” Examples of information now available to banks
under the new IAT fofmat include:

e Originator name and addre§s.
e Receiver name and addtess.
e Originator and Receiver accoufit numbers.

e ODFI name (inbound IAT, foreignaDFI)ddentification number, and branch country
code.

¢ RDFI name (outbound IAT, foreign DFI), identification,number, and branch country
code.

e Country code.
e Currency code.
e Foreign Exchange indicator.

Refer to www.nacha.org for more information on additional data availablefto banks under
the new IAT format.

Third-Party Service Providers

A third-party service provider (TPSP) is an entity other than an Originator, ODFI, or
RDFI that performs any functions on behalf of the Originator, the ODFI, or the RDFI

1% For convenience, this information is sometimes referred to as “Travel Rule” information, but as a
technical matter the funds transfer recordkeeping and travel rules at 31 CFR 103.33(g) do not apply to
ACH transactions and NACHA operating rules have not changed.
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with respect to the processing of ACH entries."”' NACHA operating rules define TPSPs
and relevant subsets of TPSPs that include “Third-Party Senders” and “Sending
Points.”"** The functions of these TPSPs can include, but are not limited to, the creation
of ACH files on behalf of the Originator or ODFI, or acting as a sending point of an
ODFI (or receiving point on behalf of an RDFI).

Risk Factors

The ACH system was designed to transfer a high volume of low-dollar domestic
transactions, which pose lower BSA/AML risks. Nevertheless, the ability to send high-
dollar and international transactions through the ACH may expose banks to higher
BSA/AML risks. Banks without a robust BSA/AML monitoring system may be exposed
to additional risK'patticularly when accounts are opened over the Internet without face-to-
face contact,

ACH transactions that afe otiginated through a TPSP (that is, when the Originator is not a
direct customer of th¢ OBFI) may increase BSA/AML risks, therefore, making it difficult
for an ODFI to undegwrite'and gewiew Originator transactions for compliance with
BSA/AML rules."” Risks are heightened when neither the TPSP nor the ODFI performs
due diligence on the companies for whom they are originating payments.

Certain ACH transactions, such as those originated through the Internet or the telephone,
may be susceptible to manipulationand fraudulent use. Certain practices associated with
how the banking industry processes AH tramsactiens may expose banks to BSA/AML
risks. These practices include:

e An ODFTI authorizing a TPSP to send ACH files directly to an ACH Operator, in
essence bypassing the ODFI.

e ODFIs and RDFIs relying on each other to perform adeg@ate due diligence on their
customers.

e Batch processing that obscures the identities of originatots,

e Lack of sharing of information on or about originators and recgivers inhibits a bank’s
ability to appropriately assess and manage the risk associated withycosféspondent and

! Third-party service provider is a generic term for any business that provides services to a bank. A third-
party payment processor is a specific type of service provider that processes payments such as checks,
ACH files, or credit and debit card messages or files. Refer to expanded overview section, “Third-Party
Payment Processors,” pages 239 to 241, for additional guidance.

12 When independent TPSPs contract with independent sales organizations or other third-party payment
processors, there may be two or more layers between the ODFI and the Originator.

1% A bank’s underwriting policy should define what information each application should contain. The
depth of the review of an originator’s application should match the level of risk posed by the originator.
The underwriting policy should require a background check of each originator to support the validity of the
business.
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ACH processing operations, monitor for suspicious activity, and screen for OFAC
compliance.

Risk Mitigation

The BSA requires banks to have BSA/AML compliance programs and appropriate
policies, procedures, and processes in place to monitor and identify unusual activity,
including ACH transactions. Obtaining CDD information in all operations is an
important mitigant of BSA/AML risk in ACH transactions. Because of the nature of
ACH transactions and the reliance that ODFIs and RDFIs place on each other for OFAC
reviews and other necessary due diligence information, it is essential that all parties have
a strong CDD program for regular ACH customers. For relationships with TPSPs, CDD
on the TPSP canbesupplemented with due diligence on the principals associated with
the TPSP andj asynecessary, on the originators. Adequate and effective CDD policies,
procedures, and pro€esseshare critical in detecting a pattern of unusual and suspicious
activities becausg the iddividual ACH transactions are typically not reviewed. Equally
important is an effective tisk-based suspicious activity monitoring and reporting system.
In cases where a bankyis heavilg réliant upon the TPSP, a bank may want to review the
TPSP’s suspicious activity monitoring and reporting program, either through its own or
an independent inspection.|The ODFI may establish an agreement with the TPSP, which
delineates general TPSP guidelies Such asycompliance with ACH operating
requirements and responsibilities and meeting other applicable state and federal
regulations. Banks may need to consider cont®ls to restrict or refuse ACH services to
potential originators and receivers engageddn questionable or deceptive business
practices.

ACH transactions can be used in the layering and integrafion, stages of money laundering.
Detecting unusual activity in the layering and integration stages can be a difficult task,
because ACH may be used to legitimize frequent and recurring transactions. Banks
should consider the layering and integration stages of men€y ladndeting when evaluating
or assessing the ACH transaction risks of a particular customer.

The ODFI should be aware of IAT activity and evaluate the activity using a‘sisk-based
approach in order to ensure that suspicious activity is identified and'monitored. The
ODFI, if frequently involved in IATs, may develop a separate process, whi€h may be
automated, for reviewing IATs that minimizes disruption to general ACH processing,
reconcilement, and settlement.

The potentially higher risk inherent in IATs should be considered in the bank’s ACH
policies, procedures, and processes. The bank should consider its current and potential
roles and responsibilities when developing internal controls to monitor and mitigate the
risk associated with IATs and to comply with the bank’s suspicious activity reporting
obligations.

In processing IATs, banks should consider the following:

e (Customers and transactions types and volume.
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e Third-party payment processor relationships.

e Responsibilities, obligations, and risks of becoming a GO.

e CIP, CDD, and EDD standards and practices.

e Suspicious activity monitoring and reporting.

e Appropriate MIS, including the potential necessity for systems upgrades or changes.

e Processing procedures (e.g., identifying and handling IATs, resolving OFAC hits, and
handling noncompliant and rejected messages).

e Training programs for appropriate bank personnel (e.g., ACH personnel, operations,
compliang€ audit, @ustomer service, etc.).

e Legal agreements, ideluding those with customers, third-party processors, and
vendors, and‘'whetheg thoseagreements need to be upgraded or modified.

OFAC Screening

All parties to an ACH transagetion aregubject to the requirements of OFAC. (Refer to
core overview section, “Office of Foreign Assets Control,” pages 147 to 156, for
additional guidance.) OFAC has clarified the application of its rules for domestic and
cross-border ACH transactions and prevideddnoresdetailed guidance on cross-border
ACH.™

With respect to domestic ACH transactions, the @DEI'1s sésponsible for verifying that the
Originator is not a blocked party and making a good faith effort to ascertain that the
Originator is not transmitting blocked funds. The RIDFI similarly is responsible for
verifying that the Receiver is not a blocked party. In'this way, the'‘@DFI and the RDFI
are relying on each other for compliance with OFAC regulations.

If an ODFI receives domestic ACH transactions that its customer has already batched, the
ODFI is not responsible for unbatching those transactions to ensaredhat no transactions
violate OFAC’s regulations. If an ODFI unbatches a file originallyigeceived from the
Originator in order to process “on-us” transactions, that ODFI is respomisible for the
OFAC compliance for the on-us transactions because it is acting as both the ODFI and
the RDFT for those transactions. ODFIs acting in this capacity should already know their
customers for the purpose of OFAC and other regulatory requirements. For the residual
unbatched transactions in the file that are not "on-us," as well as those situations where
banks deal with unbatched ACH records for reasons other than to strip out the on-us
transactions, banks should determine the level of their OFAC risk and develop
appropriate policies, procedures, and processes to address the associated risks. Such

194 Refer to Interpretive Note 041214-FACRL-GN-02 at www.treas.gov/offices/enforcement/ofac/rulings/.
NACHA rules further specify this compliance (refer to page 8 of the Quick Find section of the 2006
NACHA Operating Rules).
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policies might involve screening each unbatched ACH record. Similarly, banks that have
relationships with third-party service providers should assess the nature of those
relationships and their related ACH transactions to ascertain the bank’s level of OFAC
risk and to develop appropriate policies, procedures, and processes to mitigate that risk.

With respect to cross-border screening, similar but somewhat more stringent OFAC
obligations hold for IATs. In the case of inbound IATs, and regardless of whether the
OFAC flag in the IAT is set, an RDFI is responsible for compliance with OFAC
requirements. For outbound IATs,, the ODFI cannot rely on OFAC screening by an
RDFI outside of the United States. In these situations, the ODFI must exercise increased
diligence to ensure that illegal transactions are not processed.

Due diligence fop@n inbound or outbound IAT may include screening the parties to a
transaction, asdwell asyreviewing the details of the payment field information for an
indication of'a sanetions violation, investigating the resulting hits, if any, and ultimately
blocking or rejecting theftramsaction, as appropriate. Refer to the core overview section,
“Office of Foreign Asset,Control,” pages 147 to 156, for additional guidance.

In guidance issued oniMarch 10, 2009, OF AC authorized institutions in the United States
when they are acting as'an ODENGQ for inbound IAT debits to reject transactions that
appear to involve blockableproperty omproperty interests.'”> The guidance further stated
that to the extent that an ODFI/GO gcreens inbound AT debits for possible OFAC
violations prior to execution and in the course of such screening discovers a potential
OFAC violation, the suspect transactionds to e removed from the batch for further
investigation. If the ODFI/GO determinesdhat the transaction does appear to violate
OFAC regulations, the ODFI/GO shouldrefuse to process the transfer. The procedure
applies to transactions that would normally be blocked asawell as to transactions that
would normally be rejected for OFAC purposes based en thelinformation in the
payments.

Additional information on the types of retail payment systems{ACHipayment systems) is
available in the FFIEC Information Technology Examination'Handbook. '

195 Refer to www.frbservices.org/files/eventseducation/pdf/iat/031809 ofac_update.pdf.

1% The FFIEC Information Technology Examination Handbook is available at
www.ffiec.gov/ffiecinfobase/html pages/it 01.html.
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Examination Procedures

Automated Clearing House Transactions

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with automated clearing house (ACH) and international ACH transactions (IAT) and
management’s ability to implement effective monitoring and reporting systems.

1.

Review the policies, procedures, and processes related to ACH transactions, including
[IATs. Evaluate the adequacy of the policies, procedures, and processes given the
bank’s ACH transactions, including IATs, and the risks they present. Assess whether
the controls afetadequate to reasonably protect the bank from money laundering and
terrorist financing:

From review of MISdand internal risk rating factors, determine whether the bank
effectively identifiesyand monitors higher-risk customers using ACH transactions,
including TATs

Evaluate the bank’stisks related'to ACH transactions, including IATs, by analyzing
the frequency and dollat,volume andstypes of ACH transactions in relation to the
bank’s size, its location, théfmatdre of itSicustomer account relationships, and the
location of the origin or destination of IATs relative to the bank’s location.

Determine whether the bank’s system fof momitoring customers, including third-party
service providers (TPSP), using ACHftransactions and IATs for suspicious activities,
and for reporting of suspicious activitiesyis adequdte given the bank’s size,
complexity, location, and types of customer reldtionships, Determine whether
internal control systems include:

= [dentifying customers with frequent and large ACH#ftransactions or IATs.

* Monitoring ACH detail activity when the batch-pro€essed tsansaetions are
separated for other purposes (e.g., processing errors).

= As appropriate, identifying and applying increased due diligence todigher-risk
customers who originate or receive [ATs, particularly when a pa#ty to the
transaction is located in a higher-risk geographic location.

= Using methods to track, review, and investigate customer complaints or
unauthorized returns regarding possible fraudulent or duplicate ACH transactions,
including IATs.

If appropriate, refer to the core examination procedures, “Office of Foreign Assets
Control,” pages 157 to 159, for guidance.
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Transaction Testing

6. On the basis of the bank’s risk assessment of customers with ACH transactions as
well as prior examination and audit reports, select a sample of higher-risk customers,
including TPSPs, with ACH transactions or IATs, which may include the following:

= Customers initiating ACH transactions, including [ATs, from the Internet or via
telephone, particularly from an account opened on the Internet or via the
telephone without face-to-face interaction.

= Customers whose business or occupation does not warrant the volume or nature of
ACH or IAT activity.

= Customers whe have been involved in the origination or receipt of duplicate or
fraudulenthPACH transactions or IATs.

= Customers or efiginators (clients of customers) that are generating a high rate or
high volumg of invalid account returns, consumer unauthorized returns, or other
unauthorized tgansactiofts.

7. From the sample selected, analyze ACH transactions, including IATs, to determine
whether the amounts, frequeficyg@and jusisdictions of origin or destination are
consistent with the nature of the business or occupation of the customer. A review of
the account opening documentation, including CIP documentation, may be necessary
in making these determinations. Identifyanyguspicious or unusual activity.

8. On the basis of examination procedures gompletedgincluding transaction testing,
form a conclusion about the adequacy of poli€ies, pre€edures, and processes
associated with ACH transactions and IATs.

FFIEC BSA/AML Examination Manual 233 04/29/2010



Electronic Cash — Overview

Electronic Cash — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with electronic cash (e-cash), and management’s ability to implement effective
monitoring and reporting systems.

E-cash (e-money) is a digital representation of money. E-cash comes in several forms,
including computer-based, mobile telephone-based, and prepaid cards. Computer e-cash
is accessed through personal computer hard disks via a modem or stored in an online
repository. Mobile telephone-based e-cash is accessed through an individual’s mobile
telephone. Prepaid cards, discussed in more detail below, are used to access funds
generally held bygissuing banks in pooled accounts.

In the case of computer e-cash, monetary value is electronically deducted from the bank
account when a purchasg@i§ymade or funds are transferred to another person. Additional
information on types @f e-cash,products is available in the FFIEC Information
Technology Examin@tion®Handbook."’

Risk Factors

Transactions using e-cash may*posefthe following unique risks to the bank:
e Funds may be transferred to or'ftom an unknown third party.

e Customers may be able to avoid border restfictions as the transactions can become
mobile and may not be subject to jurisdig¢tional restrictions.

e Transactions may be instantaneous.

e Specific cardholder activity may be difficult to determin€ bydeviewing activity
through a pooled account.

e The customer may perceive the transactions as less transpatent.
Risk Mitigation

Banks should establish BSA/AML monitoring, identification, and reporting for unusual
and suspicious activities occurring through e-cash. Useful MIS for detecting unusual
activity on higher-risk accounts include ATM activity reports (focusing on foreign
transactions), funds transfer reports, new account activity reports, change of Internet
address reports, Internet Protocol (IP) address reports, and reports to identify related or
linked accounts (e.g., common addresses, phone numbers, e-mail addresses, and taxpayer
identification numbers). The bank also may institute other controls, such as establishing

7 The FFIEC Information Technology Examination Handbook is available at
www.ffiec.gov/ffiecinfobase/html pages/it_01.html.
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transaction and account dollar limits that require manual intervention to exceed the preset
limit.

Prepaid Cards/Stored Value Cards

Consistent with industry practice, the term “prepaid card” is primarily used in this
document. Although some sources use the term “stored value card” more broadly, it
most commonly refers to cards where the monetary value is physically stored on the card.
The term “prepaid card” generally refers to an access device linked to funds held in a
pooled account, which is the type of product most frequently offered by U.S. banking
organizations. Prepaid cards can cover a variety of products, functionalities, and
technologies. Prepaid cards operate within either an “open” or “closed” system. Open-
system prepaid gard§,can be used for purchases at any merchant or to access cash at any
automated tellerimachine (ATM) that connects to the affiliated global payment network.
Examples of open systemdeards are payroll cards and gift cards that can be used
anywhere a credit cardé€an be,used. Some prepaid cards may be reloaded, allowing the
cardholder to add value. “€losed-system cards generally can only be used to buy goods or
services from the meteghant issyingithe card or a select group of merchants or service
providers that participate inga specific network. Examples of closed system cards include
merchant-specific retail gift.cardsy mall cards, and mass transit system cards.

Some prepaid card programs may ¢ombine multiple features, such as a flexible spending
account card that can be used to putchase specific health services as well as products at a
variety of merchants. These programsire often referred to as “hybrid” cards.

Prepaid cards provide a compact and transpoitfable wayfto maintain and access funds.
They also offer individuals without bank accounts an altefnative to cash and money
orders. As an alternate method of cross-border funds tfansmittal, prepaid card programs
may issue multiple cards per account, so that person§ in another country or jurisdiction
can access the funds loaded by the original cardholderivia ATMéwithdrawals of cash or
merchant purchases.

Many banks that offer prepaid card programs do so as issuer ogissuingbank. Most
payment networks require that their branded prepaid cards be isSued’by a bank that is a
member of that payment network. In addition to issuing prepaid catds, banks may
participate in other aspects of a card program such as marketing and distributing cards
issued by another financial institution. Banks often rely on multiple third parties to
accomplish the design, implementation, and maintenance of their prepaid card programs.
These third parties may include program managers, distributors, marketers, merchants,
and processors. Under payment network requirements, the issuing bank may have due
diligence and other responsibilities relative to these third parties.

Contractual Agreements

Each relationship that a U.S. bank has with another financial institution or third party as
part of a prepaid card program should be governed by an agreement or a contract
describing each party’s responsibilities and other relationship details, such as the products
and services provided. The agreement or contract should also consider each party’s

FFIEC BSA/AML Examination Manual 235 04/29/2010



Electronic Cash — Overview

BSA/AML and OFAC compliance requirements, customer base, due diligence
procedures, and any payment network obligations. The issuing bank maintains ultimate
responsibility for BSA/AML compliance whether or not a contractual agreement has
been established.

Risk Factors

Money laundering, terrorist financing, and other criminal activity may occur through
prepaid card programs if effective controls are not in place. Law enforcement
investigations have found that some prepaid cardholders used false identification and
funded their initial deposits with stolen credit cards or purchased multiple cards under
aliases. In the placement phase of money laundering, because many domestic and
offshore banks offeticards with currency access through ATMs internationally, criminals
may load casiiftem illicit sources onto prepaid cards through unregulated load points and
send the cafds to theif"accemplices inside or outside the country. Investigations have
disclosed that both oped'andiclosed system prepaid cards have been used in conjunction
with, or as a replacementyto, bulk cash smuggling. Third parties involved in prepaid card
programs may or may,not be subjeet to regulatory requirements, oversight, and
supervision. In additiony these'tequitements may vary by party.

Prepaid card programs are cxtremelydiveétse in the range of products and services offered
and the customer bases they serve.£In evaluating the risk profile of a prepaid card
program, banks should consider the program’s specific features and functionalities. No
single indicator is necessarily determinafive of lower or higher BSA/AML risk. Higher
potential money laundering risk associated withfprepaid cards results from the anonymity
of the cardholder, fictitious cardholder information, cash access of the card (especially
internationally), and the volume of funds that can beftransaeted on the card. Other risk
factors include type and frequency of card loads ‘and te@nsactions, geographic location of
card activity, relationships with parties in the card ptogram, card value limits, distribution
channels, and the nature of funding sources.

Risk Mitigation

Banks that offer prepaid cards or otherwise participate in prepaid cdrd programs should
have policies, procedures, and processes sufficient to manage the related BSA/AML
risks. Guidance provided by the Network Branded Prepaid Card Association is an
additional resource for banks that provide prepaid card services.'”® Customer due
diligence is an important mitigant of BSA/AML risk in prepaid card programs. A bank’s
CDD program should provide for a risk assessment of all third parties involved in the
prepaid card program, considering all relevant factors, including, as appropriate:

1% Refer to “Recommended Practices for Anti-Money Laundering Compliance for U.S.-Based Prepaid
Card Programs,” February 28, 2008, at www.nbpca.com/docs/NBPCA-AMIL-Recommended-Practices-

080220.pdf
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e The identity and location of all third parties involved in the prepaid card program,
including any subagents.

e Corporate documentation, licenses, references (including independent reporting
services), and, if appropriate, documentation on principal owners.

e The nature of the third-parties’ businesses and the markets and customer bases
served.

e The information collected to identify and verify cardholder identity.
e The type, purpose, and anticipated activity of the prepaid card program.

e The nature afd duration of the bank’s relationship with third parties in the card
programy

e The BSA/AML and/OFAC obligations of third parties.

As part of their system of internakcontrols, banks should establish a means for
monitoring, identifyingyand reporting suspicious activity related to prepaid card
programs. This reporting abligationextends to all transactions by, at, or through the
bank, including those in an aggregatedfofm. Banks may need to establish protocols to
regularly obtain card transaction informatiof from processors or other third parties.
Monitoring systems should have the ability to identify foreign card activity, bulk
purchases made by one individual, andmultiple purchases made by related parties. In
addition, procedures should include monitdringgdfor unusual activity patterns, such as cash
card loads followed immediately by withdrawals of theffull amount from another
location.

Card features can provide important mitigation to thé BSA/AML risks inherent in prepaid
card relationships and transactions and may include:

e Limits or prohibitions on cash loads, access, or redemption.

e Limits or prohibitions on amounts of loads and number of loads/geloads within a
specific time frame (velocity or speed of fund use).

e Controls on the number of cards purchased by one individual.

e Maximum dollar thresholds on ATM withdrawals and on the number of withdrawals
within a specific time frame (velocity or speed of fund use).

e Limits or prohibitions on certain usage (e.g., merchant type) and on geographic usage,
such as outside the United States.

e Limits on aggregate card values.
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Examination Procedures

Electronic Cash

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with electronic cash (e-cash), including prepaid cards, and management’s ability to
implement effective monitoring and reporting systems.

1.

Review the policies, procedures, and processes related to e-cash, including prepaid
cards. Evaluate the adequacy of the policies, procedures, and processes given the
bank’s e-cash activities, including prepaid cards, and the risk they present. Assess
whether the gontrols are adequate to reasonably protect the bank from money
launderingfand tertorist financing.

From a review of MIS and internal risk rating factors, determine whether the bank
effectively identifiesyand monitors higher-risk e-cash transactions, including prepaid
card transactions.

Determine whether the bank®s system for monitoring e-cash transactions, including
prepaid card transactions, fori§uspicieus activities, and for reporting suspicious
activities, is adequate givefithe dank’s Size, complexity, location, and types of
customer relationships.

If appropriate, refer to the core examination pfocedures, “Office of Foreign Assets
Control,” pages 157 to 159, for guidafice.

Transaction Testing

5. On the basis of the bank’s risk assessment of its'€-cash agtivities, including prepaid

card activities, as well as prior examination and audits#epoits, sclect a sample of e-
cash transactions. From the sample selected perform theffollowing examination
procedures:

= Review account opening documentation, including CIP, ongoing CDD, and
transaction history.

= Compare expected activity with actual activity.

= Determine whether the activity is consistent with the nature of the customer’s
business.

= Identify any unusual or suspicious activity.

On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with e-cash relationships.
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Third-Party Payment Processors —
Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with its relationships with third-party payment processors, and management’s ability to
implement effective monitoring and reporting systems.

Nonbank or third-party payment processors (processors) are bank customers that provide
payment-processing services to merchants and other business entities. Traditionally,
processors contracted primarily with retailers that had physical locations in order to
process the retailefs’ transactions. These merchant transactions primarily included credit
card paymentsdut alse covered automated clearing house (ACH) transactions, remotely
created chegks (RE€C)," and debit and prepaid cards transactions. With the expansion of
the Internet, retail border§ have been eliminated. Processors now provide services to a
variety of merchant ageounts;iincluding conventional retail and Internet-based
establishments, prepaid trayel, telemarketers, and Internet gaming enterprises.

Third-party payment procegsorsioften use their commercial bank accounts to conduct
payment processing for their merehant clients. For example, the processor may deposit
into its account RCCs generated‘ondehalf of a merchant client, or act as a third-party
sender of ACH transactions. In either case,/ithe bank does not have a direct relationship
with the merchant. The increased use by procéssor customers, particularly telemarketers,
of RCCs also raises the risk of fraudulent payments being processed through the
processor’s bank account. The Federal Deposit ITnsurance Corporation and the Office of
the Comptroller of the Currency have issued guidanceregarding the risks, including the
BSA/AML risks, associated with banking third-party processers.”

Risk Factors

Processors generally are not subject to BSA/AML regulatogg requirements. As a result,
some processors may be vulnerable to money laundering, identity theftffraud schemes,
and illicit transactions or transactions prohibited by OFAC.

The bank’s BSA/AML risks when dealing with a processor account ae,sifitilar to risks
from other activities in which the bank’s customer conducts transactions through the bank
on behalf of the customer’s clients. When the bank is unable to identify and understand
the nature and source of the transactions processed through an account, the risks to the
bank and the likelihood of suspicious activity can increase. If a bank has not

1% A remotely created check (sometimes called a “demand draft”) is a check that is not created by the
paying bank (often created by a payee or its service provider), drawn on a customer’s bank account. The
check often is authorized by the customer remotely, by telephone or online, and, therefore, does not bear
the customer’s handwritten signature.

2% Guidance on Payment Processor Relationships, FDIC FIL-127-2008, November 7, 2008, and Risk
Management Guidance: Payment Processors, OCC Bulletin 2008-12, April 24, 2008.
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implemented an adequate processor-approval program that goes beyond credit risk
management, it could be vulnerable to processing illicit or OFAC-sanctioned
transactions.

Banks with third party payment processor customers should be aware of the heightened
risk of unauthorized returns and use of services by higher-risk merchants. Some higher-
risk merchants routinely use third parties to process their transactions because of the
difficulty they have in establishing a direct bank relationship. These entities might
include certain mail order and telephone order companies, telemarketing companies,
illegal online gambling operations, online payday lenders, businesses that are located
offshore, and adult entertainment businesses. Payment processors pose greater money
laundering and fraud risk if they do not have an effective means of verifying their
merchant clientsé’1dentities and business practices. Risks are heightened when the
processor does not perform adequate due diligence on the merchants for which they are
originating paymentst

Risk Mitigation

Banks offering accountiservices,to ptocessors should develop and maintain adequate
policies, procedures, and ptocesses to address risks related to these relationships. Ata
minimum, these policies shouldauthénticate the processor’s business operations and
assess their risk level. A bank may assess the risks associated with payment processors
by considering the following:

e Implementing a policy that requires anfinitial background check of the processor
(using, for example, the Federal Trade CoammissionWeb site, Better Business
Bureau, state incorporation departments, Intetnet'scanshes, and other investigative
processes) and of the processor’s underlyingmerchants, on a risk-adjusted basis in
order to verify their creditworthiness and general business practices.

e Reviewing the processor’s promotional materials, includiagits Web site, to determine
the target clientele. A bank may develop policies, procédures;iand processes that
restrict the types of entities for which it will allow processing seryices. “Fhese entities
may include higher risk entities such as offshore companies, online gambling-related
operations, telemarketers, and online payday lenders. These restriction§ should be
clearly communicated to the processor at account opening.

e Determining whether the processor re-sells its services to a third party who may be
referred to as an “agent or provider of Independent Sales Organization (ISO)
opportunities” or “gateway” arrangements.*"’

2! Gateway arrangements are similar to an Internet service provider with excess computer storage capacity
that sells its capacity to a third party that would then distribute computer service to various other
individuals unknown to the provider. The third party would be making decisions about who would be
receiving the service, although the provider would be providing the ultimate storage capacity. Thus, the
provider bears all of the risks while receiving a smaller profit.
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e Reviewing the processor’s policies, procedures, and processes to determine the
adequacy of its due diligence standards for new merchants.

e Requiring the processor to identify its major customers by providing information such
as the merchant’s name, principal business activity, and geographic location.

e Verifying directly, or through the processor, that the merchant is operating a
legitimate business by comparing the merchant’s identifying information against
public record databases, and fraud and bank check databases.

e Reviewing corporate documentation including independent reporting services and, if
applicable, documentation on principal owners.

e Visiting thefprocessor’s business operations center.

Banks that provide‘a€couit services to third-party payment processors should monitor
their processor relation$hipsior any significant changes in the processor’s business
strategies that may affectitheir risk profile. Banks should periodically re-verify and
update the processors},profiles o €nsure the risk assessment is appropriate.

In addition to adequate and effective account opening and due diligence procedures for
processor accounts, management sho@ild menitor these relationships for unusual and
suspicious activities. To effectivel§f monitorithese accounts, the bank should have an
understanding of the following progessor information:

e Merchant base.

e Merchant activities.

e Average number of dollar volume and number offfransactions.

e “Swiping” versus “keying” volume for credit card tfamsactions.

e Charge-back history, including rates of return for ACH debit transaefions and RCCs.

e Consumer complaints that suggest a payment processor’s merchant clients are
inappropriately obtaining personal account information and usingyit tosreate
unauthorized RCCs or ACH debits.

With respect to account monitoring, a bank should thoroughly investigate high levels of
returns and should not accept high levels of returns on the basis that the processor has
provided collateral or other security to the bank. A bank should implement appropriate
policies, procedures, and processes that address compliance and fraud risks. High levels
of RCCs or ACH debits returned for insufficient funds or as unauthorized can be an
indication of fraud or suspicious activity.

FFIEC BSA/AML Examination Manual 241 04/29/2010



Third-Party Payment Processors — Examination Procedures

Examination Procedures

Third-Party Payment Processors

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with its relationships with third-party payment processors, and management’s ability to
implement effective monitoring and reporting systems.

1.

Review the policies, procedures, and processes related to third-party payment
processors (processors). Evaluate the adequacy of the policies, procedures, and
processes given the bank’s processor activities and the risks they present. Assess
whether the gontrols are adequate to reasonably protect the bank from money
launderingfand tertorist financing.

From a review of MIS and internal risk rating factors, determine whether the bank
effectively identifiesyand monitors processor relationships, particularly those that pose
a higher risk fofimoneylaundering.

Determine whether the bank®s system for monitoring processor accounts for
suspicious activities, and for teporting suspicious activities, is adequate given the
bank’s size, complexity, lo€ation, and types of customer relationships.

If appropriate, refer to the core'examination’procedures, “Office of Foreign Assets
Control,” pages 157 to 159, for gutdance

Transaction Testing

5.

On the basis of the bank’s risk assessment of'its pfocessor activities, as well as prior
examination and audit reports, select a sample ofthigher-#isk processor accounts.
From the sample selected:

= Review account opening documentation and ongoingydue diligenCe,information.

= Review account statements and, as necessary, specific transdction details to
determine how expected transactions compare with actual aetivity,

= Determine whether actual activity is consistent with the nature of the processor’s
stated activity.

= Assess the controls concerning identification of high rates of unauthorized returns
and the process in place to address compliance and fraud risks.

= Identify any unusual or suspicious activity.

On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with processor accounts.

FFIEC BSA/AML Examination Manual 242 04/29/2010



Purchase and Sale of Monetary Instruments — Overview

Purchase and Sale of Monetary Instruments
— Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with monetary instruments, and management’s ability to implement effective monitoring
and reporting systems. This section expands the core review of statutory and regulatory
requirements for purchase and sale of monetary instruments in order to provide a
broader assessment of the money laundering risks associated with this activity.

Monetary instruments are products provided by banks and include cashier’s checks,
traveler’s checks,and money orders. Monetary instruments are typically purchased to
pay for commef€ial ofpersonal transactions and, in the case of traveler’s checks, as a
form of stored value for future purchases.

Risk Factors

The purchase or exchange of nionetary instruments at the placement and layering stages
of money laundering can cdnceal the source of illicit proceeds. As a result, banks have
been major targets in laundering Operations because they provide and process monetary
instruments through deposits. “For gxamplejicustomers or noncustomers have been
known to purchase monetary instriments in‘amgunts below the $3,000 threshold to avoid
having to provide adequate identification, Subsequently, monetary instruments are then
placed into deposit accounts to circumventthe GTR filing threshold.

Risk Mitigation

Banks selling monetary instruments should have appfopriate policies, procedures, and
processes in place to mitigate risk. Policies should define:

e Acceptable and unacceptable monetary instrument trangéctions, (e.g., noncustomer
transactions, monetary instruments with blank payees, unsigned mefetacy
instruments, identification requirements for structured transactiofis, or the purchase of
multiple sequentially numbered monetary instruments for the same payge).

e Procedures for reviewing for unusual or suspicious activity, including elevating
concerns to management.

e C(riteria for closing relationships or refusing to do business with noncustomers who
have consistently or egregiously been involved in suspicious activity.
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Examination Procedures

Purchase and Sale of Monetary Instruments

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with monetary instruments, and management’s ability to implement effective monitoring
and reporting systems. This section expands the core review of statutory and regulatory
requirements for purchase and sale of monetary instruments in order to provide a
broader assessment of the money laundering risks associated with this activity.

1.

Review the policies, procedures, and processes related to the sale of monetary
instruments. gBvaluate the adequacy of the policies, procedures, and processes given
the bank’sfmonetaty instruments activities and the risks they present. Assess whether
controls’are adeguate to reasonably protect the bank from money laundering and
terrorist finan€ing.

From the volume of sales and,the number of locations that monetary instruments are
sold, determine whether the bank appropriately manages the risk associated with
monetary instrument sales.

Determine whether the bank®s sgstem for monitoring monetary instruments for
suspicious activities, and for réporting suspicious activities, is adequate given the
bank’s volume of monetary insttument salés, size, complexity, location, and types of
customer relationships. Determine whether sfispicious activity monitoring and
reporting systems (either manual or automated) include a review of:

= Sales of sequentially numbered monetary inStrunients, from the same or different
purchasers on the same day to the same payegf

= Sales of monetary instruments to the same purchaser or salesyof monetary
instruments to different purchasers made payable to the Same rémitter.

* Monetary instrument purchases by noncustomers.

= Common purchasers, payees, addresses, sequentially numbesed purehases, and
unusual symbols.**

If appropriate, refer to the core examination procedures, “Office of Foreign Assets
Control,” pages 157 to 159, for guidance.

2 Money launderers are known to identify the ownership or source of illegal funds through the use of
unique and unusual stamps.
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Transaction Testing

5. On the basis of the bank’s risk assessment, as well as prior examination and audit
reports, select a sample of monetary instrument transactions for both customers and
noncustomers from:

* Monetary instrument sales records.
= Copies of cleared monetary instruments purchased with currency.

6. From the sample selected, analyze transaction information to determine whether
amounts, the frequency of purchases, and payees are consistent with expected activity

7. On the basis
form a concl
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Brokered Deposits — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with brokered deposit relationships, and management’s ability to implement effective due
diligence, monitoring, and reporting systems.

The use of brokered deposits is a common funding source for many banks. Recent
technology developments allow brokers to provide bankers with increased access to a
broad range of potential investors who have no relationship with the bank. Deposits can
be raised over the Internet, through certificates of deposit listing services, or through
other advertising methods.

Deposit brokersfprovide intermediary services for banks and investors. This activity is
considered highenrisk because each deposit broker operates under its own guidelines for
obtaining deposits: Thedével of regulatory oversight over deposit brokers varies, as does
the applicability ©f BSA/AM, requirements directly on the deposit broker. However, the
deposit broker is subject 10,0FAC requirements regardless of its regulatory status.
Consequently, the depesit broker may not be performing adequate customer due diligence
or OFAC screening. For additional information refer to the core overview section,
“Office of Foreign Assets Control,” pages, 147 to 156, or “Customer Identification
Program” core examination préeedures, pages 59 to 62.*” The bank accepting brokered
deposits depends on the deposit broker to sufficiently perform required account opening
procedures and to follow applicabledBSA/AMLE compliance program requirements.

Risk Factors

Money laundering and terrorist financing risks afise begausethe bank may not know the
ultimate beneficial owners or the source of funds. The deposit broker could represent a
range of clients that may be of higher risk for moneydlaundefing d@nd terrorist financing
(e.g., nonresident or offshore customers, politically exposed pérsons (REP), or foreign
shell banks).

Risk Mitigation

Banks that accept deposit broker accounts or funds should develop app#épriate policies,
procedures, and processes that establish minimum CDD procedures for all deposit
brokers providing deposits to the bank. The level of due diligence a bank performs
should be commensurate with its knowledge of the deposit broker and the deposit
broker’s known business practices and customer base.

In an effort to address the risk inherent in certain deposit broker relationships, banks may
want to consider having a signed contract that sets out the roles and responsibilities of

23 For the purpose of the CIP rule, in the case of brokered deposits, the “customer” will be the broker that
opens the account. A bank will not need to look through the deposit broker’s account to determine the
identity of each individual subaccountholder, it need only verify the identity of the named accountholder.
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each party and restrictions on types of customers (e.g., nonresident or offshore customers,
PEPs, or foreign shell banks). Banks should conduct sufficient due diligence on deposit
brokers, especially unknown, foreign, independent, or unregulated deposit brokers. To
manage the BSA/AML risks associated with brokered deposits, the bank should:

Determine whether the deposit broker is a legitimate business in all operating
locations where the business is conducted.

Review the deposit broker’s business strategies, including targeted customer markets
(e.g., foreign or domestic customers) and methods for soliciting clients.

Determine whether the deposit broker is subject to regulatory oversight.

Evaluate whiethefithe deposit broker’s BSA/AML and OFAC policies, procedures,
and progéssesyare adequate (e.g., ascertain whether the deposit broker performs
sufficient CDD including CIP procedures).

Determine whegher the deposit broker screens clients for OFAC matches.

Evaluate the adequagy of the deposit broker’s BSA/AML and OFAC audits and
ensure that they address .compliance with applicable regulations and requirements.

Banks should take particular care i their oversight of deposit brokers who are not
regulated entities and:

Are unknown to the bank.
Conduct business or obtain deposits prifarily in @thergurisdictions.
Use unknown or hard-to-contact businesses and banks for teferences.

Provide other services that may be suspect, such aswesedtinghelhcompanies for
foreign clients.

Refuse to provide requested audit and due diligence information ef insiston placing
deposits before providing this information.

Use technology that provides anonymity to customers.

Banks should also monitor existing deposit broker relationships for any significant
changes in business strategies that may influence the broker’s risk profile. As such,
banks should periodically re-verify and update each deposit broker’s profile to ensure an
appropriate risk assessment.
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Examination Procedures
Brokered Deposits

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with brokered deposit relationships, and management’s ability to implement effective due
diligence, monitoring, and reporting systems.

1. Review the policies, procedures, and processes related to deposit broker relationships.
Evaluate the adequacy of the policies, procedures, and processes given the bank’s
deposit broker activities and the risks that they present. Assess whether the controls
are adequategoteasonably protect the bank from money laundering and terrorist
financing;

2. From a review of MIS and internal risk rating factors, determine whether the bank
effectively identifiesyand monitors deposit broker relationships, particularly those that
pose a higher riSk for money_laundering.

3. Determine whether the bank’s system for monitoring deposit broker relationships for
suspicious activities, and for teporting suspicious activities, is adequate given the
bank’s size, complexity, lo€atiod, and types of customer relationships.

4. If appropriate, refer to the core'examination’procedures, “Office of Foreign Assets
Control,” pages 157 to 159, for gutdance

Transaction Testing

5. On the basis of the bank’s risk assessment of'its bfokered deposit activities, as well as
prior examination and audit reports, select a sample of higherasisk deposit broker
accounts. When selecting a sample, examiners should®congsider the following:

= New relationships with deposit brokers.
* The method of generating funds (e.g., Internet brokers).

= Types of customers (e.g., nonresident or offshore customers, pélifically exposed
persons, or foreign shell banks).

= A deposit broker that has appeared in the bank’s SARs.

= Subpoenas served on the bank for a particular deposit broker.
= Foreign funds providers.

=  Unusual activity.

6. Review the customer due diligence information on the deposit broker. For deposit
brokers who are considered higher risk (e.g., they solicit foreign funds, market via the
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Internet, or are independent brokers), assess whether the following information is
available:

Background and references.

Business and marketing methods.

Client-acceptance and due diligence practices.

The method for or basis of the broker’s compensation or bonus program.
The broker’s source of funds.

Anticipate@hactivity or transaction types and levels (e.g., funds transfers).

ination procedures completed, including transaction testing,

form a concl the adequacy of policies, procedures, and processes
associated with d it ers.

Q
//I/O
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Privately Owned Automated Teller Machines
— Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with privately owned automated teller machines (ATM) and Independent Sales
Organization (1SO) relationships, and management’s ability to implement effective due
diligence, monitoring, and reporting systems.

Privately owned ATMs are particularly susceptible to money laundering and fraud.
Operators of these ATMs are often included within the definition of an ISO.**

Privately ownedfATMs are typically found in convenience stores, bars, restaurants,
grocery storg§, oncheck cashing establishments. Some ISOs are large-scale operators,
but many privately ownedyATMs are owned by the proprietors of the establishments in
which they are locatedd Mostdispense currency, but some dispense only a paper receipt
(scrip) that the custemer €xchanges for currency or goods. Fees and surcharges for
withdrawals, couplediwith addifionial business generated by customer access to an ATM,
make the operation of a'priyately owned ATM profitable.

ISOs link their ATMs to an AXLM trafisaction network. The ATM network routes
transaction data to the customer’s bank to debit the customer’s account and ultimately
credit the ISO’s account, which could be locate@at a bank anywhere in the world.
Payments to the ISO’s account are typi€allygnadedthrough the automated clearing house
(ACH) system. Additional information ofi'types of retail payment systems is available in
the FFIEC Information Technology Examination Handbook.*”

Sponsoring Bank

Some electronic funds transfers (EFT) or point-of-salc'(R@S) nétwotks require an ISO to
be sponsored by a member of the network (sponsoring bank)§ The sponisoring bank and
the ISO are subject to all network rules. The sponsoring bankis also charged with
ensuring the ISO abides by all network rules. Therefore, the spensosing bank should
conduct proper due diligence on the ISO and maintain adequate de€umentation to ensure
that the sponsored ISO complies with all network rules.

2% An ISO typically acts as an agent for merchants, including ATM owners, to process electronic
transactions. In some cases, an ATM owner may act as its own ISO processor. Banks may engage the
services of an ISO to solicit merchants and privately owned ATMs; however, in many situations, ISOs
contract with merchants and ATM owners without the review and approval of the clearing bank.

295 The FFIEC Information Technology Examination Handbook is available at
www.ffiec.gov/ffiecinfobase/html pages/it_01.html.
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Risk Factors

Most states do not currently register, limit ownership, monitor, or examine privately
owned ATMs or their ISOs.?* While the provider of the ATM transaction network and
the sponsoring bank should be conducting adequate due diligence on the ISO, actual
practices may vary. Furthermore, the provider may not be aware of ATM or ISO
ownership changes after an ATM contract has already been established. As a result,
many privately owned ATMs have been involved in, or are susceptible to, money
laundering schemes, identity theft, outright theft of the ATM currency, and fraud.
Consequently, privately owned ATMs and their ISOs pose increased risk and should be
treated accordingly by banks doing business with them.

Due diligence bécomes more of a challenge when ISOs sell ATMs to, or

subcontract withythirds and fourth-level companies (“sub-ISOs’’) whose

existence may be ufiknowh to the sponsoring bank. When an ISO contracts with or sells
ATMs to sub-ISOs, the'sponsering bank may not know who actually owns the ATM.
Accordingly, sub-ISOs may own and operate ATMs that remain virtually invisible to the
sponsoring bank.

Some privately owned ATMs aréymanaged by a vault currency servicer that provides
armored car currency delivery, teplenishesithe ATM with currency, and arranges for
insurance against theft and damagg.” Many ISOs, however, manage and maintain their
own machines, including the replenishment of grrency. Banks may also provide
currency to ISOs under a lending agréémentgwhiehyexposes those banks to various risks,
including reputation and credit risk.

Money laundering can occur through privately owned ATMs when an ATM is
replenished with illicit currency that is subsequenitly withdrawn by legitimate customers.
This process results in ACH deposits to the ISO’s a¢count that appear as legitimate
business transactions. Consequently, all three phases‘@f mencydaundering (placement,
layering, and integration) can occur simultaneously. Money daunderers may also collude
with merchants and previously legitimate ISOs to provide illicit cutrencyito the ATMs at
a discount.

Risk Mitigation

Banks should implement appropriate policies, procedures, and processes, including
appropriate due diligence and suspicious activity monitoring, to address risks with ISO
customers. At a minimum, these policies, procedures, and processes should include:

2% FinCEN has issued interpretive guidance, Application of the Definition of Money Services Business to
Certain Owner-Operators of Automated Teller Machines Offering Limited Services, FIN-2007-G006,
December 3, 2007, clarifying the circumstances under which a nonbank owner and operator of an ATM
would be a money services business for the purposes of the Bank Secrecy Act and its implementing
regulations.
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e Appropriate risk-based due diligence on the ISO, through a review of corporate
documentation, licenses, permits, contracts, or references.

e Review of public databases to identify potential problems or concerns with the ISO or
principal owners.

e Understanding the ISO’s controls for currency servicing arrangements for privately
owned ATMs, including source of replenishment currency.

e Documentation of the locations of privately owned ATMs and determination of the
ISO’s target geographic market.

e Expected account activity, including currency withdrawals.

Because of theseyrisks, [SO due diligence beyond the minimum CIP requirements is
important. Banks shouldalso perform due diligence on ATM owners and sub-ISOs, as
appropriate. This duediligenee may include:

e Reviewing corporate documentation, licenses, permits, contracts, or references,
including the ATM#ransaction ptovider contract.

e Reviewing public databages for information on the ATM owners.

e Obtaining the addresses of all ATM locations, ascertain the types of businesses in
which the ATMs are located, andyidentifyfargeted demographics.

e Determining expected ATM activity fevels, ineluding currency withdrawals.

e Ascertaining the sources of currency for the AFMs by reviewing copies of armored
car contracts, lending arrangements, or any otherdocumentation, as appropriate.

e Obtaining information from the ISO regarding due'diligence on'‘its sub-ISO
arrangements, such as the number and location of the A TMsjtransaction volume,
dollar volume, and source of replenishment currency.
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Examination Procedures

Privately Owned Automated Teller Machines

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with privately owned automated teller machines (ATM) and Independent Sales
Organization (1SO) relationships, and management’s ability to implement effective due
diligence, monitoring, and reporting systems.

1.

Review the policies, procedures, and processes related to privately owned ATM
accounts. Evaluate the adequacy of the policies, procedures, and processes given the
bank’s privatélypowned ATM and ISO relationships and the risk they present. Assess
whether the'eontrols are adequate to reasonably protect the bank from money
laundering andwerfrorist financing.

From a review ofMIS andyinternal risk rating factors, determine whether the bank
effectively idenftifies and monitors privately owned ATM accounts.

Determine whether the bank®s system for monitoring privately owned ATM accounts
for suspicious activities,iand for repeiting suspicious activities, is adequate given the
bank’s size, complexity, lo€atiod, and types of customer relationships.

Determine whether the bank sponsors netwérk membership for ISOs. If the bank is a
sponsoring bank, review contractual’agréements with networks and the ISOs to
determine whether due diligence proeedures and controls are designed to ensure that
ISOs are in compliance with network rudes. Detesfning whether the bank obtains
information from the ISO regarding due diligence onf1ts'sub-ISO arrangements.

Transaction Testing

5. On the basis of the bank’s risk assessment of its privately owned ATM and ISO

relationships, as well as prior examination and audit repotts, select @'sample of
privately owned ATM accounts. From the sample selected;perferm the following
examination procedures:

= Review the bank’s CDD information. Determine whether the information
adequately verifies the ISO’s identity and describes its:

— Background.

— Source of funds.

— Anticipated activity or transaction types and levels (e.g., funds transfers).
— ATMs (size and location).

— Currency delivery arrangement, if applicable.
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= Review any MIS reports the bank uses to monitor ISO accounts. Determine
whether the flow of funds or expected activity is consistent with the CDD
information.

6. Determine whether a sponsored ISO uses third-party providers or servicers to load
currency, maintain ATMs, or solicit merchant locations. If yes, review a sample of
third-party service agreements for proper due diligence and control procedures.

7. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with ISOs.

Q
//I/O
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Nondeposit Investment Products — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with both networking and in-house nondeposit investment products (NDIP), and
management’s ability to implement effective monitoring and reporting systems.

NDIP include a wide array of investment products (e.g., securities, bonds, and fixed or
variable annuities). Sales programs may also include cash management sweep accounts
to retail and commercial clients; these programs are offered by the bank directly. Banks
offer these investments to increase fee income and provide customers with additional
products and services. The manner in which the NDIP relationship is structured and the
methods with whi€h the products are offered substantially affect the bank’s BSA/AML
risks and respefisibilities.

Networking Agrangements

Banks typically enter intoaetworking arrangements with securities broker/dealers to offer
NDIP on bank premises, For BSA/AML purposes, under a networking arrangement, the
customer is a customer of the broket/dealer, although the customer may also be a bank
customer for other financialiservices gBank examiners recognize that the U.S. Securities
and Exchange Commission (SEC) i§ the primary regulator for NDIP offerings through
broker/dealers, and the agencies will observe fuactional supervision requirements of the
Gramm-Leach-Bliley Act.*”” Federalbanking agencies are responsible for supervising
NDIP activity conducted directly by the bank. BDifferent types of networking
arrangements may include co-branded produéts, dual-employee arrangements, or third-
party arrangements.

Co-Branded Products

Co-branded products are offered by another company or finanéial services corporation®”®
in co-sponsorship with the bank. For example, a financial s€rviceé§corposation tailors a
mutual fund product for sale at a specific bank. The product 1§sold ex€lusively at that
bank and bears the name of both the bank and the financial servicesf€orporation.

297 Functional regulation limits the circumstances in which the federal banking agencies can directly
examine or require reports from a bank affiliate or subsidiary whose primary regulator is the SEC, the
Commodity Futures Trading Commission, or state issuance authorities. Federal banking agencies are
generally limited from examining such an entity unless further information is needed to determine whether
the banking affiliate or subsidiary poses a material risk to the bank, to determine compliance with a legal
requirement under the federal banking agencies’ jurisdiction, or to assess the bank’s risk management
system covering the functionally regulated activities. These standards require greater reliance on the
functional regulator and better cooperation among regulators.

2% A financial services corporation includes those entities offering NDIP, which may include investment
firms, financial institutions, securities brokers/dealers, and insurance companies.
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Because of this co-branded relationship, responsibility for BSA/AML compliance
becomes complex. As these accounts are not under the sole control of the bank or
financial entity, responsibilities for completing CIP, CDD, and suspicious activity
monitoring and reporting can vary. The bank should fully understand each party’s
contractual responsibilities and ensure adequate control by all parties.

Dual-Employee Arrangements

In a dual-employee arrangement, the bank and the financial services corporation such as
an insurance agency or a registered broker/dealer have a common (shared) employee.
The shared employee may conduct banking business as well as sell NDIP, or sell NDIP
full-time. Because of this dual-employee arrangement, the bank retains responsibility
over NDIP activifies,, Even if contractual agreements establish the financial services
corporation ag'being résponsible for BSA/AML, the bank needs to ensure proper
oversight of'its employees, including dual employees, and their compliance with all
regulatory requirgments:*”

Under some networking artangements, registered securities sales representatives are dual
employees of the bank¥and thelbroker/dealer. When the dual employee is providing
investment products and servicesy the broker/dealer is responsible for monitoring the
registered representative’s complianee®With, applicable securities laws and regulations.
When the dual employee is providiaig bank products or services, the bank has the
responsibility for monitoring the employee’s pesformance and compliance with
BSA/AML.

Third-Party Arrangements

Third-party arrangements may involve leasing the'bank’s lobby space to a financial
services corporation to sell NDIPs. In this case, theghird party must clearly differentiate
itself from the bank. If the arrangement is appropriately impleménted, third-party
arrangements do not affect the BSA/AML compliance requirginents ofithe bank. As a
sound practice, the bank is encouraged to ascertain if the fifiancial'services provider has
an adequate BSA/AML compliance program as part of its ducidiligence.

In-House Sales and Proprietary Products

Unlike networking arrangements, the bank is fully responsible for in-house NDIP
transactions completed on behalf of its customers, either with or without the benefit of an
internal broker/dealer employee.*'’ In addition, the bank may also offer its own

299 If the bank uses the reliance provision under the CIP, responsibility for CIP shifts to the third-party
provider. Refer to core overview section, “Customer Identification Program,” pages 52 to 58, for
additional information.

219 In certain circumstances, a bank may not be considered a broker, and an employee need not register as a
broker/dealer. Refer to 15 USC 78c(a)(4) for a complete list.
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proprietary NDIPs, which can be created and offered by the bank, its subsidiary, or an
affiliate.

With in-house sales and proprietary products, the entire customer relationship and all
BSA/AML risks may need to be managed by the bank, depending on how the products
are sold. Unlike a networking arrangement, in which all or some of the responsibilities
may be assumed by the third-party broker/dealer with in-house sales and proprietary
products, the bank should manage all of its in-house and proprietary NDIP sales not only
on a department-wide basis, but on a firm-wide basis.

Risk Factors

BSA/AML risksdarise because NDIP can involve complex legal arrangements, large
dollar amount$,;and the rapid movement of funds. NDIP portfolios managed and
controlled directly'by‘clieats pose a greater money laundering risk than those managed by
the bank or by the finan€1al'services provider. Sophisticated clients may create
ownership structuresfto ebscure the ultimate control and ownership of these investments.
For example, customers can retaima certain level of anonymity by creating Private
Investment Companiesi(PIC),*!! offshore trusts, or other investment entities that hide the
customer’s ownership or beneficial mterest.

Risk Mitigation

Management should develop risk-baseéd®poligies, ptocedures, and processes that enable
the bank to identify unusual account relationships and circumstances, questionable assets
and sources of funds, and other potential areds of kisk(€.g., offshore accounts, agency
accounts, and unidentified beneficiaries). Managendent should be alert to situations that
need additional review or research.

Networking Arrangements

Before entering into a networking arrangement, banks should conduct anfappropriate
review of the broker/dealer. The review should include an asseéssment of the
broker/dealer’s financial status, management experience, Nationaldssociation of
Securities Dealers (NASD) status, reputation, and ability to fulfill itSlBSAZAML
compliance responsibilities in regards to the bank’s customers. Appropriate due
diligence would include a determination that the broker/dealer has adequate policies,
procedures, and processes in place to enable the broker/dealer to meet its legal
obligations. The bank should maintain documentation on its due diligence of the
broker/dealer. Furthermore, detailed written contracts should address the BSA/AML
responsibilities, including suspicious activity monitoring and reporting, of the
broker/dealer and its registered representatives.

21T Refer to expanded overview section, “Business Entities (Domestic and Foreign),” pages 323 to 328, for
additional guidance on PICs.
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A bank may also want to mitigate risk exposure by limiting certain investment products
offered to its customers. Investment products such as PICs, offshore trusts, or offshore
hedge funds may involve international funds transfers or offer customers ways to obscure
ownership interests.

Bank management should make reasonable efforts to update due diligence information on
the broker/dealer. Such efforts may include a periodic review of information on the
broker/dealer’s compliance with its BSA/AML responsibilities, verification of the
broker/dealer’s record in meeting testing requirements, and a review of consumer
complaints. Bank management is also encouraged, when possible, to review BSA/AML
reports generated by the broker/dealer. This review could include information on account
openings, transactions, investment products sold, and suspicious activity monitoring and
reporting.

In-Housé Salessand,Proprietary Products

Bank management should assess risk on the basis of a variety of factors such as:
e Type of NDIP purchased and the,size of the transactions.

e Types and frequency of transactionss

e Country of residence of the prificipals or beneficiaries, or the country of
incorporation, or the source of funds.

e Accounts and transactions that are nogfusual’and customary for the customer or for the
bank.

For customers that management considers highet risk for money laundering and terrorist
financing, more stringent documentation, verificatiet, and tramsaction monitoring
procedures should be established. EDD may be appropriatefin thie following situations:

e Bank is entering into a relationship with a new customef.
¢ Nondiscretionary accounts have a large asset size or frequent trafiSactions,
e Customer resides in a foreign jurisdiction.

e Customer is a PIC or other corporate structure established in a higher-risk
jurisdiction.

e Assets or transactions are atypical for the customer.
e Investment type, size, assets, or transactions are atypical for the bank.

e International funds transfers are conducted, particularly from offshore funding
sources.

FFIEC BSA/AML Examination Manual 258 04/29/2010



Nondeposit Investment Products — Overview

e The identities of the principals or beneficiaries in investments or relationships are
unknown or cannot be easily determined.

e Politically exposed persons (PEP) are parties to any investments or transactions.

Q
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Examination Procedures

Nondeposit Investment Products

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with both networking and in-house nondeposit investment products (NDIP), and
management’s ability to implement effective monitoring and reporting systems.

1.

Review the policies, procedures, and processes related to NDIP. Evaluate the
adequacy of the policies, procedures, and processes given the bank’s NDIP activities
and the risks they present. Assess whether the controls are adequate to reasonably
protect the bankyfrom money laundering and terrorist financing.

If appligable, teview contractual arrangements with financial service providers.
Determine the BSA/AML compliance responsibility of each party. Determine
whether thes€ arangements provide for adequate BSA/AML oversight.

From a review of MIS repafts (€.g., exception reports, funds transfer reports, and
activity monitoring repgrts Jand internal risk rating factors, determine whether the
bank effectively identifies and moniters NDIP, particularly those that pose a higher
risk for money laundering:

Determine how the bank includes NDIP sal€s activities in its bank-wide or, if
applicable, firm-wide BSA/AML aggregationdSystems.

Determine whether the bank’s system forfmonitoridg NDIP and for reporting
suspicious activities is adequate given the bank’§'sizef éemplexity, location, and types
of customer relationships.

If appropriate, refer to the core examination proceduresg“Office,of Foreign Assets
Control,” pages 157 to 159, for guidance.

Transaction Testing

If the bank or its majority-owned subsidiary is responsible for the sale or direct
monitoring of NDIP, then examiners should perform the following transaction testing
procedures on customer accounts established by the bank:

On the basis of the bank’s risk assessment of its NDIP activities, as well as prior
examination and audit reports, select a sample of higher-risk NDIP. From the sample
selected, perform the following examination procedures:

= Review appropriate documentation, including CIP, to ensure that adequate due
diligence has been performed and appropriate records are maintained.

= Review account statements and, as necessary, specific transaction details for:

— Expected transactions with actual activity.
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— Holdings in excess of the customer’s net worth.

— Irregular trading patterns (e.g., incoming funds transfers to purchase securities
followed by delivery of securities to another custodian shortly thereafter).

= Determine whether actual activity is consistent with the nature of the customer’s
business and the stated purpose of the account. Identify any unusual or suspicious
activity.

8. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with NDIP sales activities.

Q
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Insurance — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with the sale of covered insurance products, and management’s ability to implement
effective monitoring and reporting systems.

Banks engage in insurance sales to increase their profitability, mainly through expanding
and diversifying fee-based income. Insurance products are typically sold to bank
customers through networking arrangements with an affiliate, an operating subsidiary, or
other third-party insurance providers. Banks are also interested in providing cross-selling
opportunities for customers by expanding the insurance products they offer. Typically,
banks take a roled8ya third-party agent selling covered insurance products. The types of
insurance prodiicts sold may include life, health, property and casualty, and fixed or
variable anaiities:

AML Compliance Programs and Suspicious Activity
Reporting Reguiremteqts for Insurance Companies

FinCEN rules impose AMLicompliance program requirements and SAR obligations on
insurance companies similartegthosefthat apply to banks.?"> The insurance regulations
apply only to insurance companies; there are no independent obligations for brokers and
agents. However, the insurance company is regponsible for the conduct and effectiveness
of its AML compliance program, which inclitdesd@gent and broker activities. The
insurance regulations only apply to a limifed range of products that may pose a higher
risk of abuse by money launderers and terroftst finaneiers,, A covered product, for the
purposes of an AML compliance program, includes:

e A permanent life insurance policy, other than a @toup lifelinsugance policy.
e Any annuity contract, other than a group annuity contractf
e Any other insurance product with features of cash value ofinvestndent.

When an insurance agent or broker already is required to establish'aBSA/AML
compliance program under a separate requirement of the BSA regulation§'(e.g., bank or
securities broker requirements), the insurance company generally may rely on that
compliance program to address issues at the time of sale of the covered product.?”
However, the bank may need to establish specific policies, procedures, and processes for
its insurance sales in order to submit information to the insurance company for the
insurance company’s AML compliance.

21231 CFR 103.137 and 31 CFR 103.16.

21370 Fed. Reg. 66758 (November 3, 2005). Also refer to FFIEC Guidance FIN-2006-G015, Frequently
Asked Question, Customer Identification Programs and Banks Serving as Insurance Agents, December 12,
2006, at www.fincen.gov/final bank insurance agent faq 12122006.pdf.
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Likewise, if a bank, as an agent of the insurance company, detects unusual or suspicious
activity relating to insurance sales, it can file a joint SAR on the common activity with
the insurance company.*"

In April 2008, FinCEN published a strategic analytical report that provides information
regarding certain money laundering trends, patterns, and typologies in connection with
insurance products. Refer to Insurance Industry Suspicious Activity Reporting: An
Assessment of Suspicious Activity Report Filings at www.fincen.gov.

Risk Factors

Insurance products can be used to facilitate money laundering. For example, currency
can be used to purchase one or more life insurance policies, which may subsequently be
quickly canceled by ajpolicyholder (also known as “early surrender”) for a penalty. The
insurance companyaréfunds the money to the purchaser in the form of a check. Insurance
policies without ¢ash value'or investment features are lower risk, but can be used to
launder money or fin@nce,terrorism through the submission by a policyholder of inflated
or false claims to itStnsurance gamsier, which if paid, would enable the insured to recover
a part or all of the originally invested payments. Other ways insurance products can be
used to launder money include:

e Borrowing against the cash surfender value of permanent life insurance policies.
e Selling units in investment-linked,preduct§ (such as annuities).

e Using insurance proceeds from an eafly pelicy surrender to purchase other financial
assets.

¢ Buying policies that allow the transfer of beneficial interests without the knowledge
and consent of the issuer (e.g., secondhand endowment and bearer insurance
policies).*"”

e Purchasing insurance products through unusual methods'such as cugfency or currency
equivalents.

¢ Buying products with insurance termination features without congern for the
product’s investment performance.

" FinCEN has issued a Frequently Asked Questions document, Anti-Money Laundering Program and
Suspicious Activity Reporting Requirements for Insurance Companies at www.fincen.gov). Unless the
SAR form accommodates multiple filers, only one institution is identified as the filer in the “Filer
Identification” section of the SAR form. In these cases, the narrative must include the words “joint filing”
and identify the other institutions on whose behalf the report is filed.

213 Refer to the International Association of Insurance Supervisors’ Guidance Paper on Anti-Money
Laundering and Combating the Financing of Terrorism, October 2004, available at www.iaisweb.org.
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Risk Mitigation

To mitigate money laundering risks, the bank should adopt policies, procedures, and
processes that include:

e The identification of higher-risk accounts.

e Customer due diligence, including EDD for higher-risk accounts.

e Product design and use, types of services offered, and unique aspects or risks of target
markets.
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Examination Procedures

Insurance

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with the sale of covered insurance products, and management’s ability to implement
effective monitoring and reporting systems.

1. Review the policies, procedures, and processes related to insurance sales. Evaluate
the adequacy of the policies, procedures, and processes given the bank’s insurance
sales activities, its role in insurance sales, and the risks the insurance sales present.
Assess whetheérithe controls are adequate to reasonably protect the bank from money
launderingfand tertorist financing.

2. Review the contractsfand agreements for the bank’s networking arrangements with
affiliates, operatingsubsidiaries, or other third-party insurance providers conducting
sales activities On bankypremises on behalf of the bank.

3. Depending on the bank/s responsibilities as set forth in the contracts and agreements,
review MIS reports (e.g., large transaction reports, single premium payments, early
policy cancellation recordsiprefitum overpayments, and assignments of claims) and
internal risk rating factors. Determine whether the bank effectively identifies and
monitors covered insurance product sales,

4. Depending on the bank’s responsibilifies ag'set forth in the contracts and agreements,
determine whether the bank’s system fo@monitorifig covered insurance products for
suspicious activities, and for reporting suspiciods activities, is adequate given the
bank’s size, complexity, location, and types of customer relationships.

5. [If appropriate, refer to the core examination procedusess * Officelef Foreign Assets
Control,” pages 157 to 159, for guidance.

Transaction Testing

If the bank or its majority-owned subsidiary is responsible for théysale®r direct
monitoring of insurance, then examiners should perform the following transaction
testing procedures.

6. On the basis of the bank’s risk assessment of its insurance sales activities, as well as
prior examination and audit reports, select a sample of covered insurance products.
From the sample selected, perform the following examination procedures:

= Review account opening documentation and ongoing due diligence information.

= Review account activity. Compare anticipated transactions with actual
transactions.

= Determine whether activity is unusual or suspicious.
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7. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with insurance sales.

Q
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Concentration Accounts — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with concentration accounts, and management’s ability to implement effective monitoring
and reporting systems.

Concentration accounts are internal accounts established to facilitate the processing and
settlement of multiple or individual customer transactions within the bank, usually on the
same day. These accounts may also be known as special-use, omnibus, suspense,
settlement, intraday, sweep, or collection accounts. Concentration accounts are
frequently used to facilitate transactions for private banking, trust and custody accounts,
funds transfers, andinternational affiliates.

Risk FaCtors

Money laundering risk"¢an arise in concentration accounts if the customer-identifying
information, such d§.nameytransaction amount, and account number, is separated from
the financial transaction, If separation occurs, the audit trail is lost, and accounts may be
misused or administered imiproperly.’ Banks that use concentration accounts should
implement adequate policiesy procedurespand processes covering the operation and
recordkeeping for these accounts. Policies Should establish guidelines to identify,
measure, monitor, and control the risks.

Risk Mitigation

Because of the risks involved, management should b& familiar with the nature of their
customers’ business and with the transactions flawingthrough the bank’s concentration
accounts. Additionally, the monitoring of concentration account transactions is necessary
to identify and report unusual or suspicious transactions,

Internal controls are necessary to ensure that processed trangactions include the
identifying customer information. Retaining complete information is gfucial for
compliance with regulatory requirements as well as ensuring adequate transaction
monitoring. Adequate internal controls may include:

e Maintaining a comprehensive system that identifies, bank-wide, the general ledger
accounts used as concentration accounts, as well as the departments and individuals
authorized to use those accounts.

e Requiring dual signatures on general ledger tickets.
e Prohibiting direct customer access to concentration accounts.
e (Capturing customer transactions in the customer’s account statements.

¢ Prohibiting customer’s knowledge of concentration accounts or their ability to direct
employees to conduct transactions through the accounts.
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e Retaining appropriate transaction and customer identifying information.

e Frequent reconciling of the accounts by an individual who is independent from the
transactions.

e Establishing timely discrepancy resolution process.

e I[dentifying recurring customer names.

Q
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Examination Procedures

Concentration Accounts

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with concentration accounts, and management’s ability to implement effective monitoring
and reporting systems.

1.

Review the policies, procedures, and processes related to concentration accounts.
Evaluate the adequacy of the policies, procedures, and processes in relation to the
bank’s concentration account activities and the risks they represent. Assess whether
the controls afetadequate to reasonably protect the bank from money laundering and
terrorist financing:

From a review of MIS and internal risk rating factors, determine whether the bank
effectively identifiesyand monitors concentration accounts.

Review the general ledger andidentify any concentration accounts. After discussing
concentration accounts vithimanagement and conducting any additional research
needed, obtain and review a list of all.concentration accounts and the bank’s most
recent reconcilements.

Determine whether the bank’s System for ndonitoring concentration accounts for
suspicious activities, and for reporting of suspi€ious activities, is adequate given the
bank’s size, complexity, location, andftypes of customer relationships.

If appropriate, refer to the core examination pro¢edurésy ‘Office of Foreign Assets
Control,” pages 157 to 159, for guidance.

Transaction Testing

6. On the basis of the bank’s risk assessment of its concentration accoudts, as well as

prior examination and audit reports, select a sample of coneentration accounts. From
the sample selected, perform the following examination procediires:

= Obtain account activity reports for selected concentration accounts.

= Evaluate the activity and select a sample of transactions passing through different
concentration accounts for further review.

= Focus on higher-risk activity (e.g., funds transfers or monetary instruments
purchases) and transactions from higher-risk jurisdictions.

On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with concentration accounts.
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Lending Activities — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with lending activities, and management’s ability to implement effective due diligence,
monitoring, and reporting systems.

Lending activities include, but are not limited to, real estate,”'® trade finance,*"” cash-
secured, credit card, consumer, commercial, and agricultural. Lending activities can
include multiple parties (e.g., guarantors, signatories, principals, or loan participants).

Risk Factors

The involvemefit of multiple parties may increase the risk of money laundering or
terrorist finaiicingywhen the source and use of the funds are not transparent. This lack of
transparency can/€reate dppertunities in any of the three stages of money laundering or
terrorist financing schémes. These schemes could include the following:

e To secure a loan, an individnal'purchases a certificate of deposit with illicit funds.
e Loans are made for an ambiguous or illegitimate purpose.
e Loans are made for, or are paid for, a third party.

e The bank or the customer attemptsit® seyer thefpaper trail between the borrower and
the illicit funds.

e Loans are extended to persons located outside thé United States, particularly to those
in higher-risk jurisdictions and geographic location§.” Loans may also involve
collateral located outside the United States.

Risk Mitigation

All loans are considered to be accounts for purposes of the CIRyregulations:§For loans
that may pose a higher risk for money laundering and terrorist finan€ing, including the
loans listed above, the bank should complete due diligence on related,accodnt parties
(i.e., guarantors, signatories, or principals). Due diligence beyond what'is required for a
particular lending activity will vary according to the BSA/AML risks present, but could
include performing reference checks, obtaining credit references, verifying the source of
collateral, and obtaining tax or financial statements on the borrower and any or all of the
various parties involved in the loan.

?1 FinCEN has published strategic analytical reports on trends and patterns relating to mortgage loan fraud
as well as money laundering through commercial and residential real estate. Refer to
www.fincen.gov/news_room/rp/strategic_analytical.html.

217 Refer to the expanded overview section, “Trade Finance Activities,” pages 273 to 277, for additional
guidance.
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The bank should have policies, procedures, and processes to monitor, identify, and report
unusual and suspicious activities. The sophistication of the systems used to monitor
lending account activity should conform to the size and complexity of the bank’s lending
business. For example, the bank can review loan reports such as early payoffs, past dues,
fraud, or cash-secured loans.

Q
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Examination Procedures
Lending Activities

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with lending activities, and management’s ability to implement effective due diligence,
monitoring, and reporting systems.

1. Review the policies, procedures, and processes related to lending activities. Evaluate
the adequacy of the policies, procedures, and processes given the bank’s lending
activities and the risks they present. Assess whether the controls are adequate to
reasonably protect the bank from money laundering and terrorist financing.

2. From agéviewpof MIS and internal risk rating factors, determine whether the bank
effectively identifiesfand monitors higher-risk loan accounts.

3. Determine whether the,bank’s system for monitoring loan accounts for suspicious
activities and for feporting ©f suspicious activities, is adequate given the bank’s size,
complexity, location; add types of customer relationships.

4. If appropriate, refer to theéwgere eXamination procedures, “Office of Foreign Assets
Control,” pages 157 to 159, for guidancge.

Transaction Testing

5. On the basis of the bank’s risk assessmefit of its lefiding activities, as well as prior
examination and audit reports, select a sample of higherssisk loan accounts. From the
sample selected, perform the following examination procedures:

= Review account opening documentation, includingsCIP 46 ensure that adequate
due diligence has been performed and that appropriaté reeords‘are maintained.

= Review, as necessary, loan history.
= Compare expected transactions with actual activity.

= Determine whether actual activity is consistent with the nature of the customer’s
business and the stated purpose of the loan. Identify any unusual or suspicious
activity.

6. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with lending relationships.
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Trade Finance Activities — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with trade finance activities, and management’s ability to implement effective due
diligence, monitoring, and reporting systems.

Trade finance typically involves short-term financing to facilitate the import and export
of goods. These operations can involve payment if documentary requirements are met
(e.g., letter of credit), or may instead involve payment if the original obligor defaults on
the commercial terms of the transactions (e.g., guarantees or standby letters of credit). In
both cases, a bank’s involvement in trade finance minimizes payment risk to importers
and exporters. Th€nature of trade finance activities, however, requires the active
involvement of multiple parties on both sides of the transaction. In addition to the basic
exporter ordmporter relationship at the center of any particular trade activity,
relationships may exist between the exporter and its suppliers and between the importer
and its customers;

Both the exporter andiimportemayjalso have other banking relationships. Furthermore,
many other intermediary fidancial and nonfinancial institutions may provide conduits and
services to expedite the underlying documents and payment flows associated with trade
transactions. Banks can participatedn trade financing by, among other things, providing
pre-export financing, helping in the collection process, confirming or issuing letters of
credit, discounting drafts and acceptances, ordffering fee-based services such as
providing credit and country information ofbuyérs. Although most trade financing is
short-term and self-liquidating in nature, ‘medittimstermdoans (one to five years) or long-
term loans (more than five years) may be used to/finance the import and export of capital
goods such as machinery and equipment.

In transactions that are covered by letters of credit, participauts cafytake the following
roles:

e Applicant. The buyer or party who requests the issuanc&of a lettegoficredit.

e Issuing Bank. The bank that issues the letter of credit on behalf of the Applicant and
advises it to the Beneficiary either directly or through an Advising, Baak. The
Applicant is the Issuing Bank’s customer.

e Confirming Bank. Typically in the home country of the Beneficiary, at the request
of the Issuing Bank, the bank that adds its commitment to honor draws made by the
Beneficiary, provided the terms and conditions of the letter of credit are met.

e Advising Bank. The bank that advises the credit at the request of the Issuing Bank.
The Issuing Bank sends the original credit to the Advising Bank for forwarding to the
Beneficiary. The Advising Bank authenticates the credit and advises it to the
Beneficiary. There may be more than one Advising Bank in a letter of credit
transaction. The Advising Bank may also be a Confirming Bank.

e Beneficiary. The seller or party to whom the letter of credit is addressed.
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e Negotiation. The purchase by the nominated bank of drafts (drawn on a bank other
than the nominated bank) or documents under a complying presentation, by
advancing or agreeing to advance funds to the beneficiary on or before the banking
day on which reimbursement is due to the nominated bank.

e Nominated Bank. The bank with which the credit is available or any bank in the
case of a credit available with any bank.

e Accepting Bank. The bank that accepts a draft, providing a draft is called for by the
credit. Drafts are drawn on the Accepting Bank that dates and signs the instrument.

e Discounting Bank. The bank that discounts a draft for the Beneficiary after it has
been acceptedfby an Accepting Bank. The Discounting Bank is often the Accepting
Bank.

e Reimbursing Bank#The bank authorized by the Issuing Bank to reimburse the
Paying Bank/submnitting claims under the letter of credit.

e Paying Bank. The bank that makes payment to the Beneficiary of the letter of credit.

As an example, in a letter of credit arrangement, a bank can serve as the Issuing Bank,
allowing its customer (the buyes) to purchase goods locally or internationally, or the bank
can act as an Advising Bank, enabling its customer (the exporter) to sell its goods locally
or internationally. The relationshipibetween an§two banks may vary and could include
any of the roles listed above.

Risk Factors

The international trade system is subject to a wide range of risks and vulnerabilities that
provide criminal organizations with the opportunity®to launder theyproceeds of crime and
move funds to terrorist organizations with a relatively lomsfisk of detection.”'® The
involvement of multiple parties on both sides of any internationaltrade’transaction can
make the process of due diligence more difficult. Also, because trade fifiance can be
more document-based than other banking activities, it can be susceptible to documentary
fraud, which can be linked to money laundering, terrorist financing, or the circumvention
of OFAC sanctions or other restrictions (such as export prohibitions, licenSing
requirements, or controls).

While banks should be alert to transactions involving higher-risk goods (e.g., trade in
weapons or nuclear equipment), they need to be aware that goods may be over- or under-
valued in an effort to evade AML or customs regulations, or to move funds or value
across national borders. For example, an importer may pay a large sum of money from
the proceeds of an illegal activity for goods that are essentially worthless and are
subsequently discarded. Alternatively, trade documents, such as invoices, may be

218 Refer to the Financial Action Task Force’s report on Trade Based Money Laundering, June 23, 2006, at
www.fatf-gafi.org/dataoecd/60/25/37038272.pdf.
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fraudulently altered to hide the scheme. Variations on this theme include inaccurate or
double invoicing, partial shipment of goods (short shipping), and the use of fictitious
goods. Illegal proceeds transferred in such transactions thereby appear sanitized and
enter the realm of legitimate commerce. Moreover, many suspect trade finance
transactions also involve collusion between buyers and sellers.

The Applicant’s true identity or ownership may be disguised by the use of certain
corporate forms, such as shell companies or offshore front companies. The use of these
types of entities results in a lack of transparency, effectively hiding the identity of the
purchasing party, and thus increasing the risk of money laundering and terrorist
financing.

Risk Mitigation

Sound CDBprocedures aie needed to gain a thorough understanding of the customer’s
underlying busingss and'locations served. The banks in the letter of credit process need
to undertake varyingfdegrees of due diligence depending upon their role in the
transaction. For example, IssuingsBanks should conduct sufficient due diligence on a
prospective customer beforg establishing the letter of credit. The due diligence should
include gathering sufficientinfotmation on Applicants and Beneficiaries, including their
identities, nature of businesspand soufees of funding. This may require the use of
background checks or investigations, particularly in higher-risk jurisdictions. As such,
banks should conduct a thorough review and redsonably know their customers prior to
facilitating trade-related activity and Shéulddiave d'thorough understanding of trade
finance documentation. Refer to the core@venyiew section, “Customer Due Diligence,”
pages 63 to 65, for additional guidance.

Likewise, guidance provided by the Financial A¢tion Fask Fotce on Money Laundering
(FATF) has helped set important industry standards@nd is a tesource for banks that
provide trade finance services.””” The Wolfsberg Group,alse’hasgpublished suggested
industry standards and guidance for banks that provide trade finance seérvices.”

Banks taking other roles in the letter of credit process should ‘@empletedducidiligence that
is commensurate with their roles in each transaction. Banks need tefbe awarg that
because of the frequency of transactions in which multiple banks areinvolved, Issuing
Banks may not always have correspondent relationships with the Advising or Confirming
Bank.

To the extent feasible, banks should review documentation, not only for compliance with
the terms of the letter of credit, but also for anomalies or red flags that could indicate
unusual or suspicious activity. Reliable documentation is critical in identifying

219 Refer to Trade Based Money Laundering, June 23, 2006, at
www.fatf-gafi.org/dataoecd/60/25/37038272 .pdf.

220 Refer to The Wolfsberg Trade Finance Principles, January 2009, at
www.wolfsberg-principles.com/pdf/WG_Trade Finance Principles Final (Jan_09).pdf.
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potentially suspicious activity. When analyzing trade transactions for unusual or
suspicious activity, banks should consider obtaining copies of official U.S. or foreign
government import and export forms to assess the reliability of documentation
provided.”' These anomalies could appear in shipping documentation, obvious under- or
over-invoicing, government licenses (when required), or discrepancies in the description
of goods on various documents. Identification of these elements may not, in itself,
require the filing of a SAR, but may suggest the need for further research and
verification. In circumstances where a SAR is warranted, the bank is not expected to stop
trade or discontinue processing the transaction. However, stopping the trade may be
required to avoid a potential violation of an OFAC sanction.

Trade finance transactions frequently use Society for Worldwide Interbank Financial
TelecommunicationySWIFT) messages. U.S. banks must comply with OFAC
regulations, andwhennecessary, licensing in advance of funding. Banks should monitor
the names of the panties centained in these messages and compare the names against
OFAC lists. Refer to oferview section, “Office of Foreign Assets Control,” pages 147 to
156, for guidance. Banks,with’a high volume of SWIFT messages should determine
whether their monitesing effortssare adequate to detect suspicious activity, particularly if
the monitoring mechanigm is not automated. Refer to core overview section “Suspicious
Activity Reporting,” pages67 t0.80,"and expanded overview section, “Funds Transfers,”
pages 213 to 220, for additionalguidance.

Policies, procedures, and processes should alsogequire a thorough review of all
applicable trade documentation (e.g-Jeustoms declarations, trade documents, invoices,
etc.) to enable the bank to monitor and report untisual and suspicious activity, based on
the role played by the bank in the letter of credit process: The sophistication of the
documentation review process and MIS should be commensurate with the size and
complexity of the bank’s trade finance portfolio @nd itg'role mjthe letter of credit process.
In addition to OFAC filtering, the monitoring proces§s should give greater scrutiny to:

e [tems shipped that are inconsistent with the nature of the glistomeris business (e.g., a
steel company that starts dealing in paper products, or aft informatiomgtechnology
company that starts dealing in bulk pharmaceuticals).

e Customers conducting business in higher-risk jurisdictions.

e Customers shipping items through higher-risk jurisdictions, including transit through
noncooperative countries.

e Customers involved in potentially higher-risk activities, including activities that may
be subject to export/import restrictions (e.g., equipment for military or police

! For instance, U.S. Customs and Border Protection Form 7501 (Entry Summary)
(http://forms.cbp.gov/pdf/CBP_Form_7501.pdf) and U.S. Department of Commerce Form 7525-V
(Shipper’s Export Declaration) (www.census.gov/foreign-trade/regulations/forms/new-7525v.pdf) classify
all U.S. imports and exports by 10-digit harmonized codes. (Refer to www.census.gov/foreign-
trade/faq/sb/sb0008.html for additional guidance.)
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organizations of foreign governments, weapons, ammunition, chemical mixtures,
classified defense articles, sensitive technical data, nuclear materials, precious gems,
or certain natural resources such as metals, ore, and crude oil).

¢ Obvious over- or under-pricing of goods and services.
e Obvious misrepresentation of quantity or type of goods imported or exported.

e Transaction structure appears unnecessarily complex and designed to obscure the true
nature of the transaction.

e Customer directs payment of proceeds to an unrelated third party.
e Shipment loéatiomns or description of goods not consistent with letter of credit.

o Significantly amendedletters of credit without reasonable justification or changes to
the beneficiary or lg€ation of payment. Any changes in the names of parties also
should prompt additional OFAC review.

On February 18, 20100FinCEN issued an advisory to inform and assist the financial
industry in reporting instan€es ofisuspected trade-based money laundering. The advisory
contains examples of “red flags”/based®mactivity reported in SARs that FinCEN and law
enforcement believe may indicate tfade-based money laundering. In order to assist law
enforcement in its effort to target trade-based meney laundering (TBML) and black
market peso exchange (BMPE) activitiesy FinCENaequested in the advisory that financial
institutions check the appropriate box in the SuspiCious Activity Information section of
the SAR form and include the abbreviation FBML or BMPE in the narrative section of
the SAR. The advisory can be found at www.fin€enfgovs

Unless customer behavior or transaction documentagion appears unusual, the bank should
not be expected to spend undue time or effort reviewing allanfounation. The examples
above, particularly for an Issuing Bank, may be included as paft.of itsioutine CDD
process. Banks with robust CDD programs may find that 1€ss focus is needed on
individual transactions as a result of their comprehensive knowledge of the'gustomer’s
activities.
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Examination Procedures

Trade Finance Activities

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with trade finance activities, and management’s ability to implement effective due
diligence, monitoring, and reporting systems.

1.

Review the policies, procedures, and processes related to trade finance activities.
Evaluate the adequacy of the policies, procedures, and processes governing trade
finance-related activities and the risks they present. Assess whether the controls are
adequate to zéasenably protect the bank from money laundering and terrorist
financing;

Evaluate the adequaey of the due diligence information the bank obtains for the
customer’s files. ADetermine whether the bank has processes in place for obtaining
information at 4&ecountiepening, in addition to ensuring current customer information
is maintained.

From a review of MIS and internalsisk rating factors, determine whether the bank
effectively identifies and mi@niters the trade finance portfolio for suspicious or
unusual activities, particularly those thatipose a higher risk for money laundering.

Determine whether the bank’s system fof momitoring trade finance activities for
suspicious activities, and for reporting of séspicious,activities, is adequate, given the
bank’s size, complexity, location, and types of cusfomer relationships.

If appropriate, refer to the core examination procedures, “Q@ffice of Foreign Assets
Control,” pages 157 to 159, for guidance.

Transaction Testing

6.

On the basis of the bank’s risk assessment of its trade finanee poztfolio, as well as
prior examination and audit reports, select a sample of trade fin@nce accounts. From
the sample selected, review customer due diligence documentation to.determine
whether the information is commensurate with the customer’s risk. Identify any
unusual or suspicious activities.

Verify whether the bank monitors the trade finance portfolio for potential OFAC
violations and unusual transactional patterns and conducts and records the results of
any due diligence.

On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with trade finance activities.
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Private Banking — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with private banking activities, and management’s ability to implement effective due
diligence, monitoring, and reporting systems. This section expands the core review of the
statutory and regulatory requirements of private banking in order to provide a broader
assessment of the AML risks associated with this activity.

Private banking activities are generally defined as providing personalized services to
higher net worth customers (e.g., estate planning, financial advice, lending, investment
management, bill paying, mail forwarding, and maintenance of a residence). Private
banking has becofiig an increasingly important business line for large and diverse banking
organizations afid a seurce of enhanced fee income.

U.S. banks may manageptivate banking relationships for both domestic and international
customers. Typicallygthresholds of private banking service are based on the amount of
assets under managémentiand on the need for specific products or services (e.g., real
estate management, Clesely held company oversight, money management). The fees
charged are ordinarily base@ ontasset thresholds and the use of specific products and
services.

Private banking arrangements are typically structured to have a central point of contact
(i.e., relationship manager) that acts\as a liaisod'between the client and the bank and
facilitates the client’s use of the bank s finan€ial s€rvices and products. Appendix N
(“Private Banking — Common Structure?’) prevides an example of a typical private
banking structure and illustrates the relation$hip betwéen the client and the relationship
manager. Typical products and services offered in@ priFatebanking relationship include:

e (Cash management (e.g., checking accounts, overdraft privileges, cash sweeps, and
bill-paying services).

e Funds transfers.

e Asset management (e.g., trust, investment advisory, investmentdmanagement, and
custodial and brokerage services).**

e The facilitation of shell companies and offshore entities (e.g., Private Investment
Companies (PIC), international business corporations (IBC), and trusts).*”

e Lending services (e.g., mortgage loans, credit cards, personal loans, and letters of
credit).

22 For additional guidance, refer to the expanded overview and examination procedures, “Trust and Asset
Management Services,” pages 286 to 290 and 291 to 292, respectively.

3 For additional guidance, refer to the expanded overview and examination procedures, “Business Entities
(Domestic and Foreign),” pages 323 to 328 and 329 to 330, respectively.
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¢ Financial planning services including tax and estate planning.
e Custody services.
e Other services as requested (e.g., mail services).

Privacy and confidentiality are important elements of private banking relationships.
Although customers may choose private banking services simply to manage their assets,
they may also seek a confidential, safe, and legal haven for their capital. When acting as
a fiduciary, banks have statutory, contractual, and ethical obligations to uphold.

Risk Factors

Private banking serviees can be vulnerable to money laundering schemes, and past
money launderingyprosecutions have demonstrated that vulnerability. The 1999
Permanent Subcommitteéon Investigations’ “Private Banking and Money Laundering: A
Case Study of Opporténities and Vulnerabilities”*** outlined, in part, the following
vulnerabilities to money laundering:

e Private bankers as clientadvecates.

e Powerful clients includingwpolitically exposed persons, industrialists, and entertainers.
e Culture of confidentiality and the use of seefecy jurisdictions or shell companies.*

e Private banking culture of lax internal€ontrols.

e Competitive nature of the business.

e Significant profit potential for the bank.
Risk Mitigation

Effective policies, procedures, and processes can help protectibanks freim becoming
conduits for or victims of money laundering, terrorist financing,’andfother financial
crimes that are perpetrated through private banking relationships. “Additional information
relating to risk assessments and due diligence is contained in the core"é¥@rview section,
“Private Banking Due Diligence Program (Non-U.S. Persons),” pages 130 to 134.
Ultimately, illicit activities through the private banking unit could result in significant
financial costs and reputational risk to the bank. Financial impacts could include
regulatory sanctions and fines, litigation expenses, the loss of business, reduced liquidity,
asset seizures and freezes, loan losses, and remediation expenses.

24 Refer to frwebgate.access.gpo.gov/cgi-
bin/getdoc.cgi?dbname=106_senate_hearings&docid=f:61699.pdf .

223 Refer to the expanded overview section, “Business Entities (Domestic and Foreign),” pages 323 to 328,
for additional guidance.
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Customer Risk Assessment

Banks should assess the risks its private banking activities pose on the basis of the scope
of operations and the complexity of the bank’s customer relationships. Management
should establish a risk profile for each customer to be used in prioritizing oversight
resources and for ongoing monitoring of relationship activities. The following factors
should be considered when identifying risk characteristics of private banking customers:

e Nature of the customer’s wealth and the customer’s business. The source of the
customer’s wealth, the nature of the customer’s business, and the extent to which the
customer’s business history presents an increased risk for money laundering and
terrorist financing. This factor should be considered for private banking accounts
opened for pélitically exposed persons (PEP).226

e PurposéandantiCipated activity. The size, purpose, types of accounts, products,
and services involved inithe relationship, and the anticipated activity of the account.

e Relationship. The nature and duration of the bank’s relationship (including
relationships with“affiliates) with the private banking customer.

e Customer’s corporate'structure.gEype of corporate structure (e.g., IBCs, shell
companies (domestic or foreign), or PICs).

e Geographic location and jurisdiction. The geographic location of the private
banking customer’s domicile and busingss (démestic or foreign). The review should
consider the extent to which the relevant jurisdiction, is internationally recognized as
presenting a greater risk for money laundering orgl€onyersely, is considered to have
robust AML standards.

e Public information. Information known or reasenably available to the bank about
the private banking customer. The scope and depthtefthisseview,should depend on
the nature of this relationship and the risks involved.

Customer Due Diligence

CDD is essential when establishing any customer relationship and it'ig,critical for private
banking clients.””” Banks should take reasonable steps to establish the identity of their
private banking clients and, as appropriate, the beneficial owners of accounts. Adequate
due diligence should vary based on the risk factors identified previously. Policies,
procedures, and processes should define acceptable CDD for different types of products

226 Refer to the core overview section, “Private Banking Due Diligence Program (Non-U.S. Persons),”
pages 130 to 134, and to the expanded overview section, “Politically Exposed Persons,” pages 297 to 300,
for additional guidance.

227 Due diligence policies, procedures, and processes are required for private banking accounts for non-U.S.
persons by section 312 of the USA PATRIOT Act. Refer to the core overview section, “Private Banking
Due Diligence Program (Non-U.S. Persons),” pages 130 to 134, for additional guidance.
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(e.g., PICs), services, and accountholders. As due diligence is an ongoing process, a
bank should take measures to ensure account profiles are current and monitoring should
be risk-based. Banks should consider whether risk profiles should be adjusted or
suspicious activity reported when the activity is inconsistent with the profile.

For purposes of the CIP, the bank is not required to search the private banking account to
verify the identities of beneficiaries, but instead is only required to verify the identity of
the named accountholder. However, the CIP rule also provides that, based on the bank’s
risk assessment of a new account opened by a customer that is not an individual (e.g.,
private banking accounts opened for a PIC), the bank may need “to obtain information
about” individuals with authority or control over such an account, including signatories,
in order to verify the customer’s identity*** and to determine whether the account is
maintained for nén=U.S. persons.*”

Before opening ageounts, banks should collect the following information from the private
banking clients:

e Purpose of the dccounty

e Type of products and services tq be used.

e Anticipated account actiVvitys

e Description and history of the source of the@lient’s wealth.
e Client’s estimated net worth, includingffinan€ial statements.
e Current source of funds for the account.

e References or other information to confirm the reputation of the client.

Bearer Shares

Some shell companies issue bearer shares (i.e., ownership iSWested viabeazer shares,
which allows ownership of the corporation to be conveyed by simplyftransfetring
physical possession of the shares). Risk mitigation of shell compahies that iSsue bearer
shares may include maintaining control of the bearer shares, entrusting,th€'shares with a
reliable independent third party, or requiring periodic certification of ownership. Banks
should assess the risks these relationships pose and determine the appropriate controls.
For example, in most cases banks should choose to maintain (or have an independent
third party maintain) bearer shares for customers. In rare cases involving lower-risk,
well-known, long-time customers, banks may find that periodically re-certifying
beneficial ownership is effective. A strong CDD program is an effective underlying

22831 CFR 103.121(b)(2)(ii)(C).

229 Refer to the core examination procedures, “Private Banking Due Diligence Program (Non-U.S.
Persons),” pages 135 to 137, for additional guidance.
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control through which banks can determine the nature, purpose, and expected use of shell
companies and apply appropriate monitoring and documentation standards.

Board of Directors and Senior Management Oversight

The board of directors’ and senior management’s active oversight of private banking
activities and the creation of an appropriate corporate oversight culture are crucial
elements of a sound risk management and control environment. The purpose and
objectives of the organization’s private banking activities should be clearly identified and
communicated by the board and senior management. Well-developed goals and
objectives should describe the target client base in terms of minimum net worth,
investable assets, and types of products and services sought. Goals and objectives should
also specificallygdeseribe the types of clients the bank will and will not accept and should
establish appzdpriate levels of authorization for new-client acceptance. Board and senior
management shouldsdlso be actively involved in establishing control and risk
management goals for grivate banking activities, including effective audit and
compliance reviewsd 'Each bank should ensure that its policies, procedures, and processes
for conducting private bankingg@étiyities are evaluated and updated regularly and ensure
that roles, responsibilities, and'accountability are clearly delineated.

Employee compensation plans are ofteéi'based on the number of new accounts established
or on an increase in managed assets. Boardland senior management should ensure that
compensation plans do not create icentives fogemployees to ignore appropriate due
diligence and account opening procedures, orfpossible suspicious activity relating to the
account. Procedures that require various Jévels@fiapproval for accepting new private
banking accounts can minimize such opportuftities.

Given the sensitive nature of private banking and the pdtential liability associated with it,
banks should thoroughly investigate the backgroundéot newly hired private banking
relationship managers. During the course of employment, afiy indieations of
inappropriate activities should be promptly investigated by theé'bank.

Additionally, when private banking relationship managers change employess, their
customers often move with them. Banks bear the same potentialliability forithe existing
customers of newly hired officers as they do for any new, private banking rélationship.
Therefore, those accounts should be promptly reviewed using the bank?sfprocedures for
establishing new account relationships.

MIS and reports are also important in effectively supervising and managing private
banking relationships and risks. Board and senior management should review
relationship manager compensation reports, budget or target comparison reports, and
applicable risk management reports. Private banker MIS reports should enable the
relationship manager to view and manage the whole client and any related client
relationships.
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Examination Procedures

Private Banking

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with private banking activities, and management’s ability to implement effective due
diligence, monitoring, and reporting systems. This section expands the core review of the
statutory and regulatory requirements of private banking in order to provide a broader
assessment of the AML risks associated with this activity.

1.

Review the policies, procedures, and processes related to private banking activities.
Evaluate theddequacy of the policies, procedures, and processes given the bank’s
private badking activities and the risks they represent. Assess whether the controls
are adequate toweasonably protect the bank from money laundering and terrorist
financing.

From a review 6f MISt%eports,(e.g., customer aggregation, policy exception and
missing documentation, customer risk classification, unusual accounts activity, and
client concentrations) and internal risk rating factors, determine whether the bank
effectively identifies andymonitorsgpfivate banking relationships, particularly those
that pose a higher risk for mongy laundeging.

Determine whether the bank’s system for #fionitoring private banking relationships for
suspicious activities, and for reporting of suspicious activities, is adequate given the
bank’s size, complexity, location, and'types of custemer relationships.

Review the private banking compensation progfam gDetermine whether it includes
qualitative measures that are provided to employgés to comply with account opening
and suspicious activity monitoring and reportinggequirementss

Review the monitoring program the bank uses to oversegfheyprivate banking
relationship manager’s personal financial condition and'te deteét any‘imappropriate
activities.

If appropriate, refer to the core examination procedures, “Officelef Foréign Assets
Control,” pages 157 to 159, for guidance.

Transaction Testing

7.

On the basis of the bank’s risk assessment of its private banking activities, as well as
prior examination and audit reports, select a sample of private banking accounts. The
sample should include the following types of accounts:

= Politically exposed persons (PEP).

= Private investment companies (PIC), international business corporations (IBC),
and shell companies.
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= Offshore entities.
= (Cash-intensive businesses.
= Import or export companies.
= Customers from or doing business in a higher-risk geographic location.
= Customers listed on unusual activity monitoring reports.
= Customers who have large dollar transactions and frequent funds transfers.
8. From the sample selected, perform the following examination procedures:
= Review, t opening documentation and ongoing due diligence information.

ements and, as necessary, specific transaction details.

business.

» [dentify any unusual
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Trust and Asset Management Services —
Overview

Objective. Assess the adequacy of the bank’s policies, procedures, processes, and
systems to manage the risks associated with trust and asset management®* services, and
management’s ability to implement effective due diligence, monitoring, and reporting
systems.

Trust®' accounts are generally defined as a legal arrangement in which one party (the
trustor or grantor) transfers ownership of assets to a person or bank (the trustee) to be
held or used for the,benefit of others. These arrangements include the broad categories of
court-supervisgd accounts (e.g., executorships and guardianships), personal trusts (e.g.,
living trustsgtrusts,established under a will, and charitable trusts), and corporate trusts
(e.g., bond trustegships)x

Unlike trust arrangefmentsy agency accounts are established by contract and governed by
contract law. Assets‘are held ufidethe terms of the contract, and legal title or ownership
does not transfer to the bank astagent. Agency accounts include custody, escrow,
investment management,**and safekeeping relationships. Agency products and services
may be offered in a traditionaltfistdepartment or through other bank departments.

Customer ldentification Program

CIP rules, which became effective Octobér 1,2003, apply to substantially all bank
accounts opened after that date. The CIP rule definesfan ‘aaccount” to include cash
management, safekeeping, custodian, and trust relationshipsiHowever, the CIP rule
excludes employee benefit accounts established pursdant to the Employee Retirement
Income Security Act of 1974 (ERISA).

For purposes of the CIP, the bank is not required to search thétrust, eserow, or similar
accounts to verify the identities of beneficiaries, but instead 1, only*tequired to verify the
identity of the named accountholder (the trust). In the case of atrust@ccount, the
customer is the trust whether or not the bank is the trustee for the tfust. However, the CIP
rule also provides that, based on the bank’s risk assessment of a new*agcefint opened by a
customer that is not an individual, the bank may need “to obtain information about”

30 Asset management accounts can be trust or agency accounts and are managed by the bank.

3! The Office of the Comptroller of the Currency and the Office of Thrift Supervision use the broader term
“fiduciary capacity” instead of “trust.” Fiduciary capacity includes a trustee, an executor, an administrator,
a registrar of stocks and bonds, a transfer agent, a guardian, an assignee, a receiver, or a custodian under a
uniform gifts to minors act; an investment adviser, if the bank receives a fee for its investment advice; and
any capacity in which the bank possesses investment discretion on behalf of another (12 CFR 9.2(e) and 12
CFR 550.30).

32 For purposes of national banks and Office of Thrift Supervision-regulated savings associations, certain
investment management activities, such as providing investment advice for a fee, are “fiduciary” in nature.
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individuals with authority or control over such an account, including signatories, in order
to verify the customer’s identity.”* For example, in certain circumstances involving
revocable trusts, the bank may need to gather information about the settlor, grantor,
trustee, or other persons with the authority to direct the trustee, and who thus have
authority or control over the account, in order to establish the true identity of the
customer.

In the case of an escrow account, if a bank establishes an account in the name of a third
party, such as a real estate agent, who is acting as escrow agent, then the bank’s customer
is the escrow agent. If the bank is the escrow agent, then the person who establishes the
account is the bank’s customer. For example, if the purchaser of real estate directly
opens an escrow account and deposits funds to be paid to the seller upon satisfaction of
specified conditionsy the bank’s customer will be the purchaser. Further, if a company in
formation establishes ‘an escrow account for investors to deposit their subscriptions
pending receipt of awequited minimum amount, the bank’s customer will be the company
in formation (or if not y@t a‘legal entity, the person opening the account on its behalf).
However, the CIP rule also provides that, based on the bank’s risk assessment of a new
account opened by aleustomer thatyis not an individual, the bank may need “to obtain
information about” indiwidualsiwithjauthority or control over such an account, including
signatories, in order to verify the customer’s identity.”*

Risk Factors

Trust and asset management accountsiiincluding agency relationships, present BSA/AML
concerns similar to those of deposit taking; lending, and other traditional banking
activities. Concerns are primarily due to thefinique relationship structures involved
when the bank handles trust and agency activities, stich a$:

e Personal and court-supervised accounts.

e Trust accounts formed in the private banking department,
e Asset management and investment advisory accounts.

e Global and domestic custody accounts.

e Securities lending.

e Employee benefit and retirement accounts.

e Corporate trust accounts.

233 Refer to 31 CFR 103.121(b)(2)(ii)(C).
234 |d
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e Transfer agent accounts.
e Other related business lines.

As in any account relationship, money laundering risk may arise from trust and asset
management activities. When misused, trust and asset management accounts can conceal
the sources and uses of funds, as well as the identity of beneficial and legal owners.
Customers and account beneficiaries may try to remain anonymous in order to move
illicit funds or avoid scrutiny. For example, customers may seek a certain level of
anonymity by creating private investment companies (PIC),** offshore trusts, or other
investment entities that hide the true ownership or beneficial interest of the trust.

Risk Mitigation

Managemeit should.develop policies, procedures, and processes that enable the bank to
identify unusual accoung’relationships and circumstances, questionable assets and sources
of assets, and other pétential ateas of risk (e.g., offshore accounts, PICs, asset protection
trusts (APT),>® agéney accountsgand unidentified beneficiaries). While the majority of
traditional trust and asset management accounts will not need EDD, management should
be alert to those situations that need“additional review or research.

Customer Comparison Against Lists

The bank must maintain required CIRdnformationand complete the required one-time
check of trust account names against sectioht 3 L4(a) search requests. The bank should
also be able to identify customers who may bépolitically exposed persons (PEP), doing
business with or located in a jurisdiction designatedds “primary money laundering
concern” under section 311 of the USA PATRIQT Actffor match OFAC lists.*” As a
sound practice, the bank should also determine the identity oflother parties that may have
control over the account, such as grantors or co-trustees, Reéfer t0'the core overview
section, “Information Sharing,” pages 97 to 102, and expanded@verview section,
“Politically Exposed Persons,” pages 297 to 300, for additiénal guidances

3 For additional guidance on PICs, refer to the expanded overview section, “Businéssintities (Domestic
and Foreign),” pages 323 to 328.

% APTs are a special form of irrevocable trust, usually created (settled) offshore for the principal purposes
of preserving and protecting part of one’s wealth against creditors. Title to the asset is transferred to a
person named as the trustee. APTs are generally tax neutral with the ultimate function of providing for the
beneficiaries.

7 Management and examiners should be aware that OFAC list-matching is not a BSA requirement.
However, because trust systems are typically separate and distinct from bank systems, verification of these
checks on the bank system is not sufficient to ensure that these checks are also completed in the trust and
asset management department. Moreover, OFAC’s position is that an account beneficiary has a future or
contingent interest in funds in an account and, consistent with a bank’s risk profile, beneficiaries should be
screened to assure OFAC compliance. Refer to the core overview section, “Office of Foreign Assets
Control,” pages 147 to 156, for additional guidance.
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Circumstances Warranting Enhanced Due Diligence

Management should assess account risk on the basis of a variety of factors, which may
include:

e Type of trust or agency account and its size.
e Types and frequency of transactions.

e Country of residence of the principals or beneficiaries, or the country where
established, or source of funds.

e Accounts anddgransactions that are not usual and customary for the customer or for the
bank.

e Stringent documentation, verification, and transaction monitoring procedures should
be established for accounts that management considers as higher risk. Typically,
employee benefit'accounts and court-supervised accounts are among the lowest
BSA/AML risks:.

The following are examples of situations in which EDD may be appropriate:
e Bank is entering into a relationghip with'a new customer.

e Account principals or beneficiaries sesidedin a foreign jurisdiction, or the trust or its
funding mechanisms are established offshore

e Assets or transactions are atypical for the type and chasacter of the customer.
e Account type, size, assets, or transactions are‘atypical for the bank.

e International funds transfers are conducted, partictlasly'thretigh‘effshore funding
sources.

e Accounts are funded with easily transportable assets such as, gemstones,precious
metals, coins, artwork, rare stamps, or negotiable instruments.

e Accounts or relationships are maintained in which the identities of the principals, or
beneficiaries, or sources of funds are unknown or cannot easily be determined.

e Accounts benefit charitable organizations or other nongovernmental organizations
(NGO) that may be used as a conduit for illegal activities.>*

e Interest on lawyers’ trust accounts (IOLTA) holding and processing significant dollar
amounts.

¥ For additional guidance, refer to the expanded overview section, “Nongovernmental Organizations and
Charities,” pages 320 to 321.
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e Account assets that include PICs.

e PEPs are parties to any accounts or transactions.

Q
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Examination Procedures

Trust and Asset Management Services

Objective. Assess the adequacy of the bank’s policies, procedures, processes, and
systems to manage the risks associated with trust and asset management®* services, and
management’s ability to implement effective due diligence, monitoring, and reporting
systems.

If this is a standalone trust examination, refer to the core examination procedures,
“Scoping and Planning,” pages 19 to 21, for comprehensive guidance on the BSA/AML
examination scop€-yln such instances, the trust examination may need to cover additional
areas, including trainthg, the BSA compliance officer, independent review, and follow-up
items.

1. Review the polici€s,procedures, and processes related to trust and asset management
services. Evaldate thetadequacy of the policies, procedures, and processes given the
bank’s trust and asset management activities and the risks they present. Assess
whether the controls arg adequate to reasonably protect the bank from money
laundering and terrorist finaneing;

2. Review the bank’s procedures for gatheting additional identification information,
when necessary, about the settlog, grantorgfrustee, or other persons with authority to
direct a trustee, and who thus have authérity0r control over the account, in order to
establish a true identity of the custonier.

3. From a review of MIS and internal risk rating factors; determine whether the bank
effectively identifies and monitors trust and assetdnanagement relationships,
particularly those that pose a higher risk for money laundering:

4. Determine how the bank includes trust and asset management,relationships in a bank-
wide or, if appropriate, firm-wide BSA/AML aggregation,systems.

5. Determine whether the bank’s system for monitoring trust and asset management
relationships for suspicious activities, and for reporting of suspi€ious agtivities, is
adequate given the bank’s size, complexity, location, and types of customer
relationships.

6. If appropriate, refer to the core examination procedures, “Office of Foreign Assets
Control,” pages 157 to 159, for guidance.

39 Asset management accounts can be trust or agency accounts and are managed by the bank.

FFIEC BSA/AML Examination Manual 291 04/29/2010



Trust and Asset Management Services — Examination Procedures

Transaction Testing

7. On the basis of the bank’s risk assessment of its trust and asset management
relationships, as well as prior examination and audit reports, select a sample of
higher-risk trust and asset management services relationships. Include relationships
with grantors and co-trustees, if they have authority or control, as well as any higher-
risk assets such as private investment companies (PIC) or asset protection trusts.
From the sample selected, perform the following examination procedures:

= Review account opening documentation, including the CIP, to ensure that
adequate due diligence has been performed and that appropriate records are
maintained.

= Reviewaccount statements and, as necessary, specific transaction details.
Compare expécteditransactions with actual activity.

= Determing whéther actual activity is consistent with the nature of the customer’s
business and the stated purpose of the account.

= Identify any unusualor Suspi€ious activity.

8. On the basis of examinatiengproeedurcsicompleted, including transaction testing,
form a conclusion about the adéquacy of policies, procedures, and processes
associated with trust and asset managementrelationships.
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EXPANDED EXAMINATION
OVERVIEW AND PROCEDURES FOR
PERSONS AND ENTITIES

Nonresident Aliens and Foreign Individuals
— Overview

Objective. AssesSithe adequacy of the bank’s systems to manage the risks associated
with transactigns invalving accounts held by nonresident aliens (NRA) and foreign
individualsgand management’s ability to implement effective due diligence, monitoring,
and reporting systems.

Foreign individualsimaintaining relationships with U.S. banks can be divided into two
categories: resident aliens and fonresident aliens. For definitional purposes, an NRA is a
non-U.S. citizen who: (1) is'hot'@lawful permanent resident of the United States during
the calendar year and who dees not meetthe substantial presence test,* or (ii) has not
been issued an alien registration regeipt cardy also known as a green card. The IRS
determines the tax liabilities of a foreign person,and officially defines the person as a
“resident” or “nonresident.”

Although NRAs are not permanent residénts, they may have a legitimate need to establish
an account relationship with a U.S. bank. NRAs usedankgproducts and services for asset
preservation (e.g., mitigating losses due to exchange ratés), business expansion, and
investments. The amount of NRA deposits in the U.8. banking system has been
estimated to range from hundreds of billions of dollats to about $ditrillion. Even at the
low end of the range, the magnitude is substantial, both"i'ternas of the U.S. banking
system and the economy.

Risk Factors

Banks may find it more difficult to verify and authenticate an NRA aceetintholder’s
identification, source of funds, and source of wealth, which may result in BSA/AML

9 A foreign national is a resident alien if the individual is physically present in the United States for at
least 31 days in the current calendar year and present 183 days or more based on counting: all days present
during the current year, plus one-third of the days present in the preceding year, plus one-sixth of the days
present in the second preceding year. Certain days of presence are disregarded, such as (i) days spent in the
United States for a medical condition that developed while the foreign national was present in the United
States and unable to leave, (ii) days regular commuters spend traveling to or from Canada or Mexico, (iii) a
day of less than 24 hours spent while in transit between two locations outside the United States., and (iv)
days when the foreign national was an exempt individual. The individual is considered a resident alien for
federal income and employment tax purposes from the first day of physical presence in the United States in
the year that the test is satisfied. Refer to the Internal Revenue Service Web site at www.irs.gov.
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risks. The NRA’s home country may also heighten the account risk, depending on the
secrecy laws of that country. Because the NRA is expected to reside outside of the
United States, funds transfers or the use of foreign automated teller machines (ATM) may
be more frequent. The BSA/AML risk may be further heightened if the NRA is a
politically exposed person (PEP). Refer to the expanded examination procedures,
“Politically Exposed Persons,” pages 301 to 302, for further information.

Risk Mitigation

Banks should establish policies, procedures, and processes that provide for sound due
diligence and verification practices, adequate risk assessment of NRA accounts, and
ongoing monitoring and reporting of unusual or suspicious activities. The following
factors are to befeonsidered when determining the risk level of an NRA account:

e Accourntholder’sshome, country.

e Types of products’and services used.
e Forms of identification.

e Source of wealth and funds.

e Unusual account activity.

NRA customers may request W-8 statusfor 4.S. téx withholding. In such cases, the
NRA customer completes a W-8 form, whiich attests to the customer’s foreign and U.S.
tax-exempt status. While it is an IRS form, @W-8 is nét sent to the IRS, but is
maintained on file at the bank to support the lackloffany #axywvithholding from earnings.*'

The bank’s CIP should detail the identification requirements for opening an account for a
non-U.S. person, including an NRA. The program sheuld.include the use of
documentary and nondocumentary methods to verify a customiety, In addition, banks must
maintain due diligence procedures for private banking accounts fognon-#.S. persons,
including those held for PEPs or senior foreign political figures, Refefto the core
overview and examination procedures, “Private Banking Due Diligénce Program (Non-
U.S. Persons),” pages 130 to 137, and the expanded overview and eXaminafton
procedures, “Politically Exposed Persons,” pages 297 to 302.

241 Additional information can be found at www.irs.gov/formspubs. Also refer to IRS Bulletin 515
Withholding of Tax on Nonresident Aliens and Foreign Entities.

FFIEC BSA/AML Examination Manual 294 04/29/2010


http://www.irs.gov/formspubs

Nonresident Aliens and Foreign Individuals — Examination Procedures

Examination Procedures

Nonresident Aliens and Foreign Individuals

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with transactions involving accounts held by nonresident aliens (NRA) and foreign
individuals, and management’s ability to implement effective due diligence, monitoring,
and reporting systems.

1.

Review the bank’s policies, procedures, and processes related to NRA and foreign
individual accounts. Evaluate the adequacy of the policies, procedures, and processes
given the bank*$,nonresident alien and foreign individual activities and the risks they
represent.#Assess Whether the controls are adequate to reasonably protect the bank
from méney laundering and terrorist financing.

From a review ofMIS andjinternal risk rating factors, determine whether the bank
effectively idenftifies and monitors higher-risk NRA and foreign individual accounts.

Determine whether the bank®s system of monitoring NRA and foreign individual
accounts for suspicioustactivities, and for reporting of suspicious activities, is
adequate based on the complexity of thesbank’s NRA and foreign individual
relationships, the types of products usedby NRAs and foreign individuals, the home
countries of the NRAs, and the'seurce of fidinds,and wealth for NRAs and foreign
individuals.

If appropriate, refer to core examinationéprocedures, “Office of Foreign Assets
Control,” pages 157 to 159, for further guidanceé.

Transaction Testing

5.

On the basis of the bank’s risk assessment of its NRA and foreign individual
accounts, as well as prior examination and audit reports, Select a sample of higher-
risk NRA accounts. Include the following risk factors:

= Account for resident or citizen of a higher-risk jurisdiction.
= Account activity is substantially currency based.

= NRA or foreign individual who uses a wide range of bank services, particularly
correspondent services.

= NRA or foreign individual for whom the bank has filed a SAR.
From the sample selected, perform the following examination procedures:

= Review the customer due diligence information, including CIP information, if
applicable.
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= Review account statements and, as necessary, transaction details to determine
whether actual account activity is consistent with expected activity. Assess
whether transactions appear unusual or suspicious.

= For W-8 accounts, verify that appropriate forms have been completed and
updated, as necessary. Review transaction activity and identify patterns that
indicate U.S. resident status or indicate other unusual and suspicious activity.

7. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with NRA accounts.

Q
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Politically Exposed Persons — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with senior foreign political figures, often referred to as ““politically exposed persons™
(PEP), and management’s ability to implement effective risk-based due diligence,
monitoring, and reporting systems. If the relationship is a private banking account **
refer to core overview section, “Private Banking Due Diligence Program (Non-U.S.
Persons),” pages 130 to 134, for guidance.

Banks should take all reasonable steps to ensure that they do not knowingly or
unwittingly assist in hiding or moving the proceeds of corruption by senior foreign
political figures, their families, and their associates. Because the risks presented by PEPs
will vary by cuStometyproduct/service, country, and industry, identifying, monitoring,
and designindg comtrols for these accounts and transactions should be risk-based.

The term “politi¢ally gxposedyperson” generally includes a current or former senior
foreign political figlire, their immediate family, and their close associates. Interagency
guidance issued in January 2001 offers banks resources that can help them to determine
whether an individual is’a PEP# Mere specifically:

e A “senior foreign politicalfigureg’ is a senior official in the executive, legislative,
administrative, military or judi€ial branches of a foreign government (whether elected
or not), a senior official of a major foreigngolitical party, or a senior executive of a
foreign government-owned corporationd* Indddition, a senior foreign political figure
includes any corporation, business, offothef entity that has been formed by, or for the
benefit of, a senior foreign political figute.

e The “immediate family” of a senior foreign peliti¢al figure typically includes the
figure’s parents, siblings, spouse, children, and 1n:laws.

22 For purposes of 31 CFR 103.178, a “private banking account” is an account (or afty combination of
accounts) maintained at a bank that satisfies all three of the following criteria:

e Requires a minimum aggregate deposit of funds or other assets of not less tham$1,000,000;

e s established on behalf of or for the benefit of one or more non-U.S. persons who are direct or
beneficial owners of the account.; and

e Isassigned to, or is administered by, in whole or in part, an officer, employee, or agent of a bank
acting as a liaison between the covered financial institution and the direct or beneficial owner of the
account.

%3 Guidance on Enhanced Scrutiny for Transactions that may Involve the Proceeds for Foreign Official
Corruption issued by the U.S. Treasury, Board of Governors of the Federal Reserve System, Federal
Deposit Insurance Corporation, Office of the Comptroller of the Currency, Office of Thrift Supervision,
and the U.S. Department of State, January 2001.

It is important to note that while government-owned corporations may present risks of their own, the
government-owned corporations themselves are not within the definition of a “senior foreign political
figure.”
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e A “close associate” of a senior foreign political figure is a person who is widely and
publicly known to maintain an unusually close relationship with the senior foreign
political figure, and includes a person who is in a position to conduct substantial
domestic and international financial transactions on behalf of the senior foreign
political figure.

The definition of senior official or executive must remain sufficiently flexible to capture
the range of individuals who, by virtue of their office or position, potentially pose a risk
that their funds may be the proceeds of foreign corruption.** Titles alone may not
provide sufficient information to determine if an individual is a PEP, because
governments are organized differently from jurisdiction to jurisdiction. In those cases
when a bank files a SAR concerning a transaction that may involve the proceeds of
foreign corruptieh, BinCEN has instructed banks to include the term “foreign corruption”
in the narratiy@portionyof the SAR.** Banks should establish risk-based controls and
procedures that include reasonable steps to ascertain the status of an individual as a PEP
and to conduct risk-baséd sctutiny of accounts held by these individuals. Risk will vary
depending on other factogs such as products and services used and size or complexity of
the account relationship. Banksfalso should consider various factors when determining if
an individual is a PEP tacluding:

e Official responsibilities ‘0f the individaal s office.
e Nature of the title (e.g., honorary or salaried),

e Level and nature of authority or influenée oy€t government activities or other
officials.

e Access to significant government assets or funds.

In determining the acceptability of higher-risk accotints, a bank should be able to obtain
sufficient information to determine whether an individualg$ or 4§ notya PEP. For
example, when conducting due diligence on a higher-risk acéount, it would be usual for a
bank to review a customer’s income sources, financial information;’andgprefessional
background. These factors would likely require some review ofypast@nd present
employment as well as general references that may identify a custémer’s status as a PEP.
Moreover, a bank should always keep in mind that identification of a%eustémer’s status as
a PEP should not automatically result in a higher-risk determination; it is only one factor
the bank should consider in assessing the risk of a relationship.

Ascertaining whether a customer has a close association with a senior foreign political
figure can be difficult, although focusing on those relationships that are “widely and
publicly known” provides a reasonable limitation on expectations to identify close
associates as PEPs. However, banks that have actual knowledge of a close association

571 Fed. Reg. 495-515.

246 Refer to FIN-2008-G005, Guidance to Financial Institutions on Filing Suspicious Activity Reports
regarding the Proceeds of Foreign Corruption, April 17, 2008, at www.fincen.gov.
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should consider their customer a PEP, even if such association is not otherwise widely or
publicly known. Banks are expected to follow reasonable steps to ascertain the status of
an individual, and the federal banking agencies and FinCEN recognize that these steps
may not uncover all close associations.

Risk Factors

In high-profile cases over the past few years, PEPs have used banks as conduits for their
illegal activities, including corruption, bribery, and money laundering. However, not all
PEPs present the same level of risk. This risk will vary depending on numerous factors,
including the PEP’s geographic location, industry, or sector, position, and level or nature
of influence or authority. Risk may also vary depending on factors such as the purpose of
the account, thedctual or anticipated activity, products and services used, and size or
complexity of'the account relationship.

As a result of these factors, some PEPs may be lower risk and some may be higher risk
for foreign corruptiofi ormoney laundering. Banks that conduct business with dishonest
PEPs face substantiahreputationabgisk, additional regulatory scrutiny, and possible
supervisory action. Reéd,flags regarding transactions that may be related to the proceeds
of foreign corruption are listed 1mythe January 2001 interagency guidance. Banks also
should be alert to a PEP’s aceess to,and céntrol or influence over, government or
corporate accounts; the level of inyolvementof intermediaries, vendors, shippers, and
agents in the industry or sector in which the PEP operates; and the improper use of
corporate vehicles and other legal entities to@bscute ownership.

Risk Mitigation

Banks should exercise reasonable judgment in designifig and implementing policies,
procedures, and processes regarding PEPs. Banks should obtain risk-based due diligence
information on PEPs and establish policies, procedurcspand processes that provide for
appropriate scrutiny and monitoring. Having appropriate risk-based account opening
procedures for large-dollar or higher-risk products and serviees is ctitical:§The opening
of an account is the prime opportunity for the bank to gather infermation forall
customers, including PEPs. Commensurate with the identified lev€l of risk /due diligence
procedures should include, but are not necessarily limited to, the following:

e Identify the accountholder and beneficial owner, including the nominal and beneficial
owners of companies, trusts, partnerships, private investment companies, or other
legal entities that are accountholders.

e Seek information directly from the account holder and beneficial owner regarding
possible PEP status.

e Identify the accountholder’s and beneficial owner’s countr(ies) of residence and the
level of risk for corruption and money laundering associated with these jurisdictions.

e Obtain information regarding employment, including industry and sector and the
level of risk for corruption associated with the industries and sectors.
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o Check references, as appropriate, to determine whether the account holder and
beneficial owner is or has been a PEP.

e Identify the account holder’s and beneficial owner’s source of wealth and funds.

e Obtain information on immediate family members or close associates either having
transaction authority over the account or benefiting from transactions conducted
through the account.

e Determine the purpose of the account and the expected volume and nature of account
activity.

e Make reasonable efforts to review public sources of information. These sources will
vary depending upon each situation; however, banks should check the accountholder
and anydeneficial owners of legal entities against reasonably accessible public
sources of informatiofi(e.g., government databases, major news publications,
commercial databases andyther databases available on the Internet, as appropriate).

PEP accounts are notilimited toflafge or internationally focused banks. A PEP can open
an account at any bank,¥egardless of)its size or location. Banks should have risk-based
procedures for identifying PEP agcounts and assessing the degree of risks involved,
which will vary. Managementsshould be involved in the decision to accept a PEP
account. If management determings after-the-fact that an account is a PEP account, it
should evaluate the risks and take appropriatesteps. The bank should exercise additional,
reasonable due diligence with regard t0 suchacceunts. For example, the bank may
increase reference inquiries, obtain additiohaldackground information on the PEP from
branches or correspondents operating in thef€lient’s héme country, and make reasonable
efforts to consult publicly available information so@ircesé Ongoing risk-based monitoring
of PEP accounts is critical to ensuring that the accouats are being used as anticipated.
Refer to core overview section, “Private Banking Due, Diligefice Program (Non-U.S.
Persons),” pages 130 to 134, for expectations regarding prtvatelbanking relationships
with PEPs.
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Examination Procedures

Politically Exposed Persons

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with senior foreign political figures, often referred to as “politically exposed persons™
(PEP), and management’s ability to implement effective risk-based due diligence,
monitoring, and reporting systems. If the relationship is a private banking account '
refer to core overview section, “Private Banking Due Diligence Program (Non-U.S.
Persons,” pages 130 to 134, for guidance.

1. Review thegisk=based policies, procedures, and processes related to PEPs. Evaluate
the adequacyyof the policies, procedures, and processes given the bank’s PEP
accounts and thé*riskssthey present. Assess whether the risk-based controls are
adequate to reasondbly ptetect the bank from being used as a conduit for money
laundering, cormdption, and terrorist financing.

2. Review the proceduses for Opening PEP accounts. Identify management’s role in the
approval and ongoing risk-based monitoring of PEP accounts.

3. From a review of MIS and internal risk rating factors, determine whether the bank
effectively identifies and monitors PEP relationships, particularly those that pose a
higher risk for corruption, moneyalaundering, and terrorist financing.

4. Determine whether the bank’s systen¥forainonitoring PEPs for suspicious activities,
and for reporting of suspicious activities; 1s adequate given the bank’s size,
complexity, location, and types of customer relation$Ships:

5. [If appropriate, refer to core examination procedutes, “Office of Foreign Assets
Control,” pages 157 to 159, for guidance.

Transaction Testing

6. On the basis of the bank’s risk assessment of its PEP relationships, as well as prior
examination and audit reports, select a sample of PEP accounts. Eremi'the sample
selected, perform the following examination procedures:

7 For purposes of 31 CFR 103.178, a “private banking account” is an account (or any combination of
accounts) maintained at a bank that satisfies all three of the following criteria:

e Requires a minimum aggregate deposit of funds or other assets of not less than $1,000,000.

e Is established on behalf of or for the benefit of one or more non-U.S. persons who are direct or
beneficial owners of the account. And

e Isassigned to, or is administered by, in whole or in part, an officer, employee, or agent of a bank
acting as a liaison between the covered financial institution and the direct or beneficial owner of the
account.
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= Determine compliance with regulatory requirements and with the bank’s
established policies, procedures, and processes related to PEPs.

= Review transaction activity for accounts selected. If necessary, request and
review specific transactions.

= [fthe analysis of activity and customer due diligence information raises concerns,
hold discussions with bank management.

7. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with PEPs.

Q
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Embassy and Foreign Consulate Accounts —
Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with transactions involving embassy and foreign consulate accounts, and management’s
ability to implement effective due diligence, monitoring, and reporting systems.

Embassies contain the offices of the foreign ambassador, the diplomatic representative,
and their staff. The embassy, led by the ambassador, is a foreign government’s official
representation in the United States (or other country). Foreign consulate offices act as
branches of the emibassy and perform various administrative and governmental functions
(e.g., issuing visas and handling immigration matters). Foreign consulate offices are
typically logated'in major metropolitan areas. In addition, foreign ambassadors’
diplomatic representatives;itheir families, and their associates may be considered
politically exposed pefsens (PEP) in certain circumstances.**

Embassies and foreign, consulates i the United States require access to the banking
system to meet many ofitheir day-to~day financial responsibilities. Such services can
range from account relationships for operational expenses (e.g., payroll, rent, and
utilities) to inter- and intragoverfimeftal transactions (e.g., commercial and military
purchases). In addition to official @mbassy @ccounts, some banks provide ancillary
services or accounts to embassy staff, familiesgfland current or prior foreign government
officials. Each of these relationships posesdifferént levels of risk to the bank.

Embassy accounts, including those accountsffor a speeific embassy office such as a
cultural or education ministry, a defense attaché oraninisfryor any other account, should
have a specific operating purpose stating the offieial fiinction of the foreign government
office. Consistent with established practices for buSiness relationships, these embassy
accounts should have written authorization by the foreignsgoveriment.

Risk Factors

To provide embassy and foreign consulate services, a U.S. bank m@y need to maintain a
foreign correspondent relationship with the embassy’s or foreign consulaté’s bank.
Banks conducting business with foreign embassies or consulates should assess and
understand the potential risks of these accounts and should develop appropriate policies,
procedures, and processes. Embassy or foreign consulate accounts may pose a higher
risk in the following circumstances:

e Accounts are from countries that have been designated as higher risk.

e Substantial currency transactions take place in the accounts.

¥ For additional guidance, refer to the expanded overview section, “Politically Exposed Persons,” pages
297 to 300.
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e Account activity is not consistent with the purpose of the account (e.g., pouch activity
or payable upon proper identification transactions).

e Accounts directly fund personal expenses of foreign nationals, including but not
limited to expenses for college students.

e Official embassy business is conducted through personal accounts.
Risk Mitigation

Banks should obtain comprehensive due diligence information on embassy and foreign
consulate account relationships. For private banking accounts for non-U.S. persons
specifically, bankS'must obtain due diligence information as required by 31 CFR
103.178.** Thébank*s,due diligence related to embassy and foreign consulate account
relationship§ shouldbe commensurate with the risk levels presented. In addition, banks
are expected to establish'policies, procedures, and processes that provide for greater
scrutiny and monitoginglef all'embassy and foreign consulate account relationships.
Management shouldifully Wndesstand the purpose of the account and the expected volume
and nature of account agtivity. Ongging monitoring of embassy and foreign consulate
account relationships is crifical to,efisuring that the account relationships are being used
as anticipated.

¥ For additional guidance, refer to the core sectionfoveryiéw, “Private Banking Due Diligence Program
(Non-U.S. Persons),” pages 130 to 134.
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Examination Procedures

Embassy and Foreign Consulate Accounts

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with transactions involving embassy and foreign consulate accounts, and management’s
ability to implement effective due diligence, monitoring, and reporting systems.

1.

Review the policies, procedures, and processes related to embassy and foreign
consulate accounts. Evaluate the adequacy of the policies, procedures, and processes
given the bank’s embassy and foreign consulate accounts and the risks they present
(e.g., numberfofiaccounts, volume of activity, and geographic locations). Assess
whether the'eontrols are adequate to reasonably protect the bank from money
laundering andwerfrorist financing.

Identify seni@r management’s role in the approval and ongoing monitoring of
embassy and foteign consulate accounts. Determine whether the board is aware of
embassy banking agtivitiesiand Whether it receives periodic reports on these activities.

From a review of MIS and internalsisk rating factors, determine whether the bank
effectively identifies and Mi@niters embassy and foreign consulate accounts,
particularly those that pose a higher risk'for money laundering.

Determine whether the bank’s system fof momitoring embassy and foreign consulate
accounts for suspicious activities, andffor géporting of suspicious activities, is
adequate given the bank’s size, complexity, location, and types of customer
relationships.

If appropriate, refer to the core examination pro€edures, Office of Foreign Assets
Control,” pages 157 to 159, for guidance.

Transaction Testing

6.

On the basis of the bank’s risk assessment of its embassy and féreign consulate
accounts, as well as prior examination and audit reports, select a'sample of embassy
and foreign consulate accounts. From the sample selected, perform the following
examination procedures:

= Determine compliance with regulatory requirements and with the bank’s
established policies, procedures, and processes.

= Review the documentation authorizing the ambassador or the foreign consulate to
conduct banking in the United States.

= Review transaction activity for accounts selected. If necessary, request and
review specific transactions.
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7. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with embassy and foreign consulate accounts.

Q
//DO
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Nonbank Financial Institutions — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with accounts of nonbank financial institutions (NBFI), and management’s ability to
implement effective monitoring and reporting systems.

NBFIs are broadly defined as institutions other than banks that offer financial services.
The USA PATRIOT Act has defined a variety of entities as financial institutions.*’
Common examples of NBFIs include, but are not limited to:

e (Casinos and card clubs.

e Securities and commodities firms (e.g., brokers/dealers, investment advisers, mutual
funds, hedgedunds, or commodity traders).

e Money serviges businesses (MSB).>'
e Insurance companies.

e Other financial institutions (€.g.5 dealers in precious metals, stones, or jewels;
pawnbrokers; loan or finance companies).

Some NBFIs are currently required to develop an AML program, comply with the
reporting and recordkeeping requirements of the BSA, and report suspicious activity, as
are banks. NBFIs typically need access tobanking services in order to operate.

Although NBFIs maintain operating accountsgat banks,the BSA does not require, and
neither FinCEN nor the federal banking agencies/expéct, banks to serve as the de facto
regulator of any NBFI industry or individual NBEFcustémery Furthermore, while banks
are expected to manage risk associated with all accounts, including NBFI accounts, banks
will not be held responsible for their customers’ compliancedwithithe BSA and other
applicable federal and state laws and regulations.

Risk Factors

NBFI industries are extremely diverse, ranging from large multi-national cerporations to
small, independent businesses that offer financial services only as an afiéillary component
to their primary business (e.g., grocery store that offers check cashing). The range of
products and services offered, and the customer bases served by NBFIs, are equally

29 Refer to Appendix D (“Statutory Definition of Financial Institution”) for guidance.

21 MSBs include five distinct types of financial services providers and the U.S. Postal Service: (1) currency
dealers or exchangers; (2) check cashers; (3) issuers of traveler’s checks, money orders, or stored value;

(4) sellers or redeemers of traveler’s checks, money orders, or stored value; and (5) money transmitters.
There is a threshold requirement for businesses in the first four categories: a business that engages in such
transactions will not be considered an MSB if it does not engage in such transactions in an amount greater
than $1,000 for any person on any day in one or more transactions (31 CFR 103.11(uu)). FinCEN routinely
publishes administrative letter rulings that address inquiries regarding whether persons who engage in
certain specific business activities are MSBs. Refer to www.fincen.gov/financial_institutions/rulings.html.
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diverse. As a result of this diversity, some NBFIs may be lower risk and some may be
higher risk for money laundering.

Banks that maintain account relationships with NBFIs may be exposed to a higher risk
for potential money laundering activities because many NBFIs:

e Lack ongoing customer relationships and require minimal or no identification by
customers.

e Maintain limited or inconsistent recordkeeping on customers and transactions.
e Engage in frequent currency transactions.
e Are subject 40 varying levels of regulatory requirements and oversight.

e Can quickly change their product mix or location and quickly enter or exit an
operation.

e Sometimes operate without peoper registration or licensing.
Risk Mitigation

Banks that maintain account relatioiships with NBFIs should develop policies,
procedures, and processes to:

e Identify NBFI relationships.
e Assess the potential risks posed by the NBFI telationships.

e Conduct adequate and ongoing due diligence‘on the NBFIrelationships when
necessary.

e Ensure NBFI relationships are appropriately considered @ithin the'bank’s suspicious
activity monitoring and reporting systems.

Risk Assessment Factors

Banks should assess the risks posed by their NBFI customers and direct their resources
most appropriately to those accounts that pose a more significant money laundering risk.

The following factors may be used to help identify the relative risks within the NBFI
portfolio. Nevertheless, management should weigh and evaluate each risk assessment
factor to arrive at a risk determination for each customer and to prioritize oversight
resources. Relevant risk factors include:

e Types of products and services offered by the NBFI.

e Locations and markets served by the NBFI.
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e Anticipated account activity.
e Purpose of the account.

A bank’s due diligence should be commensurate with the level of risk of the NBFI
customer identified through its risk assessment. If a bank’s risk assessment indicates
potential for a heightened risk of money laundering or terrorist financing, it will be
expected to conduct further due diligence in a manner commensurate with the heightened
risk.

Providing Banking Services to
Money Seryices Businesses

FinCEN anddghefederal banking agencies issued interpretive guidance on April 26, 2005,
to clarify the BSA réquiteiments and supervisory expectations as applied to accounts
opened or maintained for MSBs.** With limited exceptions, many MSBs are subject to
the full range of BSA regulatory requirements, including the anti-money laundering
program rule, suspiciQus activify afid currency transaction reporting rules, and various
other identification andtecordkeeping rules.”’ Existing FinCEN regulations require
certain MSBs to register with FinCEN_2* Finally, many states have established
supervisory requirements, oftémfincliiding the requirement that an MSB be licensed with
the state(s) in which it is incorporated or does business.

The following regulatory expectations‘applyfto bafiks with MSB customers:

32 Refer to Interagency Interpretive Guidance on Providing Bankdftg Services to Money Services
Businesses Operating in the United States, April 26, 2005, available at www.fincen.gov.

233 Refer to 31 CFR 103.125 (requirement for money services businessés (M8Bs)to establish and maintain
an anti-money laundering program); 31 CFR 103.22 (requirement for MSBsito file‘Currency Transaction
Reports); 31 CFR 103.20 (requirement for MSBs to file Suspicious Activity Reports, other than for check
cashing and stored value transactions); 31 CFR 103.29 (requirement for MSBs that s¢ll money orders,
traveler’s checks, or other monetary instruments for currency to verify the identityfof the customer and
create and maintain a record of each currency purchase between $3,000 and $10,000, inclusive); 31

CFR 103.33(f) and (g) (rules applicable to certain transmittals of funds); and 31 CER 103377 (additional
recordkeeping requirement for currency exchangers including the requirement to create and maintain a
record of each exchange of currency in excess of $1,000).

24 Refer to 31 CFR 103.41. All MSBs must register with FinCEN (whether or not licensed as an MSB by
any state) except: a business that is an MSB solely because it serves as an agent of another MSB; a business
that is an MSB solely as an issuer, seller, or redeemer of stored value; the U.S. Postal Service; and agencies
of the United States, of any state, or of any political subdivision of any state. A business that acts as an
agent for a principal or principals engaged in MSB activities, and that does not on its own behalf perform
any other services of a nature or value that would cause it to qualify as an MSB, is not required to register
with FInCEN. FinCEN has issued guidance on MSB registration and de-registration. Refer to FIN-2006-
G006, Registration and De-Registration of Money Services Businesses, February 3, 2006, at

www.fincen.gov.
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e The BSA does not require, and neither FinCEN nor the federal banking agencies
expect, banks to serve as the de facto regulator of any type of NBFI industry or
individual NBFI customer, including MSBs.

e While banks are expected to manage risk associated with all accounts, including MSB
accounts, banks will not be held responsible for the MSB’s BSA/AML program.

e Not all MSBs pose the same level of risk, and not all MSBs will require the same
level of due diligence. Accordingly, if a bank’s assessment of the risks of a particular
MSB relationship indicates a lower risk of money laundering or other illicit activity, a
bank is not routinely expected to perform further due diligence (such as reviewing
information about an MSB’s BSA/AML program) beyond the minimum due
diligence expéctations. Unless indicated by the risk assessment of the MSB, banks
are not expected toyroutinely review an MSB’s BSA/AML program.

MSB Risk Assessment

An effective risk assessment should be a composite of multiple factors, and depending
upon the circumstances, certaift factors may be given more weight than others. The
following factors may be used toyhelp identify the level of risk presented by each MSB
customer:

e Purpose of the account.

e Anticipated account activity (type and yolumé).

e Types of products and services offered by the MSB:
e Locations and markets served by the MSB.

Bank management may tailor these factors based on their custonderibase or the
geographic locations in which the bank operates. Managementshouldyveigh and
evaluate each risk assessment factor to arrive at a risk determination for gach customer.
A bank’s due diligence should be commensurate with the levelof riskd@assigned to the
MSB customer, after consideration of these factors. If a bank’s risklassessment indicates
potential for a heightened risk of money laundering or terrorist finanging, the bank will
be expected to conduct further due diligence in a manner commensurate with the
heightened risk.

MSB Risk Mitigation

A bank’s policies, procedures, and processes should provide for sound due diligence and
verification practices, adequate risk assessment of MSB accounts, and ongoing
monitoring and reporting of unusual or suspicious activities. A bank that establishes and
maintains accounts for MSBs should apply appropriate, specific, risk-based, and where
necessary, EDD policies, procedures, and controls.

The factors below, while not all inclusive, may reduce or mitigate the risk in some MSB
accounts:
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e MSB is registered with FinCEN and licensed with the appropriate state(s), if required.

e MSB confirms it is subject to examination for AML compliance by the IRS or the
state(s), if applicable.*”

e MSB affirms the existence of a written BSA/AML program and provides the BSA
officer’s name and contact information.

e MSB has an established banking relationship and/or account activity consistent with
expectations.

e MSB is an established business with an operating history.

e MSB is a priiicipal with one or a few agents, or is acting as an agent for one principal.
e MSB pfovides sefvices only to local residents.

e Most of the MSB/s €ustomers conduct routine transactions in low dollar amounts.

e The expected (lower-risk) transaction activity for the MSB’s business operations is
consistent with information ‘@btained by bank at account opening. Examples include
the following:

= Check cashing activity [is limitedito payroll or government checks (any dollar
amount).

= Check cashing service is not effered for third-party or out-of-state checks.

e Money-transmitting activities are limited to dondestiefentities (e.g., domestic bill
payments) or limited to lower dollar amounts/(dondestic ofiinternational).

MSB Due Diligence Expectations

Registration with FinCEN, if required, and compliance withiany state-based licensing
requirements represent the most basic of compliance obligations for MSBs.9As a result, it
is reasonable and appropriate for a bank to require an MSB to proyide evidence of
compliance with such requirements, or to demonstrate that it is not sabjectfo such
requirements due to the nature of its financial services or status exclusively as an agent of
another MSB(s).

Given the importance of licensing and registration requirements, a bank should file a SAR if
it becomes aware that a customer is operating in violation of the registration or state licensing
requirement. There is no requirement in the BSA regulations for a bank to close an account

255 On December 9, 2008, FinCEN and the Internal Revenue Service released the Bank Secrecy Act/Anti-
Money Laundering Examination Manual for Money Services Businesses (MSB Exam Manual), which was
developed in collaboration with the Conference of State Bank Supervisors, the Money Transmitter
Regulators Association, and state agencies responsible for MSB regulation. Refer to the MSB Exam
Manual, available at www.fincen.gov.
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that is the subject of a SAR. The decision to maintain or close an account should be made by
bank management under standards and guidelines approved by its board of directors.

The extent to which the bank should perform further due diligence beyond the minimum
due diligence obligations set forth below will be dictated by the level of risk posed by the
individual MSB customer. Because not all MSBs present the same level of risk, not all
MSBs will require further due diligence. For example, a local grocer that also cashes
payroll checks for customers purchasing groceries may not present the same level of risk
as a money transmitter specializing in cross-border funds transfers. Therefore, the
customer due diligence requirements will differ based on the risk posed by each MSB
customer. Based on existing BSA requirements applicable to banks, the minimum due
diligence expectations associated with opening and maintaining accounts for any MSB**
are:

e Apply the bank’s.CIP.>’

e Confirm FinCENegistration, if required. (Note: registration must be renewed every
two years.)

e Confirm compliancewith state or local licensing requirements, if applicable.
e Confirm agent status, if applicabile:

e Conduct a basic BSA/AML risk assessmentfto determine the level of risk associated
with the account and whether furthe®dueddiligénce is necessary.

If the bank determines that the MSB customefpresentsé higher level of money
laundering or terrorist financing risk, EDD measuresfshould be conducted in addition to
the minimum due diligence procedures. Depending onfthe 1evel of perceived risk, and
the size and sophistication of the particular MSB, bafiking organizations may pursue
some or all of the following actions as part of an appropriaté EDD teview:

e Review the MSB’s BSA/AML program.

e Review results of the MSB’s independent testing of its AMI»pregram.
e Review written procedures for the operation of the MSB.

¢ Conduct on-site visits.

e Review list of agents, including locations, within or outside the United States, which
will be receiving services directly or indirectly through the MSB account.

236 Refer to Interagency Interpretive Guidance on Providing Banking Services to Money Services
Businesses Operating in the United States, April 26, 2005, available at www.fincen.gov.

27 Refer to 31 CFR 103.121 (FinCEN); 12 CER 21.21 (Office of the Comptroller of the Currency); 12 CFR
208.63(b), 211.5(m), 211.24(j) (Board of Governors of the Federal Reserve System); 12 CFR 326.8(b)(2)
(Federal Deposit Insurance Corporation); 12 CFR 563.177(b) (Office of Thrift Supervision); 12 CFR
748.2(b) (National Credit Union Administration).
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e Review written agent management and termination practices for the MSB.
e Review written employee screening practices for the MSB.

FinCEN and the federal banking agencies do not expect banks to uniformly require any
or all of the actions identified above for all MSBs.

Q
//I/O
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Examination Procedures

Nonbank Financial Institutions

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with accounts of nonbank financial institutions (NBFI), and management’s ability to
implement effective monitoring and reporting systems.

1. Determine the extent of the bank’s relationships with NBFIs and, for banks with
significant relationships with NBFIs, review the bank’s risk assessment of this
activity.

2. Review thefpolicies, procedures, and processes related to NBFI accounts. Evaluate
the adegiacy of the policies, procedures, and processes given the bank’s NBFI
activities and/the risks they represent. Assess whether the controls are adequate to
reasonably ptotect'the bank from money laundering and terrorist financing.

3. From review of MIS and internal risk rating factors, determine whether the bank
effectively identifies’an@ monitors NBFI accounts.

4. Determine whether the banks sy$tem for monitoring NBFI accounts for suspicious
activities, and for reporting of siispicious activities, is adequate given the nature of the
bank’s customer relationships.

Money Services Businesses

5. Consistent with the interagency guidance rel¢aseéd onfApxil 26, 2005, determine
whether the bank has policies, procedures, and prdeesses in place for accounts opened
or maintained for money services businesses (MSB) to:

= Confirm FinCEN registration, if required. (Note: regi$tration must be renewed
every two years.)

= Confirm state licensing, if applicable.
= Confirm agent status, if applicable.

= Conduct a risk assessment to determine the level of risk associated with each
account and whether further due diligence is required.

6. Determine whether the bank’s policies, procedures, and processes to assess risks
posed by MSB customers effectively identify higher-risk accounts and the amount of
further due diligence necessary.
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Transaction Testing

7. On a basis of the bank’s risk assessment of its NBFI accounts, as well as prior
examination and audit reports, select a sample of higher-risk NBFI accounts. From
the sample selected, perform the following examination procedures:

= Review account opening documentation and ongoing due diligence information.

= Review account statements and, as necessary, specific transaction details.
Compare expected transactions with actual activity.

= Determine whether actual activity is consistent with the nature of the customer’s
business afid identify any unusual or suspicious activity.

form a conclusionfabout the adequacy of policies, procedures, and processes
associated with'NB lationships.
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Professional Service Providers — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with professional service provider relationships, and management’s ability to implement
effective due diligence, monitoring, and reporting systems.

A professional service provider acts as an intermediary between its client and the bank.
Professional service providers include lawyers, accountants, investment brokers, and
other third parties that act as financial liaisons for their clients. These providers may
conduct financial dealings for their clients. For example, an attorney may perform
services for a client, or arrange for services to be performed on the client’s behalf, such as
settlement of real@state transactions, asset transfers, management of client monies,
investment se@fices, and trust arrangements.

A typical example 1S Intefest on lawyers’ trust accounts (IOLTA). These accounts
contain funds for a lawyer’s Various clients, and act as a standard bank account with one
unique feature: Thefinterest earned on the account is ceded to the state bar association or
another entity for public interest and,pro bono purposes.

Risk Factors

In contrast to escrow accounts that are set up to serve individual clients, professional
service provider accounts allow for‘engoing bésiness transactions with multiple clients.
Generally, a bank has no direct relationshipfwithé@r knowledge of the beneficial owners
of these accounts, who may be a constantly changing greup of individuals and legal
entities.

As with any account that presents third-party risk; thefbank could be more vulnerable to
potential money laundering abuse. Some potential examplestof abuse could include:

e Laundering illicit currency.
e Structuring currency deposits and withdrawals.

e Opening any third-party account for the primary purpose of masking thé underlying
client’s identity.

As such, the bank should establish an effective due diligence program for the professional
service provider as summarized below.

Risk Mitigation

When establishing and maintaining relationships with professional service providers,
banks should adequately assess account risk and monitor the relationship for suspicious
or unusual activity. At account opening, the bank should have an understanding of the
intended use of the account, including anticipated transaction volume, products and
services used, and geographic locations involved in the relationship. As indicated in the
core overview section, “Currency Transaction Reporting Exemptions,” pages 90 to 94,
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professional service providers cannot be exempted from currency transaction reporting
requirements.

Q
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Examination Procedures

Professional Service Providers

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with professional service provider relationships, and management’s ability to implement
effective due diligence, monitoring, and reporting systems.

1. Review the policies, procedures, and processes related to professional service
provider relationships. Evaluate the adequacy of the policies, procedures, and
processes given the bank’s relationships with professional service providers and the
risks these relationships represent. Assess whether the controls are adequate to
reasonably‘protectithe bank from money laundering and terrorist financing.

2. From a review of MIS and internal risk rating factors, determine whether the bank
effectively identifiesyand monitors professional service provider relationships. MIS
reports should iacludefinformation about an entire relationship. For example, an
interest on lawyersitrust account, (IOLTA) may be in the name of the law firm
instead of an individual.” However, the bank’s relationship report should include the
law firm’s account and the names@anidhaccounts of lawyers associated with the
IOLTA.

3. Determine whether the bank’s system for #fi0nitoring professional service provider
relationship’s suspicious activities, anddor reporting of suspicious activities, is
adequate given the bank’s size, complexity, lo€ationy and types of customer
relationships.

4. 1If appropriate, refer to the core examination procedures, “Office of Foreign Assets
Control,” pages 157 to 159, for guidance.

Transaction Testing

5. On the basis of the bank’s risk assessment of its relationships with professional
service providers, as well as prior examination and audit reports, select a sample of
higher-risk relationships. From the sample selected, perform the following
examination procedures:

= Review account opening documentation and a sample of transaction activity.

= Determine whether actual account activity is consistent with anticipated (as
documented) account activity. Look for trends in the nature, size, or scope of the
transactions, paying particular attention to currency transactions.

= Determine whether ongoing monitoring is sufficient to identify potentially
suspicious activity.
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6. On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with professional service provider relationships.

Q
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Nongovernmental Organizations and
Charities — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with accounts of nongovernmental organizations (NGO) and charities, and
management’s ability to implement effective due diligence, monitoring, and reporting
systems.

NGOs are private nonprofit organizations that pursue activities intended to serve the
public good. NGOs may provide basic social services, work to relieve suffering, promote
the interests of thejpoor, bring citizen concerns to governments, encourage political
participation, pfotectithe environment, or undertake community development to serve the
needs of citigens;lerganizations, or groups in one or more of the communities that the
NGO operates. Ah NGQ@'ean be any nonprofit organization that is independent from
government.

NGOs can range fromylarge regional, national, or international charities to community-
based self-help groups. "WNGOs'also include research institutes, churches, professional
associations, and lobby groups. NGOs typically depend, in whole or in part, on
charitable donations and volunitary sérvice for support.

Risk Factors

Because NGOs can be used to obtain funds forfcharitable organizations, the flow of funds
both into and out of the NGO can be compléx, makingthem susceptible to abuse by
money launderers and terrorists. The U.S. Treasuny 1ssu€d guidelines to assist charities in
adopting practices to reduce the risk of terrorist finapéing or abuse.>*

Risk Mitigation

To assess the risk of NGO customers, a bank should conductiadequate dueidiligence on
the organization. In addition to required CIP information, due diligefice for NGOs should
focus on other aspects of the organization, such as the following:

e Purpose and objectives of their stated activities.

e Geographic locations served (including headquarters and operational areas).
e Organizational structure.

e Donor and volunteer base.

¢ Funding and disbursement criteria (including basic beneficiary information).

2% Anti-Terrorist Financing Guidelines: Voluntary Best Practices for U.S.-Based Charities, September
2006, is available at www.treasury.gov/offices/enforcement/key-issues/protecting/index.shtml.
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e Recordkeeping requirements.
e [ts affiliation with other NGOs, governments, or groups.
e Internal controls and audits.

For accounts that bank management considers to be higher risk, stringent documentation,
verification, and transaction monitoring procedures should be established. NGO accounts
that are at higher risk for BSA/AML concerns include those operating or providing
services internationally, conducting unusual or suspicious activities, or lacking proper
documentation. EDD for these accounts should include:

e Evaluating thegprincipals.
wing the financial statements and audits.

ndyuse of funds.

e Evaluating largecontributo grantors of the NGO.

e Conducting reference chec
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Examination Procedures

Nongovernmental Organizations and Charities

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with accounts of nongovernmental organizations (NGO) and charities, and
management’s ability to implement effective due diligence, monitoring, and reporting
systems.

1.

Review the policies, procedures, and processes related to NGOs. Evaluate the
adequacy of the policies, procedures, and processes given the bank’s NGO accounts
and the risksdhey represent. Assess whether the controls are adequate to reasonably
protect thefbank from money laundering and terrorist financing.

From a review of MIS and internal risk rating factors, determine whether the bank
effectively identifiesyand monitors higher-risk NGO accounts.

Determine whethes the bank”s System for monitoring NGO accounts for suspicious
activities, and for reporting'of suspicious activities, is adequate given the bank’s size,
complexity, location, and types of customer relationships.

If appropriate, refer to the corefexamination procedures, “Office of Foreign Assets
Control,” pages 157 to 159, foriguidance.

Transaction Testing

5.

On the basis of the bank’s risk assessment, it§ NGO andigharity accounts, as well as
prior examination and audit reports, select a sample of higher-risk NGO accounts.
From the sample selected, perform the followingexaminationgprocedures:

= Review account opening documentation and ongoinggduediligénce information.
= Review account statements and, as necessary, specifictzansaction details.
= Compare expected transactions with actual activity.

= Determine whether actual activity is consistent with the nature of the customer’s
business.

= [dentify any unusual or suspicious activity.

On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with NGO accounts.
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Business Entities (Domestic and Foreign) —
Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with transactions involving domestic and foreign business entities, and management’s
ability to implement effective due diligence, monitoring, and reporting systems.

The term “business entities” refers to limited liability companies, corporations, trusts, and
other entities that may be used for many purposes, such as tax and estate planning.
Business entities are relatively easy to establish. Individuals, partnerships, and existing
corporations establish business entities for legitimate reasons, but the entities may be
abused for mon€y laundering and terrorist financing.

Domestic Businéss Entities

All states have statdtes governing the organization and operation of business entities,
including limited liability companies, corporations, general partnerships, limited
partnerships, and trusts.”Shell companies registered in the United States are a type of
domestic*’ business entity that may pesesheightened risks.** Shell companies can be
used for money laundering and*other crimesibecause they are easy and inexpensive to
form and operate. In addition, owfniership and transactional information can be concealed
from regulatory agencies and law enforcement, in large part because most state laws
require minimal disclosures of such informationduring the formation process. According
to a report by the U.S. Government Accountability Offiee (GAO), law enforcement
officials are concerned that criminals are increasinglyusing U.S. shell companies to
conceal their identity and illicit activities.*"'

%9 The term “domestic” refers to entities formed or organized in the Unifed States. These entities may
have no other connection to the United States, and ownership and management of the€ntitics may reside
abroad.

260 The term “shell company” generally refers to an entity without a physical présence in any country.
FinCEN has issued guidance alerting financial institutions to the potential risks assoeiatedwith providing
financial services to shell companies and reminding them of the importance of managing those risks. Refer
to FIN-2006-G014, Potential Money Laundering Risks Related to Shell Companies, November 2006, at

www.fincen.gov.

261 Refer to GAO, Company Formations — Minimal Ownership Information is Collected and Available,
GAO-06-376, April 2006, at www.gao.gov/new.items/d06376.pdf. For additional information, Refer to
Failure to Identify Company Owners Impedes Law Enforcement, Senate Hearing 109-845, held on
November 14, 2006, at
hsgac.senate.gov/public/index.cfm?FuseAction=Hearings.Hearing&Hearing_1D=4478b046-2b7¢-4dd0-
b061-efabbdbbf844, and Tax Haven Abuses: The Enablers, The Tools & Secrecy, Senate Hearing 109-797,
held on August 1, 2006, (particularly the Joint Report of the Majority and Minority Staffs of the Permanent
Subcommittee on Investigations), at
hsgac.senate.gov/public/index.cfm?FuseAction=Hearings.Hearing&Hearing_ID=79a104cf-75cb-44aa-
ae20-32301fa3¢349.
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Shell companies can be publicly traded or privately held. Although publicly traded shell
companies can be used for illicit purposes, the vulnerability of the shell company is
compounded when it is privately held and beneficial ownership can more easily be
obscured or hidden. Lack of transparency of beneficial ownership can be a desirable
characteristic for some legitimate uses of shell companies, but it is also a serious
vulnerability that can make some shell companies ideal vehicles for money laundering
and other illicit financial activity. In some state jurisdictions, only minimal information
is required to register articles of incorporation or to establish and maintain “good
standing” for business entities — increasing the potential for their abuse by criminal and
terrorist organizations.

Foreign Business Entities

Frequently used¥foreign entities include trusts, investment funds, and insurance
companies.  ['wo/fofeigneéntities that can pose particular money laundering risk are
international business orporations (IBC) and Private Investment Companies (PIC)
opened in offshore finane¢ial centers (OFC). Many OFCs have limited organizational
disclosure and recordkeeping réquitements for establishing foreign business entities,
creating an opportune cnvigenment for money laundering.

International Businessu&orporations

IBCs are entities formed outside ofia person’s gountry of residence which can be used to
maintain confidentially or hide assetS™™IBC 6wnerShip can, based on jurisdiction, be
conveyed through registered or bearer shafres. Ahere are a variety of advantages to using
an IBC which include, but are not limited tog'the following:

e Asset protection.

e Estate planning.

e Privacy and confidentiality.

e Reduction of tax liability.

Through an IBC, an individual is able to conduct the following:

e Open and hold bank accounts.

e Hold and transfer funds.

e Engage in international business and other related transactions.

¢ Hold and manage offshore investments (e.g., stocks, bonds, mutual funds, and
certificates of deposit), many of which may not be available to “individuals”
depending on their location of residence.

e Hold corporate debit and credit cards, thereby allowing convenient access to funds.
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Private Investment Companies

PICs are separate legal entities. They are essentially subsets of IBCs. Determining
whether a foreign corporation is a PIC is based on identifying the purpose and use of the
legal vehicle. PICs are typically used to hold individual funds and investments, and
ownership can be vested through bearer shares or registered shares. Like other IBCs,
PICs can offer confidentiality of ownership, hold assets centrally, and may provide
intermediaries between private banking customers and the potential beneficiaries of the
PICs. Shares of a PIC may be held by a trust, which further obscures beneficial
ownership of the underlying assets. IBCs, including PICs, are incorporated frequently in
countries that impose low or no taxes on company assets and operations or are bank
secrecy havens.

Nomineg Macarporation Services

Intermediaries, calledominee incorporation services (NIS), establish U.S. shell
companies and bank'accounts on behalf of foreign clients. NIS may be located in the
United States or offshere. Corporate lawyers in the United States often use NIS to
organize companies on behalf of their domestic and foreign clients because such services
can efficiently organize legal entities in.any state. NIS must comply with applicable state
and federal procedures as wellvas any specific bank requirements. Those laws and
procedures dictate what information NIS must share about the owners of a legal entity.
Money launderers have also utilizedNIS to hide their identities. By hiring a firm to serve
as an intermediary between themselves, thedicensing jurisdiction, and the bank, a
company’s beneficial owners may avoid disclesing theix identities in state corporate
filings and in corporate bank account openifig documéntation.

An NIS has the capability to form business entities, gpen full-service bank accounts for
those entities, and act as the registered agent to accépt service of legal process on behalf
of those entities in a jurisdiction in which the entities hawefo physical presence.
Furthermore, an NIS can perform these services without evefhaving to'identify
beneficial ownership on company formation, registration, or'bank accountidocuments.

Several international NIS firms have formed partnerships or marketing alliances with
U.S. banks to offer financial services such as Internet banking and funds tz@nsfer
capabilities to shell companies and non-U.S. citizens. U.S. banks participating in these
marketing alliances by opening accounts through intermediaries without requiring the
actual accountholder’s physical presence, accepting by mail copies of passport photos,
utility bills, and other identifying information may be assuming increased levels of
BSA/AML risk.>*

262 Money Laundering Threat Assessment Working Group, U.S. Money Laundering Threat Assessment,
December 2005.
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Risk Factors

Money laundering and terrorist financing risks arise because business entities can hide the
true owner of assets or property derived from or associated with criminal activity.?® The
privacy and confidentiality surrounding some business entities may be exploited by
criminals, money launderers, and terrorists. Verifying the grantors and beneficial
owner(s) of some business entities may be extremely difficult, as the characteristics of
these entities shield the legal identity of the owner. Few public records will disclose true
ownership. Overall, the lack of ownership transparency; minimal or no recordkeeping
requirements, financial disclosures, and supervision; and the range of permissible
activities all increase money laundering risk.

While businessntitigs can be established in most international jurisdictions, many are
incorporateddn @QFCs that provide ownership privacy and impose few or no tax
obligations.” To maifitain@nonymity, many business entities are formed with nominee
directors, officeholders; and'sharcholders. In certain jurisdictions, business entities can
also be established gsing'bearer shares; ownership records are not maintained, rather
ownership is based onyphysical@possession of the stock certificates. Revocable trusts are
another method used to‘insulateithe grantor and beneficial owner and can be designed to
own and manage the business entity, presenting significant barriers to law enforcement.

While the majority of U.S.-based shell companies serve legitimate purposes, some shell
companies have been used as conduits for monéy laundering, to hide overseas
transactions, or to layer domestic or féFétgnbusingss entity structures.’* For example,
regulators have identified shell companiesregistered in the United States conducting
suspicious transactions with foreign-based counterparties. These transactions, primarily
funds transfers circling in and out of the U.S. bankifig system, evidenced no apparent
business purpose. Domestic business entities with bark-like names, but without
regulatory authority to conduct banking, should be particulacly suspect.®

The following indicators of potentially suspicious activity may be commonly associated
with shell company activity:

¢ Insufficient or no information available to positively identify originators 0r
beneficiaries of funds transfers (using Internet, commercial database sedrches, or
direct inquiries to a respondent bank).

%63 For a general discussion of the risk factors associated with the misuse of business entities, refer to the
Financial Action Task Force’s The Misuse of Corporate Vehicles, Including Trust and Company Service
Providers, October 13, 2006, at www.fatf-gafi.org.

264 Failure to Identify Company Owners Impedes Law Enforcement. Refer to Senate Hearing 109-845 held
on November 14, 2006.

265 The federal banking agencies notify banks and the public about entities engaged in unauthorized
banking activities, both offshore and domestic. These notifications can be found on the federal banking
agencies’ Web sites.
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e Payments have no stated purpose, do not reference goods or services, or identify only
a contract or invoice number.

e Goods or services, if identified, do not match profile of company provided by
respondent bank or character of the financial activity; a company references
remarkably dissimilar goods and services in related funds transfers; explanation given
by foreign respondent bank is inconsistent with observed funds transfer activity.

e Transacting businesses share the same address, provide only a registered agent’s
address, or other address inconsistencies.

e Many or all of the funds transfers are sent in large, round dollar, hundred dollar, or
thousand dollanamounts.

e Unusually large number and variety of beneficiaries receiving funds transfers from
one company.

e Frequent involyémentyof multiple jurisdictions or beneficiaries located in higher-risk
OFCs.

e A foreign correspondent bank exceeds the expected volume in its client profile for
funds transfers, or an individiral éompany exhibits a high volume and pattern of funds
transfers that is inconsistent with its normal business activity.

e Multiple high-value payments ortrafisfes§ betwieen shell companies with no apparent
legitimate business purpose.

e Purpose of the shell company is unknown or tinglear,
Risk Mitigation

Management should develop policies, procedures, and processesythat eénable the bank to
identify account relationships, in particular deposit account§, with'business entities, and
monitor the risks associated with these accounts in all the bank2s depaftments. Business
entity customers may open accounts within the private banking department, within the
trust department, or at local branches. Management should establishyapprepriate due
diligence at account opening and during the life of the relationship to manage risk in
these accounts. The bank should gather sufficient information on the business entities
and their beneficial owners to understand and assess the risks of the account relationship.
Important information for determining the valid use of these entities includes the type of
business, the purpose of the account, the source of funds, and the source of wealth of the
owner or beneficial owner.

The bank’s CIP should detail the identification requirements for opening an account for a
business entity. When opening an account for a customer that is not an individual, banks
are permitted by 31 CFR 103.121 to obtain information about the individuals who have
authority and control over such accounts in order to verify the customer’s identity (the
customer being the business entity). Required account opening information may include
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articles of incorporation, a corporate resolution by the directors authorizing the opening
of the account, or the appointment of a person to act as a signatory for the entity on the
account. Particular attention should be paid to articles of association that allow for
nominee shareholders, board members, and bearer shares.

If the bank, through its trust or private banking departments, is facilitating the
establishment of a business entity for a new or existing customer, the money laundering
risk to the bank is typically mitigated. Because the bank is aware of the parties (e.g.,
grantors, beneficiaries, and shareholders) involved in the business entity, initial due
diligence and verification is easier to obtain. Furthermore, in such cases, the bank
frequently has ongoing relationships with the customers initiating the establishment of a
business entity.

Risk assessmenits mayjinclude a review of the domestic or international jurisdiction
where the bgsiness,entity was established, the type of account (or accounts) and expected
versus actual transactionfactivities, the types of products that will be used, and whether
the business entity was ereatedrin-house or externally. If ownership is held in bearer
share form, banks should assess.the risks these relationships pose and determine the
appropriate controls. ‘Rer example, i most cases banks should choose to maintain (or
have an independent third party‘maintain) bearer shares for customers. In rare cases
involving lower-risk, well-khown, established customers, banks may find that
periodically recertifying beneficialdownership is effective. The bank’s risk assessment of
a business entity customer becomes more impogtant in complex corporate formations.
For example, a foreign IBC may establish a layered series of business entities, with each
entity naming its parent as its beneficiary,

Ongoing account monitoring is critical to ensure thatithe aecounts are reviewed for
unusual and suspicious activity. The bank shouldbe aware of higher-risk transactions in
these accounts, such as activity that has no business®r apparent lawful purpose, funds
transfer activity to and from higher-risk jurisdictions;leurren€y infensive transactions, and
frequent changes in the ownership or control of the nonpublicdusiness,entity.

FFIEC BSA/AML Examination Manual 328 04/29/2010



Business Entities (Domestic and Foreign) — Examination Procedures

Examination Procedures

Business Entities (Domestic and Foreign)

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with transactions involving domestic and foreign business entities, and management’s
ability to implement effective due diligence, monitoring, and reporting systems.

1.

Review the bank’s policies, procedures, and processes related to business entities.
Evaluate the adequacy of the policies, procedures, and processes given the bank’s
transactions with business entities and the risks they present. Assess whether the
controls are aflequate to reasonably protect the bank from money laundering and
terrorist financing:

Review the policies dndyprocesses for opening and monitoring accounts with business
entities. Determinewhether the policies adequately assess the risk between different
account types.

Determine how the bank identifies and, as necessary, completes additional due
diligence on business entities.) Assess,the level of due diligence the bank performs
when conducting its risk assessment.

From a review of MIS and internal risk ratifig factors, determine whether the bank
effectively identifies and monitors-highef-riskébusiness entity accounts.

Determine whether the bank’s system forfmonitoridg business entities for suspicious
activities, and for reporting of suspicious activities, isfadequate given the activities
associated with business entities.

If appropriate, refer to the core examination proceduresg“Office,of Foreign Assets
Control,” pages 157 to 159, for guidance.

Transaction Testing

7.

On the basis of the bank’s risk assessment of its accounts with businessfentities, as
well as prior examination and audit reports, select a sample of these accounts.
Include the following risk factors:

= An entity organized in a higher-risk jurisdiction.
= Account activity that is substantially currency based.

= An entity whose account activity consists primarily of circular-patterned funds
transfers.

= A business entity whose ownership is in bearer shares, especially bearer shares
that are not under bank or trusted third-party control.
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8.

10.

11.

= An entity that uses a wide range of bank services, particularly trust and
correspondent services.

= An entity owned or controlled by other nonpublic business entities.
= Business entities for which the bank has filed SARs.

From the sample selected, obtain a relationship report for each selected account. It is
critical that the full relationship, rather than only an individual account, be reviewed.

Review the due diligence information on the business entity. Assess the adequacy of
that information.

s with actual activity. Determine whether actual activity is
ature and stated purpose of the account and whether transactions

On the basis of examinati dures completed, including transaction testing,
form a conclusion abou e policies, procedures, and processes
associated with business entity gelationships.

%
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Cash-Intensive Businesses — Overview

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with cash-intensive businesses and entities, and management’s ability to implement
effective due diligence, monitoring, and reporting systems.

Cash-intensive businesses and entities cover various industry sectors. Most of these
businesses are conducting legitimate business; however, some aspects of these businesses
may be susceptible to money laundering or terrorist financing. Common examples
include, but are not limited to, the following:

e Convenience stores.

e Restaurants.

e Retail stores.

e Liquor stores.

e Cigarette distributors.

e Privately owned automated®ellgr machines (ATM).
¢ Vending machine operators.

e Parking garages.

Risk Factors

Some businesses and entities may be misused by money launderess to legitimize their
illicit proceeds. For example, a criminal may own a cashsifitensive business, such as a
restaurant, and use it to launder currency from illicit criminalfactiyities” The restaurant’s
currency deposits with its bank do not, on the surface, appeaunustal béeause the
business is legitimately a cash-generating entity. However, thétyolume of currency in a
restaurant used to launder money will most likely be higher in comparison with similar
restaurants in the area. The nature of cash-intensive businesses and the difficulty in
identifying unusual activity may cause these businesses to be considered higher risk.

Risk Mitigation

When establishing and maintaining relationships with cash-intensive businesses, banks
should establish policies, procedures, and processes to identify higher-risk relationships;
assess AML risks; complete due diligence at account opening and periodically
throughout the relationship; and include such relationships in appropriate monitoring for
unusual or suspicious activity. At the time of account opening, the bank should have an
understanding of the customer’s business operations; the intended use of the account;
including anticipated transaction volume, products, and services used; and the geographic
locations involved in the relationship.
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When conducting a risk assessment of cash-intensive businesses, banks should direct
their resources to those accounts that pose the greatest risk of money laundering or
terrorist financing. The following factors may be used to identify the risks:

e Purpose of the account.
e Volume, frequency, and nature of currency transactions.
e Customer history (e.g., length of relationship, CTR filings,”*® and SAR filings).

e Primary business activity, products, and services offered.

to be particularly higher risk, bank management may
ound practiges, such as periodic on-site visits, interviews with
ser reviews of transactional activity.

2 . . . .
5 As discussed in the core overview section, “Cuffenc

saction Reporting Exemptions,” pages 90 to
94, certain entities are ineligible for currency transacti i

reporti emptions as a non-listed business.
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Examination Procedures

Cash-Intensive Businesses

Objective. Assess the adequacy of the bank’s systems to manage the risks associated
with cash-intensive businesses and entities, and management’s ability to implement
effective due diligence, monitoring, and reporting systems.

1.

Review the policies, procedures, and processes related to cash-intensive businesses.
Evaluate the adequacy of policies, procedures, and processes given the bank’s cash-
intensive business activities in relation to the bank’s cash-intensive business
customers and the risks that they represent. Assess whether the controls are adequate
to reasonably, proteéct the bank from money laundering and terrorist financing.

From a review of MIS and internal risk rating factors, determine whether the bank
effectively identifiesyand monitors cash-intensive businesses and entities.

Determine whetheg the bank”s System for monitoring cash-intensive businesses for
suspicious activities; an@ fotireporting of suspicious activities, is adequate given the
bank’s size, complexity,\location, and.types of customer relationships.

If appropriate, refer to the corefexamination procedures, “Office of Foreign Assets
Control,” pages 157 to 159, foriguidance.

Transaction Testing

5. On the basis of the bank’s risk assessment of/its’cashéintensive business and entity

relationships, as well as prior examination and audit reports, select a sample of cash-
intensive businesses. From the sample selected;performdhe following examination
procedures:

= Review account opening documentation including CIP informatién, if applicable,
and a sample of transaction activity.

= Determine whether actual account activity is consistent withfanticip@ted account
activity.

= Look for trends in the nature, size, or scope of the transactions, paying particular
attention to currency transactions.

= Determine whether ongoing monitoring is sufficient to identify potentially
suspicious activity.

On the basis of examination procedures completed, including transaction testing,
form a conclusion about the adequacy of policies, procedures, and processes
associated with cash-intensive businesses and entities.
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Appendix A: BSA Laws and Regulations

Statutes

12 USC 1829b, 12 USC 1951-1959, and 31 USC 5311, et seq. — “The Bank Secrecy
Act”

12 USC 1818(s) — “Compliance with Monetary Recordkeeping and Report
Requirements”

Requires that the appropriate federal banking agencies shall prescribe regulations
requiring insured depository institutions to establish and maintain procedures reasonably
designed to assur€and monitor the compliance of such depository institutions with the
requirements of the BSA. In addition, this section requires that each examination of an
insured depositoryuastitution by the appropriate federal banking agency shall include a
review of the procedures; and that the report of examination shall describe any problem
with the procedutes siiattained by the insured depository institution. Finally, if the
appropriate federal banking ageney, determines that an insured depository institution has
either 1) failed to establish and maintain procedures that are reasonably designed to
assure and monitor the institution’s Compliance with the BSA; or 2) failed to correct any
problem with the proceduresithat a report 6f examination or other written supervisory
communication identifies as requiging communication to the institution’s board of
directors or senior management as'a matter that@must be corrected, the agency shall issue
an order requiring such depository institution'to cease and desist from the violation of the
statute and the regulations prescribed theséunder. Sections 1818(b)(3) and (b)(4) of Title
12 of the USC extend section 1818(s) beyond insureddepository institutions.

12 USC 1786(q) — “Compliance with Monetary. Recofdkeeping and Report
Requirements”

Requires that the NCUA Board prescribe regulations fequizing insuged credit unions to
establish and maintain procedures reasonably designed to assdreéyand monitor the
compliance of such credit unions with the requirements of the BSAy In addition, this
section requires the NCUA Board to examine and enforce BSAyrequiséments,

Regulations
U.S. Treasury/FinCEN

31 CFR 103 — “Financial Recordkeeping and Reporting of Currency and Foreign
Transactions”

Sets forth FinCEN regulations that promulgate the BSA. Select provisions are described
below.

31 CFR 103.11 — “Meaning of Terms”
Sets forth the definitions used throughout 31 CFR Part 103.

FFIEC BSA/AML Examination Manual A-1 04/29/2010



Appendix A: BSA Laws and Regulations

31 CFR 103.16 — “Reports by Insurance Companies of Suspicious Transactions”
Sets forth the requirements for insurance companies to report suspicious transactions of
$5,000 or more.

31 CFR 103.18 — “Reports by Banks of Suspicious Transactions”
Sets forth the requirements for banks to report suspicious transactions involving or
aggregating $5,000 or more.

31 CFR 103.22 — “Reports of Transactions in Currency”

Sets forth the requirements for financial institutions to report currency transactions in
excess of $10,000. Includes 31 CFR 103.22(d) — “Transactions of Exempt Persons,”
which sets forth the requirements for financial institutions to exempt transactions of
certain persons fid@m currency transaction reporting requirements.

31 CFR 10323 = “Reports of Transportation of Currency or Monetary Instruments”
Sets forth the requirementsyfor filing a Report of International Transportation of Currency
or Monetary Insttuments (CMIR).

31 CFR 103.24 — “Reports of ffofeign Financial Accounts”

Sets forth the requirement that'€ach person having a financial interest in, or signature or
other authority over, a financial aecount in a foreign country must file a report with the
IRS annually.

31 CFR 103.27 — “Filing of Repotts”
Sets forth the filing and recordkeeping#equistements for CTRs, CMIRs, and Report of
Foreign Bank and Financial Accounts (FBAR )4

31 CFR 103.28 — “Identification Required”
Sets forth the requirement that financial institutions verify thesdentity of persons
conducting currency transactions in excess of $10,000.

31 CFR 103.29 — “Purchases of Bank Checks and Drafts, Cashier’s‘€hecks, Money
Orders and Traveler’s Checks”
Sets forth the requirements that financial institutions maintainigecordselating to

purchases of monetary instruments with currency in amounts betweén $3,000 and
$10,000, inclusive.

31 CFR 103.32 — “Records to Be Made and Retained by Persons Having Financial
Interests in Foreign Financial Accounts”

Sets forth the requirement that persons having a financial interest in, or signature or other
authority over, financial account in a foreign country maintain records relating to foreign
financial bank accounts reported on an FBAR.

31 CFR 103.33 — “Records to Be Made and Retained by Financial Institutions”
Sets forth recordkeeping and retrieval requirements for financial institutions, including
funds transfer recordkeeping and transmittal requirements.

31 CFR 103.34 — “Additional Records to Be Made and Retained by Banks”
Sets forth additional recordkeeping requirements for banks.
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31 CFR 103.38 — “Nature of Records and Retention Period”
Sets forth acceptable forms of records required to be kept and establishes a five-year
record-retention requirement.

31 CFR 103.41 — “Registration of Money Services Businesses”
Sets forth the requirements for money services businesses to register with the U.S.
Treasury/FinCEN.

31 CFR 103.57 — “Civil Penalty”
Sets forth potential civil penalties for willful or negligent violations of 31 CFR Part 103.

31 CFR 103.59 — “Criminal Penalty”
Sets forth potential,criminal penalties for willful violations of 31 CFR Part 103.

31 CFR 103,63 “Structured Transactions”
Prohibits the structiéfing ef.transactions to avoid currency transaction reporting
requirement.

31 CFR 103.100 —&iInformatiomsSharing Between Federal Law Enforcement Agencies
and Financial Institutions”

Establishes procedures for information sharing between federal law enforcement
authorities and financial institutions t6 dctex terrorist activity and money laundering.

31 CFR 103.110 — “Voluntary Information‘Sharing Among Financial Institutions”
Establishes procedures for voluntaryaafermation sharing among financial institutions to
deter terrorist activity and money launderiig.

31 CFR 103.120 — “Anti-Money Launderiftg Program Requirements for Financial
Institutions Regulated by a Federal Functional Regulatef or @ySelf-Regulatory
Organization, and Casinos”

Establishes, in part, the standard that a financial institution zégulateéd only by a federal
functional regulator satisfies statutory requirements to establishian AML program if the
financial institution complies with the regulations of its fedéral functional regulator
governing such programs.

31 CFR 103.121 — “Customer Identification Programs for Banks{Savings Associations,
Credit Unions, and Certain Non-Federally Regulated Banks”

Sets forth the requirement for banks, savings associations, credit unions, and certain non-
federally regulated banks to implement a written Customer Identification Program.

31 CFR 103.137 — “Anti-Money Laundering Programs for Insurance Companies”

Sets forth the requirement for insurance companies that issue or underwrite “covered
products” to develop and implement a written AML program that is reasonably designed
to prevent the insurance company from being used to facilitate money laundering or
financing of terrorist activity.

31 CFR 103.176 — “Due Diligence Programs for Correspondent Accounts for Foreign
Financial Institutions”
Sets forth the requirement for certain financial institutions to establish and apply a due
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diligence program that includes appropriate, specific, risk-based, and, where necessary,
enhanced policies, procedures, and controls that are reasonably designed to enable the
financial institution to detect and report known or suspected money laundering activity
conducted through or involving any correspondent account established, maintained,
administered, or managed by the financial institution in the United States for a foreign
financial institution.

31 CFR 103.177 — “Prohibition on Correspondent Accounts for Foreign Shell Banks;
Records Concerning Owners of Foreign Banks and Agents for Service of Legal Process”
Prohibits a covered financial institution from establishing, maintaining, administering, or
managing a correspondent account in the United States for or on behalf of a foreign shell
bank, and requires_the financial institution to maintain records identifying the owners of
foreign financialdnstitutions and regarding a person resident in the United States who is
authorized todnd has'agreed to be an agent to receive service of legal process.

31 CFR 103.178 = “Du@ Diligence Programs for Private Banking Accounts”

Sets forth the requiredent for'¢ertain financial institutions to establish and maintain a due
diligence program that includes pelicies, procedures, and controls that are reasonably
designed to detect andeport any knewn or suspected money laundering or suspicious
activity conducted through/or involving any private banking account that is established,
maintained, administered, ofymanagedsifitthe United States for a non-U.S. person.

31 CFR 103.185 — “Summons or{Subpoena of Foreign Bank Records; Termination of
Correspondent Relationship”

Requires a financial institution to provide foreiga financial institution records upon the
request of an appropriate law enforcement official and te terminate a correspondent
relationship with a foreign financial institution upendeceipt of written notice from the
U.S. Secretary of the Treasury or the U.S. Attorney General.

31 CFR 103, Subpart I, Appendix A — “Certification,Regarding £orrespondent
Accounts for Foreign Banks”

Voluntary certification form to be obtained by a bank that establishes, maintains,
administers, or manages a correspondent account in the United States for ogon behalf of
a foreign bank.

31 CFR 103, Subpart I, Appendix B — “Recertification Regarding Cexrespondent
Accounts for Foreign Banks”

Voluntary re-certification form to be obtained by a bank that establishes, maintains,
administers, or manages a correspondent account in the United States for or on behalf of
a foreign bank.

Board of Governors of the Federal Reserve System

Regulation H — 12 CFR 208.62 — “Suspicious Activity Reports”
Sets forth the requirements for state member banks for filing a SAR with the appropriate
federal law enforcement agencies and the U.S. Treasury.
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Regulation H — 12 CFR 208.63 — “Procedures for Monitoring Bank Secrecy Act
Compliance”

Sets forth the requirements for state member banks to establish and maintain procedures
to ensure and monitor their compliance with the BSA.

Regulation K — 12 CFR 211.5(k) — “Reports by Edge and Agreement Corporations of
Crimes and Suspected Crimes”

Sets forth the requirements for an Edge and agreement corporation, or any branch or
subsidiary thereof, to file a SAR with the appropriate federal law enforcement agencies
and the U.S. Treasury.

Regulation K — 12 CFR 211.5(m) — “Procedures for Monitoring Bank Secrecy Act
Compliance”

Sets forth the g@quircments for an Edge and agreement corporation to establish and
maintain prgcedures reasonably designed to ensure and monitor compliance with the
BSA and related regulations.

Regulation K — 126CFR"211.24(f) — “Reports of Crimes and Suspected Crimes”

Sets forth the requirements forf@an thinsured branch, an agency, or a representative office
of a foreign financial instit@tion eperating in the United States to file a SAR with the
appropriate federal law enforcement agencies and the U.S. Treasury.

Regulation K — 12 CFR 211.24(j) — “Proc¢edures for Monitoring Bank Secrecy Act
Compliance”

Sets forth the requirements for an uninsuredébranéh, an agency, or a representative office
of a foreign financial institution operatingin the United States to establish and maintain
procedures reasonably designed to ensure afid monitof compliance with the BSA and
related regulations.

Regulation Y — 12 CFR 225.4(f) — “Suspicious Aetivity Report?

Sets forth the requirements for a bank holding companyges@any donbank subsidiary
thereof, or a foreign bank that is subject to the Bank Holding{Company’Act or any
nonbank subsidiary of such a foreign bank operating in the United States,to file a SAR
with the appropriate federal law enforcement agencies and the §,S. Teasury:

Federal Deposit Insurance Corporation

12 CFR 326 Subpart B — “Procedures for Monitoring Bank Secrecy Act Compliance”
Sets forth requirements for state nonmember banks to establish and maintain procedures
to ensure and monitor their compliance with the BSA.

12 CFR 353 — “Suspicious Activity Reports”

Establishes requirements for state nonmember banks to file a SAR when they detect a
known or suspected violation of federal law, a suspicious transaction relating to a money
laundering activity, or a violation of the BSA.
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National Credit Union Administration

12 CFR 748 — “Security Program, Report of Crime and Catastrophic Act and Bank
Secrecy Act Compliance”

Requires federally insured credit unions to maintain security programs and comply with
the BSA.

12 CFR 748.1 — “Filing of Reports”
Requires federally insured credit unions to file compliance and Suspicious Activity
Reports.

12 CFR 748.2 — “Procedures for Monitoring Bank Secrecy Act (BSA) Compliance”
Ensures that all federally insured credit unions establish and maintain procedures
reasonably designed 0 assure and monitor compliance with the recordkeeping and
reporting requirements in the BSA.

Office of the/.Comptroller of the Currency

12 CFR 21.11 — “Suspicious Activity Report”

Ensures that national banks file'a, Suspicious Activity Report when they detect a known
or suspected violation of federal law owassuspicious transaction related to a money
laundering activity or a violation ofthe BSA. This section applies to all national banks as

well as any federal branches and agencies of foreign financial banks licensed or chartered
by the OCC.

12 CFR 21.21 — “Procedures for Monitéringdank Seczecy Act (BSA) Compliance”
Requires all national banks to establish and ‘maintaingrocedures reasonably designed to
assure and monitor their compliance with the requitemefits of,subchapter II of chapter 53
of title 31, United States Code, and the implementingregulations promulgated thereunder
by the Department of the Treasury at 31 CFR part 103,

Office of Thrift Supervision

12 CFR 563.177 — “Procedures for Monitoring Bank Secrecy Act (BSA) Compliance”
Requires savings associations to implement a program to comply With the récordkeeping
and reporting requirements in the BSA.

12 CFR 563.180 — “Suspicious Activity Reports and Other Reports and Statements”
Sets forth the rules for savings associations or service corporations for filing a SAR with
the appropriate federal law enforcement agencies and the U.S. Treasury.
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Board of Governors of the Federal Reserve System

Supervision and Regulation Letters, commonly known as SR Letters, address significant
policy and procedural matters related to the Federal Reserve System’s supervisory
responsibilities. Issued by the Board of Governors’ Division of Banking Supervision and
Regulation, SR Letters are an important means of disseminating information to banking
supervision staff at the Board of Governors and the Reserve Banks and, in some
instances, to supervised banking organizations. The applicable BSA/AML SR Letters are
available at the following Web site: www.federalreserve.gov/boarddocs/srletters.

FederalDeposit Insurance Corporation

Financial Institutiod Letters (FIL) are addressed to the chief executive officers of the
financial institutions‘on the FILs distribution list — generally, FDIC-supervised banks.
FILs may announge new regulations and policies, new FDIC publications, and a variety
of other matters of pringipalinterest to those responsible for operating a bank or savings
association. The applicable FILs are available at the following Web site:
www.fdic.gov/news/newsifidangial/index.html.

National Credit Unlon Admtinistration

National Credit Union Administratiod (NCUA) publishes Letters to Credit Unions (LCU)
and Regulatory Alerts (RA) addressed t@'credit union boards of directors. LCUs and
RAs are used to share information, announce'néw pglicies, and provide guidance for
credit unions and credit union examination staff. /Fhe NCUA’s Examiner’s Guide
provides overall guidance for the risk-focused examination and,supervision of federally
insured credit unions. NCUA’s risk-focused programsevaluates the degree to which
credit union management identifies, measures, monitorsgandieontrols (i.e., manages)
existing and potential risks in their operations, includingtisk associdted,with AML
programs. Applicable sections of the Examiner’s Guide ar¢tavadable onithe following
Web site: www.ncua.gov.

Office of the Comptroller of the Currency

OCC Alerts are issuances published with special urgency to notify bankers and examiners
of matters of pressing concern, often suspicious or illegal banking practices. OCC
Bulletins and Advisory Letters contain information of continuing importance to bankers
and examiners. Bulletins and Advisory Letters remain in effect until revised or
rescinded. Specific BSA/AML OCC Alerts, Bulletins, and Advisory Letters are available
at the following Web site: www.occ.treas.gov.
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Office of Thrift Supervision

The Office of Thrift Supervision issues Regulatory Bulletins and CEO Letters to clarify
regulations and to specify guidelines and procedures. These directives are an important
means to keep examiners as well as savings associations continuously updated on
BSA/AML issues. Specific BSA/AML Regulatory Bulletins and CEO Letters are
available at the following Web site: www.ots.treas.gov.

Q
//I/O
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Web Sites

Board of Governors of the Federal Reserve System
www.federalreserve.gov

Federal Deposit Insurance Corporation
www.fdic.gov

National Credit Union Administration
www.ncua.goy

Office ofthe'€omptroller of the Currency
WWW.OcCc.treas. gov

Office of Thrift Supetyision
WWW.0ts.treas. gow

Financial Crimes Enforeement Network
www.fincen.gov

Office of Foreign Assets Control
www.treasury.gov/offices/enforeement/ofac

Federal Financial Institutions ExaminationfCouncil
www.ffiec.gov

Manuals or Handbooks

Federal Reserve Commercial Bank Examination Manual
Federal Reserve Bank Holding Company Supervision Manual

Federal Reserve Examination Manual for U.S. Branches and Agencies of Foreign
Banking Organizations

Federal Reserve Guidelines and Instructions for Examinations of Edge Corporations
FDIC Manual of Examination Policies

NCUA Compliance Self-Assessment Manual

NCUA Examiner’s Guide

OCC Comptroller’s Handbook — Asset Management

OCC Comptroller’s Handbook — Community Bank Supervision

OCC Comptroller’s Handbook — Compliance
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OCC Comptroller’s Handbook — Large Bank Supervision
OCC Money Laundering: A Banker’s Guide to Avoiding Problems
OTS Examination Handbook

Other Materials

Federal Financial Institutions Examination Council (FFIEC)
The FFIEC’s Web site (www.ffiec.gov) includes the following information:

e BSA/AML Examination Manual InfoBase
¢ Information Technology Handbook InfoBase

U.S. Government
Interagency U.SéMoney Laundering Threat Assessment (MLTA) (December 2005)

The MLTA is a government-wide analysis of money laundering in the United States.
The MLTA offers a detailedanalysis of money laundering methods, ranging from well-
established techniques fox integratifigdirty money into the financial system to modern
innovations that exploit global paymentnetworks as well as the Internet.
(www.treas.gov/press/releases/teports/js3074_01112005_MLTA.pdf)

Financial Crimes Enforcement Netwopk (FinCEN)

FinCEN’s Web site (www.fincen.gov) ificludes, aimong a range of other material and
information, the following:

e BSA Statutory Material, BSA Regulations, and Federal Register Notices — Links to
legislation and regulations, as well as to proposedsfegulationss

e BSA Forms — Links to BSA reporting forms and comtespondingfpseparation and
filing instructions.

e BSA Guidance — FinCEN issues interpretations of BSA regulations as well as
guidance to financial institutions on complying with the same.

e Reports — FinCEN periodically initiates and develops reports and publications
covering AML issues, including the SAR Activity Review.

e Advisories — FinCEN issues advisories to financial institutions concerning money
laundering or terrorist financing threats and vulnerabilities, for the purpose of
enabling financial institutions to guard against such threats.

e Enforcement actions — FinCEN issues releases involving the assessment of civil
money penalties against financial institutions for systemic noncompliance with the
BSA.
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Basel Committee on Banking Supervision (BCBS)

The BCBS Web site (on the Bank for International Settlements’ Web site, www.bis.org)
includes the following publications:

e Due Diligence and Transparency Regarding Cover Payment Messages Related to
Cross-Border Wire Transfers

e Consolidated Know Your Customer Risk Management

e Sharing of Financial Records Between Jurisdictions in Connection with the Fight
Against Terrorist Financing

e General @Guide to Account Opening and Customer Identification
e Customer/Bue Diligence for Banks

e Prevention of €riminalUse of the Banking System for the
Purpose of MoneysLaundering

e Banking Secrecyrand International Cooperation in Banking Supervision

Financial Action Taskag@rcen Meney Laundering (FATF)

FATF’s Web site (www.fatf-gafi.org) includes the following publications:

e Forty Recommendations to CombatdMonéy Laundering and Terrorism

e Special Recommendations Against Terronist Einancing

e Interpretive Notes to FATF Recommendations

e Noncooperative Countries or Territories

e Typologies on Money Laundering Risk

e Trade Based Money Laundering

e New Payment Methods

e The Misuse of Corporate Vehicles, Including Trust and Company Service Providers
e Complex Money Laundering Techniques — Regional Perspectives Report

The Clearing House Payments Co., LLC

The Clearing House’s Web site (www.theclearinghouse.org) includes this publication:
Guidelines for Counter Money Laundering Policies and Procedures in Correspondent
Banking
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NACHA — The Electronic Payments Association (NACHA)

NACHA’s Web site (www.nacha.org) includes the following:

e “The Next Generation ACH Task Force: Future Vision of the ACH Network”
e NACHA Operating Rules
The Wolfsberg Group

The Wolfsberg Group’s Web site (www.wolfsberg-principles.com) includes the
following:

e Wolfsber, L Principles on Private Banking

ment on the Suppression of the Financing of Terrorism
e  Wolfsbe entien Payment Message Standards

e Wolfsberg LP or Correspondent Banking

e  Wolfsberg Stateme itoring Screening and Searching

e Wolfsberg Guidance o ased Approach for Managing Money Laundering

Risks
e Wolfsberg FAQs on Correspon e%

e Wolfsberg Trade Finance Principle

e Wolfsberg Statement on AML Screenin d Searching 2009
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Financial Institution

As defined in the BSA 31 USC 5312(a)(2), the term “financial institution” includes the
following:

e An insured bank (as defined in section 3(h) of the FDI Act (12 USC 1813(h))).
e A commercial bank or trust company.

e A private banker.

e An ageéney or branch of a foreign bank in the United States.

¢ Any creditunionf

e A thrift institution:

e A broker or dealer gegistered with the Securities and Exchange Commission under the
Securities Exchange Act of 1934.(15 USC 78a et seq.).

e A broker or dealer in securities or commodities.
e An investment banker or investmentéompdny.
e A currency exchange.

e An issuer, redeemer, or cashier of traveler’s checks, checks, money orders, or similar
instruments.

e An operator of a credit card system.

e An insurance company.

e A dealer in precious metals, stones, or jewels.
e A pawnbroker.

e A loan or finance company.

e A travel agency.

e A licensed sender of money or any other person who engages as a business in the
transmission of funds, including any person who engages as a business in an informal
money transfer system or any network of people who engage as a business in
facilitating the transfer of money domestically or internationally outside of the
conventional financial institutions system.

e A telegraph company.
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e A business engaged in vehicle sales, including automobile, airplane, and boat sales.
e Persons involved in real estate closings and settlements.
e The United States Postal Service.

e An agency of the United States government or of a state or local government carrying
out a duty or power of a business described in this paragraph.

e A casino, gambling casino, or gaming establishment with an annual gaming revenue
of more than $1,000,000 that —

= s licensed as a casino, gambling casino, or gaming establishment under the laws
of an¥ state or any political subdivision of any state; or

» {s'an [ndian gaming operation conducted under or pursuant to the Indian Gaming
Regulatory Act other than an operation that is limited to class I gaming (as
defined u'scetion 4(6) of such act).

e Any business ogagency which engages in any activity which the Secretary of the
Treasury determine§, by'tegtlation, to be an activity that is similar to, related to, or a
substitute for any actiyity in whi€hyany business described in this paragraph is
authorized to engage.

e Any other business designated by, the Secretary whose currency transactions have a
high degree of usefulness in crimindl; tax{ or regulatory matters.

e Any futures commission merchant, éommedity trading advisor, or commodity pool
operator registered, or required to registet,dfinder’the €ommodity Exchange Act (7
USC 1, et seq.).
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Money laundering and terrorist financing can have a widespread international impact.
Money launderers have been found to transfer funds and maintain assets on a global
level, which makes tracing funds through various countries a complex and challenging
process. Most countries support the fight against money laundering and terrorist funding;
however, because of the challenges in creating consistent laws or regulations between
countries, international groups have developed model recommendations for governments
and financial institutions. Two key international bodies in this area follow:

e The Financial Action Task Force on Money Laundering (FATF) is an
intergoverfimental body established for the development and promotion of policies to
combatimoneylaundering and terrorist financing. The FATF has developed
recofimendations on various money laundering and terrorist financing issues
published'in theFATF Forty Recommendations” and the “Special
Recommendations on Terrorist Financing.”*’

e The Basel Committee/on Banking Supervision is a committee of central banks and
bank supervisors and regulators from numerous jurisdictions that meets at the Bank
for International Settlements (BIS),in Basel, Switzerland, to discuss issues related to
prudential banking supervision. The\Basel Committee formulates broad standards
and guidelines and makes teécommendations regarding sound practices, including
those on customer due diligenees

In addition, other global organization§ aregdecoming,increasingly involved in combating
money laundering. The International Menetary Eénd (IMF) and the World Bank have
integrated AML and counter-terrorist financing'1ssués inte their financial sector
assessments, surveillance, and diagnostic activitiés. Furthérmore, various FATF-style
regional bodies exist. These groups participate agobservers iiEATF meetings; assess
their members against the FATF standards; and, like FATEmembers, frequently provide
input to the IMF and World Bank assessment program.

267 Another well-known FATF initiative is its noncooperative countries and territories (NCCT) exercise,
wherein jurisdictions have been identified as NCCT. Currently, there are no countries on the list.
However, on February 18, 2010, FATF issued a list of jurisdictions that are subject to countermeasures,
have AML deficiencies that have not been addressed, or have deficiencies that in the process of being
addressed. That list can be found at FATF’s Web site at www.fatf-gafi.org/dataoecd/34/29/44636171.pdf.
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Appendix F: Money Laundering and
Terrorist Financing “Red Flags™

The following are examples of potentially suspicious activities, or “red flags” for both
money laundering and terrorist financing. Although these lists are not all-inclusive, they
may help banks and examiners recognize possible money laundering and terrorist
financing schemes. Management’s primary focus should be on reporting suspicious
activities, rather than on determining whether the transactions are in fact linked to money
laundering, terrorist financing, or a particular crime.

The followingfexamples are red flags that, when encountered, may warrant additional
scrutiny. The mete presence of a red flag is not by itself evidence of criminal activity.
Closer serutiny, should help to determine whether the activity is suspicious or one for
which there does not@ppear to be a reasonable business or legal purpose.

Potentially Suspicious Activity That May Indicate
Money Laundering

Customers Who PrewidgfInsufficient or Suspicious Information

e A customer uses unusual orsuspiciousddentification documents that cannot be
readily verified.

e A customer provides an individual tax identifieation number after having previously
used a Social Security number.

e A customer uses different tax identificationitmbers with yariations of his or her
name.

e A business is reluctant, when establishing a new aceount, t,provide complete
information about the nature and purpose of its business, anticipatedyaccount activity,
prior banking relationships, the names of its officers and dizéctors, ot information on
its business location.

e A customer’s home or business telephone is disconnected.

e The customer’s background differs from that which would be expected on the basis of
his or her business activities.

e A customer makes frequent or large transactions and has no record of past or present
employment experience.

e A customer is a trust, shell company, or Private Investment Company that is reluctant
to provide information on controlling parties and underlying beneficiaries. Beneficial
owners may hire nominee incorporation services to establish shell companies and
open bank accounts for those shell companies while shielding the owner’s identity.
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Efforts to Avoid Reporting or Recordkeeping Requirement

e A customer or group tries to persuade a bank employee not to file required reports or
maintain required records.

e A customer is reluctant to provide information needed to file a mandatory report, to
have the report filed, or to proceed with a transaction after being informed that the
report must be filed.

e A customer is reluctant to furnish identification when purchasing negotiable
instruments in recordable amounts.

e A busines§'or customer asks to be exempted from reporting or recordkeeping
requirefaents.

e A person gustomadrily uses the automated teller machine to make several bank
deposits belowayspecified threshold.

e A customer deposits fuadsinto several accounts, usually in amounts of less than
$3,000, which are subsequently consolidated into a master account and transferred
outside of the countty, particulagly to or through a location of specific concern (e.g.,
countries designated bysfatignal authorities and Financial Action Task Force on
Money Laundering (FATF) as nonc@operative countries and territories).

e A customer accesses a safe deposit box after completing a transaction involving a
large withdrawal of currency, or a€cessés a safe deposit box before making currency
deposits structured at or just under $40,000, tofevade CTR filing requirements.

Funds Transfers

e Many funds transfers are sent in large, round dellarf" hundredidollar, or thousand
dollar amounts.

e Funds transfer activity occurs to or from a financial sectecy haven, onto or from a
higher-risk geographic location without an apparent busines$s reason or when the
activity is inconsistent with the customer’s business or historyy

e Many small, incoming transfers of funds are received, or deposits are made using
checks and money orders. Almost immediately, all or most of the transfers or
deposits are wired to another city or country in a manner inconsistent with the
customer’s business or history.

e Large, incoming funds transfers are received on behalf of a foreign client, with little
or no explicit reason.

e Funds transfer activity is unexplained, repetitive, or shows unusual patterns.

e Payments or receipts with no apparent links to legitimate contracts, goods, or services
are received.
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Funds transfers are sent or received from the same person to or from different
accounts.

Funds transfers contain limited content and lack related party information.

Automated Clearing House Transactions

Large-value, automated clearing house (ACH) transactions are frequently initiated
through third-party service providers (TPSP) by originators that are not bank
customers and for which the bank has no or insufficient due diligence.

TPSPs have a history of violating ACH network rules or generating illegal
transactiof§y or processing manipulated or fraudulent transactions on behalf of their
customers.

Multiple layers of TPSPs that appear to be unnecessarily involved in transactions.
Unusually high lewel of transactions initiated over the Internet or by telephone.

NACHA — TheyElectronic Payments Association (NACHA) information requests
indicate potential concerns with the bank’s usage of the ACH system.

Activity Inconsistent with the Customer’s Business

The currency transaction pattefis’ofd busifiess show a sudden change inconsistent
with normal activities.

A large volume of cashier’s checks, mongy @rders§ or funds transfers is deposited
into, or purchased through, an account when thénature,of the accountholder’s
business would not appear to justify such acfivity.

A retail business has dramatically different patterns offeurrency,deposits from similar
businesses in the same general location.

Unusual transfers of funds occur among related accounts’ordmong agcounts that
involve the same or related principals.

The owner of both a retail business and a check-cashing service does not ask for
currency when depositing checks, possibly indicating the availability of another
source of currency.

Goods or services purchased by the business do not match the customer’s stated line
of business.

Payments for goods or services are made by checks, money orders, or bank drafts not
drawn from the account of the entity that made the purchase.
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Lending Activity
e Loans secured by pledged assets held by third parties unrelated to the borrower.

e Loan secured by deposits or other readily marketable assets, such as securities,
particularly when owned by apparently unrelated third parties.

e Borrower defaults on a cash-secured loan or any loan that is secured by assets which
are readily convertible into currency.

e Loans are made for, or are paid on behalf of, a third party with no reasonable
explanation.

e To secufe a [oan, the customer purchases a certificate of deposit using an unknown
souree of'funds, particularly when funds are provided via currency or multiple
monetary /instrupients.

e Loans that lack alegitimate business purpose, provide the bank with significant fees
for assuming little or n@ risky or tend to obscure the movement of funds (e.g., loans
made to a borrowergandimmediately sold to an entity related to the borrower).

Changes in Bank-to=Bank Transactions

e The size and frequency of currency dep0sits increases rapidly with no corresponding
increase in noncurrency deposits.

e A bank is unable to track the true acgountholdef of correspondent or concentration
account transactions.

e The turnover in large-denomination bills is significant and appears uncharacteristic,
given the bank’s location.

e Changes in currency-shipment patterns between cortespondent banks are significant.

Cross-Border Financial Institution Transactions®®

e U.S. bank increases sales or exchanges of large denomination USS. bank notes to
Mexican financial institution(s).

e Large volumes of small denomination U.S. banknotes being sent from Mexican casas
de cambio to their U.S. accounts via armored transport or sold directly to U.S. banks.
These sales or exchanges may involve jurisdictions outside of Mexico.

e Casas de cambio direct the remittance of funds via multiple funds transfers to
jurisdictions outside of Mexico that bear no apparent business relationship with the

268 FinCEN Advisory FIN-2006-A003, Guidance to Financial Institutions on the Repatriation of Currency
Smuggled into Mexico from the United States, April 28, 2006.
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casas de cambio. Funds transfer recipients may include individuals, businesses, and
other entities in free trade zones.

Casas de cambio deposit numerous third-party items, including sequentially
numbered monetary instruments, to their accounts at U.S. banks.

Casas de cambio direct the remittance of funds transfers from their accounts at
Mexican financial institutions to accounts at U.S. banks. These funds transfers follow
the deposit of currency and third-party items by the casas de cambio into their
Mexican financial institution.

Bulk Currency Shipments

An inci€ase 1mythe sale of large denomination U.S. bank notes to foreign financial
institutiong,by/U.S. banks.

Large volumesfof small denomination U.S. bank notes being sent from foreign
nonbank fin@ncialfinstitutions to their accounts in the United States via armored
transport, or sold directly tolUJ.S. banks.

Multiple wire transfers initiated by foreign nonbank financial institutions that direct
U.S. banks to remit fund$tother jurisdictions that bear no apparent business
relationship with that foreign nonbank financial institution. Recipients may include
individuals, businesses, andiether entiti€s in free trade zones and other locations.

The exchange of small denomination UgS. bank notes for large denomination U.S.
bank notes that may be sent to foreigt countries:

Deposits by foreign nonbank financial institutiéns to their accounts at U.S. banks that
include third-party items, including sequentially numbered,monetary instruments.

Deposits of currency and third-party items by foreignfionbankifinancial institutions
to their accounts at foreign financial institutions and'thereafter difect wire transfers to
the foreign nonbank financial institution’s accounts at @,S. bauks.

Trade Finance

Items shipped that are inconsistent with the nature of the customer’s business
(e.g., a steel company that starts dealing in paper products, or an information
technology company that starts dealing in bulk pharmaceuticals).

Customers conducting business in higher-risk jurisdictions.

Customers shipping items through higher-risk jurisdictions, including transit through
noncooperative countries.

Customers involved in potentially higher-risk activities, including activities that may
be subject to export/import restrictions (e.g., equipment for military or police
organizations of foreign governments, weapons, ammunition, chemical mixtures,
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classified defense articles, sensitive technical data, nuclear materials, precious gems,
or certain natural resources such as metals, ore, and crude oil).

Obvious over- or under-pricing of goods and services.
Obvious misrepresentation of quantity or type of goods imported or exported.

Transaction structure appears unnecessarily complex and designed to obscure the true
nature of the transaction.

Customer requests payment of proceeds to an unrelated third party.
Shipment locations or description of goods not consistent with letter of credit.

Significantly amended letters of credit without reasonable justification or changes to
the beneficiary or Jocation of payment. Any changes in the names of parties should
prompt additiondl OEAC review.

Privately Owmned"Autemated Teller Machines

Automated teller maching,(ATM) activity levels are high in comparison with other
privately owned or bank-0wned ATMs in comparable geographic and demographic
locations.

Sources of currency for the AdEMicandot be,identified or confirmed through
withdrawals from account, armored'car gontracts, lending arrangements, or other
appropriate documentation.

Insurance

A customer purchases products with termination featiireséwithout concern for the
product’s investment performance.

A customer purchases insurance products using a single, large premium payment,
particularly when payment is made through unusual methodsfsuch as currency or
currency equivalents.

A customer purchases a product that appears outside the customer’s normal range of
financial wealth or estate planning needs.

A customer borrows against the cash surrender value of permanent life insurance
policies, particularly when payments are made to apparently unrelated third parties.

Policies are purchased that allow for the transfer of beneficial ownership interests
without the knowledge and consent of the insurance issuer. This would include
secondhand endowment and bearer insurance policies.

A customer is known to purchase several insurance products and uses the proceeds
from an early policy surrender to purchase other financial assets.
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A customer uses multiple currency equivalents (e.g., cashier’s checks and money
orders) from different banks and money services businesses to make insurance policy
or annuity payments.

Shell Company Activity

A bank is unable to obtain sufficient information or information is unavailable to
positively identify originators or beneficiaries of accounts or other banking activity
(using Internet, commercial database searches, or direct inquiries to a respondent
bank).

Payments to or from the company have no stated purpose, do not reference goods or
services,Oridentify only a contract or invoice number.

Goads or'services, if identified, do not match profile of company provided by
respondent bankgor-¢haracter of the financial activity; a company references
remarkably di$similar'goods and services in related funds transfers; explanation given
by foreign fespondent bank is inconsistent with observed funds transfer activity.

Transacting businesSes share the same address, provide only a registered agent’s
address, or have other addressdmeensistencies.

Unusually large number and variety/of beneficiaries are receiving funds transfers
from one company.

Frequent involvement of multiplegurisdictions or beneficiaries located in higher-risk
offshore financial centers.

A foreign correspondent bank exceeds the'expécted volume in its client profile for
funds transfers, or an individual company exhibits a high yolume and pattern of funds
transfers that is inconsistent with its normal buSiness activity:

Multiple high-value payments or transfers between Shell compani@s with no apparent
legitimate business purpose.

Purpose of the shell company is unknown or unclear.

Embassy and Foreign Consulate Accounts

Official embassy business is conducted through personal accounts.

Account activity is not consistent with the purpose of the account, such as pouch
activity or payable upon proper identification transactions.

Accounts are funded through substantial currency transactions.

Accounts directly fund personal expenses of foreign nationals without appropriate
controls, including, but not limited to, expenses for college students.
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Employees

Employee exhibits a lavish lifestyle that cannot be supported by his or her salary.

Employee fails to conform to recognized policies, procedures, and processes,
particularly in private banking.

Employee is reluctant to take a vacation.

Other Unusual or Suspicious Customer Activity

Customer frequently exchanges small-dollar denominations for large-dollar
denominations.

Customer frequently deposits currency wrapped in currency straps or currency
wrapped in rubbefbands that is disorganized and does not balance when counted.

Customer padrchases a number of cashier’s checks, money orders, or traveler’s checks
for large amounts undef a specified threshold.

Customer purchasesa number of open-end prepaid cards for large amounts.
Purchases of prepaid ‘¢ards aré not cemmensurate with normal business activities.

Customer receives large and, frequent deposits from online payments systems yet has
no apparent online or auction business.

Monetary instruments deposited by naail are numbered sequentially or have unusual
symbols or stamps on them.

Suspicious movements of funds occur from gne bank to another, and then funds are
moved back to the first bank.

Deposits are structured through multiple branches of the same bank or by groups of
people who enter a single branch at the same time.

Currency is deposited or withdrawn in amounts just below‘dentification or reporting
thresholds.

Customer visits a safe deposit box or uses a safe custody account on an unusually
frequent basis.

Safe deposit boxes or safe custody accounts opened by individuals who do not reside
or work in the institution’s service area, despite the availability of such services at an
institution closer to them.

Customer repeatedly uses a bank or branch location that is geographically distant
from the customer’s home or office without sufficient business purpose.
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Customer exhibits unusual traffic patterns in the safe deposit box area or unusual use
of safe custody accounts. For example, several individuals arrive together, enter
frequently, or carry bags or other containers that could conceal large amounts of
currency, monetary instruments, or small valuable items.

Customer rents multiple safe deposit boxes to store large amounts of currency,
monetary instruments, or high-value assets awaiting conversion to currency, for
placement into the banking system. Similarly, a customer establishes multiple safe
custody accounts to park large amounts of securities awaiting sale and conversion
into currency, monetary instruments, outgoing funds transfers, or a combination
thereof, for placement into the banking system.

Unusual g@seéyof trust funds in business transactions or other financial activity.
Customeriuses a personal account for business purposes.

Customet has@stablished multiple accounts in various corporate or individual names
that lack sufficientibusiness purpose for the account complexities or appear to be an
effort to hide the beneficial'@wnership from the bank.

Customer makes multiplé and frequent currency deposits to various accounts that are
purportedly unrelated:

Customer conducts large deposits and witthdrawals during a short time period after
opening and then subsequently“elosg§the decount or the account becomes dormant.
Conversely, an account with little@ctivity may suddenly experience large deposit and
withdrawal activity.

Customer makes high-value transactions mot commensurate with the customer’s
known incomes.

Potentially Suspicious Activity That#May tndicate

Terrorist Financing

The following examples of potentially suspicious activity that may indi€ate terrorist
financing are primarily based on guidance “Guidance for Financial¥astitutions in
Detecting Terrorist Financing” provided by the FATF.*® FATF is an intergovernmental
body whose purpose is the development and promotion of policies, both at national and
international levels, to combat money laundering and terrorist financing.

*%% Guidance for Financial Institutions in Detecting Terrorist Financing, April 24, 2002, is available at
www.fatf-gafi.org/.
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Activity Inconsistent With the Customer’s Business

e Funds are generated by a business owned by persons of the same origin or by a
business that involves persons of the same origin from higher-risk countries (e.g.,
countries designated by national authorities and FATF as noncooperative countries
and territories).

e The stated occupation of the customer is not commensurate with the type or level of
activity.

e Persons involved in currency transactions share an address or phone number,
particularly when the address is also a business location or does not seem to
correspond te the stated occupation (e.g., student, unemployed, or self-employed).

e Regdrdingmonprofit or charitable organizations, financial transactions occur for
which there appearsito be no logical economic purpose or in which there appears to
be no link between theistated activity of the organization and the other parties in the
transaction.

e A safe deposit box gpened o behalf of a commercial entity when the business
activity of the customer i3 unkmewn or such activity does not appear to justify the use
of a safe deposit box.

Funds Transfers

e A large number of incoming or ofitgoing funds tsansfers take place through a business
account, and there appears to be no logical buSiness,or other economic purpose for
the transfers, particularly when this activity invelves higher-risk locations.

e Funds transfers are ordered in small amountSiin an apparedg,effort to avoid triggering
identification or reporting requirements.

e Funds transfers do not include information on the originator;, or theéyperson on whose
behalf the transaction is conducted, when the inclusionof sueh information would be
expected.

e Multiple personal and business accounts or the accounts of nonprofit organizations or
charities are used to collect and funnel funds to a small number of foreign
beneficiaries.

e Foreign exchange transactions are performed on behalf of a customer by a third party,
followed by funds transfers to locations having no apparent business connection with
the customer or to higher-risk countries.

Other Transactions That Appear Unusual or Suspicious

e Transactions involving foreign currency exchanges are followed within a short time
by funds transfers to higher-risk locations.
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e Multiple accounts are used to collect and funnel funds to a small number of foreign
beneficiaries, both persons and businesses, particularly in higher-risk locations.

e A customer obtains a credit instrument or engages in commercial financial
transactions involving the movement of funds to or from higher-risk locations when
there appear to be no logical business reasons for dealing with those locations.

e Banks from higher-risk locations open accounts.
e Funds are sent or received via international transfers from or to higher-risk locations.

e Insurance policy loans or policy surrender values that are subject to a substantial
surrender gharge.

Q
//I/O
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Appendix G: Structuring

Structuring transactions to evade BSA reporting and certain recordkeeping requirements
can result in civil and criminal penalties under the BSA. Under the BSA (31 USC 5324),
no person shall, for the purpose of evading the CTR or a geographic targeting order
reporting requirement, or certain BSA recordkeeping requirements:

e Cause or attempt to cause a bank to fail to file a CTR or a report required under a
geographic targeting order or to maintain a record required under BSA regulations.

e Cause or attempt to cause a bank to file a CTR or report required under a geographic
targeting etder, or to maintain a BSA record that contain a material omission or
misstatementiof fact.

e Structure, as‘defin@d above, or attempt to structure or assist in structuring, any
transactign with one @g more banks.

The definition ofistructuringffas,set forth in 31 CFR 103.11(gg) (which was implemented
before a USA PATRIOZL A¢t provision extended the prohibition on structuring to
geographic targeting orders and BSA recordkeeping requirements), states, “a person
structures a transaction 1fithat perSon, aeting alone, or in conjunction with, or on behalf
of, other persons, conducts or attempts to conduct one or more transactions in currency in
any amount, at one or more financial instituffons, on one or more days, in any manner, for
the purpose of evading the [CTR filing séquiréments].” “In any manner” includes, but is
not limited to, breaking down a single/curzency sum exceeding $10,000 into smaller
amounts that may be conducted as a seri€s of fransactions at or less than $10,000. The
transactions need not exceed the $10,000 CTR filingdthreshold at any one bank on any
single day in order to constitute structuring.

Money launderers and criminals have developed manygWaysfto Structure large amounts of
currency to evade the CTR filing requirements. Unless cdrréncy i1S'ssmuggled out of the
United States or commingled with the deposits of an otherwisclegitifate business, any
money laundering scheme that begins with a need to convetg the etirrency, proceeds of
criminal activity into more legitimate-looking forms of financidl instruments, accounts, or
investments, will likely involve some form of structuring. Structuringd#emains one of the
most commonly reported suspected crimes on SARs.

Bank employees should be aware of and alert to structuring schemes. For example, a
customer may structure currency deposit or withdrawal transactions, so that each is less
than the $10,000 CTR filing threshold; use currency to purchase official bank checks,
money orders, or traveler’s checks with currency in amounts less than $10,000 (and
possibly in amounts less than the $3,000 recordkeeping threshold for the currency
purchase of monetary instruments to avoid having to produce identification in the
process); or exchange small bank notes for large ones in amounts less than $10,000.

However, two transactions slightly under the $10,000 threshold conducted days or weeks
apart may not necessarily be structuring. For example, if a customer deposits $9,900 in
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currency on Monday and deposits $9,900 in currency on Wednesday, it should not be
assumed that structuring has occurred. Instead, further review and research may be
necessary to determine the nature of the transactions, prior account history, and other
relevant customer information to assess whether the activity is suspicious. Even if
structuring has not occurred, the bank should review the transactions for suspicious
activity.

In addition, structuring may occur before a customer brings the funds to a bank. In these
instances, a bank may be able to identify the aftermath of structuring. Deposits of
monetary instruments that may have been purchased elsewhere might be structured to
evade the CTR filing requirements or the recordkeeping requirements for the currency
purchase of monetary instruments. These instruments are often numbered sequentially in
g less than $10,000 or $3,000; bear the same handwriting (for the most part)
mall mark, stamp, or initials; or appear to have been purchased at

the same or different days.
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Appendix H: Request Letter Items
(Core and Expanded)

Core Examination Procedures

As part of the examination planning process, the examiner should prepare a request letter.
The list below includes materials that examiners may request or request access to for a
bank BSA/AML examination. This list should be tailored for the specific bank’s risk
profile and the planned examination scope. Additional materials may be requested as
needed.

BSA/AMIgF€ompliance Program

Name and title of thé'designated BSA compliance officer and, if different, the name
and title of the pefson,responsible for monitoring BSA/AML compliance.

= QOrganization charts shawingdirect and indirect reporting lines.

= Copies of résumés and qualifications of person(s) new to the bank serving in
BSA/AML complianceésprogfam oversight capacities.

Make available copies of the m@st recent wittten BSA/AML compliance program
approved by board of directors (orthe statutor§y equivalent of such a program for
foreign financial institutions operating'in the United, States), including CIP
requirements, with date of approval noted in the miinutes.

Make available copies of the policy and procedurg$ relating to all reporting and
recordkeeping requirements, including suspicioll§ activity reperting.

Correspondence addressed between the bank, its personnel’oxagents, and its federal
and state banking agencies, the U.S. Treasury (Office ofithe Seeretapghand
Department of the Treasury, IRS, FiInCEN, IRS Enterprise €ompufing Center —
Detroit (formerly the Detroit Computing Center), and OFAC) gt law enforcement
authorities since the previous BSA/AML examination. For example, please make
available IRS correspondence related to CTR errors or omissions.

Independent Testing

Make available copies of the results of any internally or externally sourced
independent audits or tests performed since the previous examination for BSA/AML,
including the scope or engagement letter, management’s responses, and access to the
workpapers.

Make available access to the auditor’s risk assessment, audit plan (schedule), and
program used for the audits or tests.
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Training

Training documentation (e.g., materials used for training since the previous
BSA/AML examination).

BSA/AML training schedule with dates, attendees, and topics. A list of persons in
positions for which the bank typically requires BSA/AML training but who did not
participate in the training.

Risk Assessment

Make available copies of management’s BSA/AML risk assessment of products,
services, customers, and geographic locations.

List of bank identified, higher-risk accounts.

Customer Identifieation Program
List of accounts without taXpayer identification numbers (TIN).
File of correspondence tequesting FINs for bank customers.

A copy of any account opening forms (€.g., for loans, deposits or other accounts) used
to document CIP/Customer DugyDiligencednformation.

Written description of the bank’s ratighaledor CIP exemptions for existing customers
who open new accounts.

List of new accounts covering all product lines (inéludingiaccounts opened by third
parties) and segregating existing customer accodnts frommew customers, for

. (Examiner to insert a period of timeyappropriateifor the size and
complexity of the bank.)

List of any accounts opened for a customer that provides amapplieationfor a TIN.

List of any accounts opened in which verification has not been éempletéd or any
accounts opened with exceptions to the CIP.

List of customers or potential customers for whom the bank took adverse action,” on
the basis of its CIP.

List of all documentary and nondocumentary methods the bank uses to verify a
customer’s identity.

Make available customer notices and a description of their timing and delivery, by
product.

70 As defined by 12 CFR 202.2(c).
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List of the financial institutions on which the bank is relying, if the bank is using the
“reliance provision.” The list should note if the relied-upon financial institutions are
subject to a rule implementing the BSA/AML compliance program requirements of
31 USC 5318(h) and are regulated by a federal functional regulator.

Provide the following:

= Copies of any contracts signed between the parties.

= Copies of the CIP or procedures used by the other party.
= Any certifications made by the other party.

Copies of cofitragts with financial institutions and with third parties that perform all
or any paxf of the bank’s CIP.

Suspicious Activity Reporting

Access to SARs'filed with EmECEN during the review period and the supporting
documentation. Include copies of any filed SARs that were related to section 314(a)
requests for information or teysection 314(b) information sharing requests.

Any analyses or documentation(of any agtivity for which a SAR was considered but
not filed, or for which the bankis actively censidering filing a SAR.

Description of expanded monitoring précedufes applied to higher-risk accounts.

Determination of whether the bank uses‘@ manualéor an automated account
monitoring system, or a combination of the tw@.” I[fdn attomated system is used,
determine whether the system is proprietary or veindor supplied. If the system was
provided by an outside vendor, request (i) a list that includes the vendor, (i1)
application names, and (iii) installation dates of any automated aceount monitoring
system provided by an outside vendor. Request a list ofthe algorithms or rules used
by the systems and copies of the independent validation ofithe softwarejagainst these
rules.

Make available copies of reports used for identification of and monitering for
suspicious transactions. These reports include, but are not limited to, suspected kiting
reports, currency activity reports, monetary instrument records, and funds transfer
reports. These reports can be generated from specialized BSA/AML software, the
bank’s general data processing systems, or both.

If not already provided, copies of other reports that can pinpoint unusual transactions
warranting further review. Examples include nonsufficient funds (NSF) reports,
account analysis fee income reports, and large item reports.

Provide name, purpose, parameters, and frequency of each report.
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Correspondence received from federal law enforcement authorities concerning the
disposition of accounts reported for suspicious activity.

Make available copies (or a log) of criminal subpoenas received by the bank since the
previous examination or inspection.

Make available copies of policies, procedures, and processes used to comply with all
criminal subpoenas, including National Security Letters (NSL), related to BSA.

Currency Transaction Reporting

Access to filed Currency Transaction Reports (CTR) (FinCEN Form 104) for the
review periods

Access t0 Intésnalireports used to identify reportable currency transactions for the
review period.

List of productsfor setyices that may involve currency transactions.

Currency Transaction Reporting Exemptions

Access to filed Designatiomsof EXempt Rerson form(s) for current exemptions
(FinCEN Form 110).

List of customers exempted from"@TR filing afid the documentation to support the
exemption (e.g., currency transactiondiistory or, as applicable, risk-based analysis).

Access to documentation of required annual reviews FoRCTR exemptions.

Information Sharing

Documentation of any positive match for a section 3 14(a)freguest:

Make available documentation demonstrating that required,searches have been
performed.

Make available any vendor-confidentiality agreements regarding seetion 314(a)
services, if applicable.

Make available copies of policies, procedures, and processes for complying with 31
CFR 103.100 (Information Sharing Between Federal Law Enforcement Agencies and
Financial Institutions).

If applicable, a copy of the bank’s most recent notification form to voluntarily share
information with other financial institutions under 31 CFR 103.110 (Voluntary
Information Sharing Among Financial Institutions), or a copy of the most recent
correspondence received from FinCEN that acknowledges FinCEN’s receipt of the
bank’s notice to voluntarily share information with other financial institutions.
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If applicable, make available copies of policies, procedures, and processes for
complying with 31 CFR 103.110.

Purchase and Sale of Monetary Instruments

Access to records of sales of monetary instruments in amounts between $3,000 and
$10,000 (if maintained with individual transactions, provide samples of the record
made in connection with the sale of each type of monetary instrument).

Funds Transfers Recordkeeping

Access to records of funds transfers, including incoming, intermediary, and outgoing
transfers of $3,000 or more.

Foreign Corrgspondent Account Recordkeeping and Due Diligence

List of all foreignfcorrespondent bank accounts, including a list of foreign financial
institutions, for which the bank provides or provided regular services, and the date on
which the requiredinformation was received (either by completion of a certification
or by other means).

If applicable, documentation tofevidence\compliance with 31 CFR 103.177
(Prohibition on Correspondent{Accounts fogForeign Shell Banks; Records
Concerning Owners of Foreign Banks and Agents for Service of Legal Process) and
31 CFR 103.185 (Summons or Subpogfia ofdForeign Bank Records; Termination of
Correspondent Relationship) (for foreigngeorrespondent bank accounts and shell
banks).

List of all payable through relationships with fog€ign finan¢ial institutions as defined
in 31 CFR 103.175.

Access to contracts or agreements with foreign financialfinstitutions that have payable
through accounts.

List of the bank’s foreign branches and the steps the bank has faken to détermine
whether the accounts with its branches are not used to indirectly prewide services to
foreign shell banks.

List of all foreign correspondent bank accounts and relationships with foreign
financial institutions that have been closed or terminated in compliance with the
conditions in 31 CFR 103.177 (i.e., service to foreign shell banks, records of owners
and agents).

List of foreign correspondent bank accounts that have been the subject of a 31 CFR
103.100 (Information Sharing Between Federal Law Enforcement Agencies and
Financial Institutions) or any other information request from a federal law
enforcement officer for information regarding foreign correspondent bank accounts
and evidence of compliance.
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Any notice to close foreign correspondent bank accounts from the Secretary of the
Treasury or the U.S. Attorney General and evidence of compliance.

Make available copies of policies, procedures, and processes for complying with 31
CFR 103.177.

List of all the bank’s embassy or consulate accounts, or other accounts maintained by
a foreign government, foreign embassy, or foreign political figure.

List of all accountholders and borrowers domiciled outside the United States,
including those with U.S. power of attorney.

Currency-Shipment Activity

Make ayatlable records reflecting currency shipped to and received from the Federal
Reserve Bank or cou@spondent banks, or reflecting currency shipped between
branches and theigfbanks™eentral currency vaults for the previous

months. (Examiner todnsert a period of time appropriate for the size and complexity
of the bank.)

Other BSA Reporting and Reeerdkeeping Requirements
Record retention schedule and jprocedural guidelines.

File of Reports of International Transpoftatiod 6f Currency or Monetary Instruments
(CMIR) (FinCEN Form 105, formerlg'Cusfoms Form 4790).

Records of Report of Foreign Bank and Financial Ae€ounts (FBAR) (TD F 90-22.1).

OFAC

Name and title of the designated OFAC compliance offigér and, if'different, the name
and title of the person responsible for monitoring OF ACgompliancef

Organization charts showing direct and indirect reporting liness

Copies of résumés and qualifications of person (or persons) new to'the bank serving
in OFAC compliance program oversight capacities.

OFAC training schedule with dates, attendees, and topics. A list of persons in
positions for which the bank typically requires OFAC training but who did not
participate in the training.

Make available copies of the results of any internally or externally sourced
independent audits or tests performed since the previous examination for OFAC,
including the scope or engagement letter, management’s responses, and access to the
workpapers.
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Make available copies of management’s OFAC risk assessment of products, services,
customers, and geographic locations.

Make available copies of OFAC policies and procedures.

Make available a list of blocked or rejected transactions with individuals or entities
on the OFAC list and reported to OFAC. (Banks must report all blockings within ten
days by filing a Report of Blocked Transactions.)

If maintained, make available logs or other documentation related to reviewing
potential OFAC matches, including the method for reviewing and clearing those
determined not to be matches.

Provide a List of any OFAC licenses issued to the bank. (OFAC has the authority,
through@licensing process, to permit certain transactions that would otherwise be
prohibited under its xégulations. If a bank’s customer claims to have a specific
license, the bank should Verify that the transaction conforms to the terms of the
license and obtaln a cepy of the authorizing license.)

If applicable, provide agopyof the records verifying that the most recent updates to
OFAC software have been installed,

Provide a copy of the Annual Report of Blocked Property submitted to OFAC (TD F
90-22.50). (Banks must reportiall blocked@ssets to OFAC annually by September
30.)
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Expanded Examination Procedures

As part of the examination planning process, the examiner should prepare a request letter.
The listing below includes materials that may be requested for a bank BSA/AML
examination. This list should be tailored for the specific institution profile and the
planned examination scope. Additional materials may be requested as needed.

Correspondent Accounts (Domestic)

Make available copies of policies, procedures, and processes specifically for
correspondent bank accounts, including procedures for monitoring for suspicious
activity.

Make available a list of domestic correspondent bank accounts.

Provide a listof SARS filed relating to domestic correspondent bank accounts.

Correspondent'A ccountss(Foreign)

Make available copies of policies, procedures, and processes specifically for foreign
correspondent financial institutions@c€ounts, including procedures for monitoring for
suspicious activity.

Make available a list of foreign ‘€errespondent financial institution accounts.

Provide risk assessments covering fof€igndeorrespondent financial institution account
relationships.

Provide a list of SARs filed relating to foreign corfespondent financial institution
accounts.

Bulk Shipments of Currency

Make available copies of policies, procedures, and processe§yrelated to receiving
shipments of bulk currency. Describe expanded monitoring procedures applied to
Currency Originators and Intermediaries.

Make available a list of Currency Originators, Intermediaries, including referral
agents, and foreign and domestic customers that send bulk currency shipments to the
bank.

Provide a list of all foreign and domestic correspondent bank accounts, including a
list of foreign financial institutions, from which the bank receives or sends bulk
currency shipments.

Provide a copy of management’s risk assessment of relationships and transactions of
Currency Originators and Intermediaries.
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Make available copies of reports used for identification of and monitoring for
suspicious transactions related to Currency Originators and Intermediaries

Make available agreements or contracts with Currency Originators or Intermediaries.

Provide a list of SARs filed related to shipping relationships and transactions.

U.S. Dollar Drafts

Make available copies of policies, procedures, and processes specifically for U.S.
dollar drafts, including procedures for monitoring for suspicious activity.

Make availablga list of foreign correspondent bank accounts that offer U.S. dollar
drafts. If p@ssibley include the volume, by number and dollar amount, of monthly
transactions for each account.

Provide a list of SARs filed relating to U.S. dollar drafts.

Payable Through Accounts

Make available copies of policies, procedures, and processes specifically for payable
through accounts (PTA), taeludiig procedures for monitoring for suspicious activity.

Make available a list of foreign correspondeint bank accounts with PTAs. Include a
detailed summary (number and méfthlydollarvolume) of sub-accountholders for
each PTA.

Provide a list of SARs filed relating to PTAs,

Pouch Activities

Make available copies of pouch activity policies, procedusesy and processes,
including procedures for monitoring for suspicious activity.

Provide a list of customer accounts permitted to use pouch serviées.
Provide a list of CTRs, CMIRs, or SARs filed relating to pouch actiwvity.

As needed, provide a copy of pouch logs.

Foreign Branches and Offices of U.S. Banks

Make available copies of policies, procedures, and processes specific to the foreign
branch or office, if different from the parent’s policies, procedures, and processes.

Provide most recent management reports received on foreign branches and offices.

Make available copies of the bank’s tiering or organizational structure report.
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Provide AML audit reports, compliance reports, and supporting documentation for
the foreign branches and offices.

Provide a list of the types of products and services offered at the foreign branches and
offices and information on new products or services offered by the foreign branch,
including those that are not already offered by the parent bank.

Provide a description of the method for aggregating each customer relationship across
business units and geographic locations throughout the organization.

Provide the code of ethics for foreign branches or offices, if it is different from the
bank’s standard policy.

When testing willybe performed, provide a list of accounts originated or serviced in
the foreign branch or office. Examiners should try to limit this request and focus on
accounts for specificgpreducts or services, higher-risk accounts only, or accounts for
which exceptionsorauditiconcerns have been noted.

Provide a list of the locatiofis of\foreign branches and offices, including, if possible,
the host country regulatory‘ageney and contact information.

Provide the organizationahsttuctdre of'the foreign branches and offices, including
reporting lines to the U.S. bank level.

Parallel Banking

Provide a list of any parallel banking relationshipss

Make available copies of policies, procedures, andgprocesses specifically for parallel
banking relationships, including procedures relating to higher-risk money laundering
activities. Such policies and procedures should ineludefthoséthat are specific to the

relationship with the parallel entity.

Provide a list SARs filed relating to parallel banking relationshipss

Make available documents that specify limits or procedures thatshouldde followed
when dealing with the parallel entity.

Provide a list of directors or officers of the bank who are also associated with the
foreign parallel bank.

Electronic Banking

Make available copies of any policies and procedures related directly to electronic
banking (e-banking) that are not already included in the BSA/AML policies.

Provide management reports that indicate the monthly volume of e-banking activity.
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Provide a list of business customers regularly conducting e-banking transactions,
including the number and dollar volume of transactions.

Make available a list of service providers related to Remote Deposit Capture (RDC)
activities.

Make available copies of contracts related to RDC activities.

Funds Transfers

Provide funds transfer activity logs, including funds transfers that involve cover
payments, including transfers into and out of the bank. Include the number and dollar
volume of funds, transfer activity for the month.

Providedlistief funds transfers purchased with currency over a specified time period.
Provide a list of neficustomer transactions over a specified time period.

If not already included Tn the"BSA/AML policies, make available copies of any
policies, procedurespand processes related to funds transfers, including transfers that
involve cover payments, or payable upon proper identification (PUPID).

Provide a list of suspense accounts usedifor PUPID proceeds.

Provide a list of PUPID transactionsscompletedby the bank, either as the beneficiary
bank or as the originating bank.

Automated Clearing House Transaction$

Make available copies of any policies and procedures related directly to automated
clearing house (ACH) and international ACH transactiods (LAF) that are not already
included in the BSA/AML policies.

Make available copies of management reports that indicate,the momthlyaolume of
ACH activity, including IATs.

Make available a list of large or frequent ACH transactions or [ATss
Make available a list of IATs (both those originated from or received by the bank).

Make available a list of customer complaints regarding ACH transactions and IATs.

Electronic Cash

Make available copies of any policies and procedures related directly to electronic
cash (e-cash), including prepaid cards, that are not already included in the BSA/AML
policies.
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Provide management reports that indicate the monthly volume of e-cash activity,
including prepaid cards.

Provide a list of business customers regularly conducting e-cash transactions,
including prepaid cards, including the number and dollar volume of transactions.

Third-Party Payment Processors

If not already included in the BSA/AML policies, make available copies of any
policies, procedures, and processes related to third-party payment processors.

Provide a list of third-party payment processor relationships. Include the number and
dollar volumefof payments processed per relationship.

ProvidedTistiof SARs filed on third-party payment processor relationships.

Purchase and Sal€ of Monetary Instruments

If not already included in the BSA/AML policies, make available copies of any
policies, procedures; an@ processes related to the sale of monetary instruments for
currency. In particular,iinclude poligies, procedures, and processes related to the
monitoring sales of monetafy in§truments in order to detect unusual activities.

Provide monetary instrument 10gs or othetdMIS reports used for the monitoring and
detection of unusual or suspicious activifies relating to the sales of monetary
instruments.

Provide a list of noncustomer transactions over@ speéified period of time.

Provide a list of monetary instruments purchased with cugtency over a specified time
period.

Provide a list of SARs filed related to the purchase or sale of menetary instruments.

Brokered Deposits

Make available copies of specific policies and procedures specifically for brokered
deposits, including procedures for monitoring for suspicious activity.

Provide risk assessment covering brokered deposits.
Provide internal audits covering brokered deposits.
Provide a list of approved deposit brokers.

Provide management reports covering nonrelationship funding programs (including
reports on balances, concentrations, performance, or fees paid).

Provide SARs and subpoenas related to brokered deposit relationships.
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Provide a copy of account documentation or agreements for deposit broker
arrangements.

Privately Owned Automated Teller Machines

Provide a risk assessment covering privately owned automated teller machines
(ATM) and Independent Sales Organizations (ISO), including a list of higher-risk
privately owned ATM relationships.

Make available copies of policies, procedures, and processes for privately owned
ATM and ISO account acceptance, due diligence, and ongoing monitoring.

Provide a listé0f.ISO clients and balances.

Provide SAR§and subpoenas related to privately owned ATMs and ISOs.

Nondeposit Investment Products

Make available copies of pdlicies, procedures, and processes relating to nondeposit
investment products{NPIP)and relationships with any independent NDIP providers.

Provide internal audits coveringdNDIP sales and provider relationships.
Provide a risk assessment coveting NDIP cdstomers and transactions.
If available, provide a list of NDIP clients and/balances.

Provide a list of suspense, concentration, or omnibus aecounts used for NDIP.
Describe the purpose for and controls surrounding €ach a¢count.

Provide management reports covering 25 to 50 ofithe langestgmost active, and most
profitable NDIP customers.

Provide SARs and subpoenas related to NDIP customers:
Make available a copy of account opening documentation or agreements for NDIP.

Make available a copy of contracts or agreements between the bank and third-party
NDIP providers for the completion of CIP, due diligence, and ongoing monitoring of
NDIP customers.

Insurance

Make available copies of BSA/AML policies and procedures related to the sale of
insurance.

Provide risk assessment covering insurance products.

FFIEC BSA/AML Examination Manual H-13 04/29/2010



Appendix H: Request Letter Items (Core and Expanded)

Make available MIS reports related to the sales of insurance products. Reports may
include large transaction reports, single premium payments, early cancellation,
premium overpayments, and assignments of claims.

Make available a copy of contracts or agreements between the bank and insurance
providers for the completion of CIP, due diligence, and ongoing monitoring of
insurance customers.

Provide a list of insurance products approved for sale at the bank.

Provide management reports covering insurance products (including large
transactions, funds transfers, single premium payments, and early cancellations).

Provide SARS or'subpoenas related to insurance clients.

Provide'a copy of accéunt documentation requirements and applications for insurance
products.

Concentration Accounts

Make available copies of BSA/AML policies, procedures, and processes that are
specific to concentration agedunt$ (alsofknown as special-use, omnibus, suspense,
settlement, intraday, sweep, or/€ollection accounts).

Provide a list of all concentration‘@ecounts and'each account’s most recent
reconcilement.

Provide account activity reports for concentratiofi accéunts for
(Examiner to insert a period of time appropriate fof the Size and complexity of the
bank.)

Lending Activities
Make available copies of BSA/AML policies and procedutes specific tojlending.

Provide a risk assessment relating to the lending function, including a list of any
higher-risk lending relationships identified by the bank.

For loans secured by cash collateral, marketable securities, or cash surrender value of
life insurance products:

= Provide a list of all loans that have defaulted since the previous BSA/AML
examination, including those that were charged off.

= Provide a list of all loans that have been extended since the previous BSA/AML
examination.
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Trade Finance Activities

Make available copies of BSA/AML policies and procedures specific to trade finance
activities.

Provide a risk assessment relating to trade finance activities, including a list of any
higher-risk trade finance transactions, accounts, or relationships identified by the
bank.

Provide a list of customers involved in transactions with higher-risk geographic
locations or for whom the bank facilitates trade finance activities with higher-risk
geographic locations.

Private Banking

Make available copi€s of policies, procedures, and controls used to manage
BSA/AML risksf the private banking department.

Make available business ot strategic plans for the private banking department.

Provide the most recent yersion of management reports on private banking activity,
such as customer aggregation reports, policy exception reports, client concentrations,
customer risk classification reports, andinusual account activity.

Provide recent private banking reports ffom cémpliance, internal audit, risk
management, and external auditors orfconstiltants that cover BSA/AML.

Provide a list of products and services offered to privateibanking clients. Information
on new products and services offered to private banking clients and the bank’s
process for approving new activities.

Provide a description of the method for aggregating custefmesholdings and activities
across business units throughout the organization.

Provide a description of account officer and manager positionsgand the
compensation, recruitment, and training program for these positiens.

Make available the code of ethics policy for private banking officers.
Provide a risk assessment covering private banking customers and transactions.

Provide a list of suspense, concentration, or omnibus accounts used for private
banking transactions. Describe the purpose for each account and the controls
governing it.

Provide management reports covering 25 to 50 of the largest, most active, or most
profitable private banking customers.
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Provide a list of the bank’s private banking accountholders who meet the following
criteria:

= Politically exposed persons (PEP), export or import business owners, money
transmitters, Private Investment Companies (PIC), financial advisers, offshore
entities, or money managers (when an intermediary is acting on behalf of
customers).

= Customers who were introduced to the bank by individuals previously employed
by other financial institutions.

= Customers who were introduced to the bank by a third-party investment adviser.
= Customefs Who use nominee names.

= Customers who are from, or do business with, a higher-risk geographic location.
= Customets whoare invelved in cash-intensive businesses.

= Customers who, were granted exceptions to policies, procedures, and controls.

= Customers who frequently appear on unusual activity monitoring reports.
Provide SARs and subpoenas related to private banking customers.

Make available a copy of accountsepening documentation or agreements for private
banking customers.

Trust and Asset Management Services

Make available copies of BSA/AML policies, procedures; and processes for trust and
asset management services.

Make available trust and asset management proceduresd@nd guidelines used to
determine when EDD is appropriate for higher-risk accounits and pdrtiegyto the
relationship. These should include methods for identifying accelint-intetested parties
(i.e., individual grantors, co-trustees, or outside investment managers).

Provide a list of the bank’s trust and asset management accountholders who meet the
following criteria:

Provide a list of politically exposed persons (PEP), export or import business owners,
money transmitters, Private Investment Companies (PIC), financial advisers, offshore
entities, or money managers (when an intermediary is acting on behalf of customers).

= Customers who were introduced to the bank by individuals previously employed
by other financial institutions.

= Customers who were introduced to the bank by a third-party investment adviser.

= Customers who use nominee names.
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= Customers who are from, or do business with, a higher-risk geographic location.
= Customers who are involved in cash-intensive businesses.

= Customers who were granted exceptions to policies, procedures, and controls.

= Customers who frequently appear on unusual activity monitoring reports.

Make available reports and minutes submitted to the board of directors or its
designated committee relating to BSA/AML matters pertaining to trust and asset
management business lines and activities.

Provide an organizational chart for the BSA/AML compliance function as it relates to
the trust and@sset management services.

Providefa risk'asséssment of trust and asset management services that identifies those
customers, prospective ¢ustomers, or products the bank has determined to be higher
risk.

Provide management reports covering 25 to 50 of the largest, most active, or most
profitable trust and ass¢t mamagément customers.

Provide a BSA/AML indepéndent review or audit of trust and asset management
services. Make workpapers available upon request.

Make available a copy of the BSA/AMIdtraining materials for management and
employees involved in trust and assetfmandgement activities.

Identify the trust accounting systems used. Briefly efplain how they accommodate
and assist compliance with BSA/AML regulationsfand guidelines.

Provide a list of newly opened trust and asset managemént aécounts since
. (Examiner to insert a period of time apprapriate for the size and
complexity of the bank.)

Provide procedures for checking section 314(a) requests relatingto trust and asset
management services.

Provide a list of all trust and asset management accounts designated as higher risk,
and a list of all accounts whose assets consist of PICs and asset protection trusts.

Provide copies of SARs associated with trust and asset management services.

Provide a list of subpoenas, particularly BSA/AML-related, relating to trust and asset
management activities.
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Nonresident Aliens and Foreign Individuals

Make available copies of policies, procedures, and processes specific to nonresident
alien (NRA) accounts, including guidelines and systems for establishing and updating
W-8 exempt status.

Provide a list of NRA and foreign individual accounts held by the bank, particularly
those accounts the bank has designated as higher risk.

Provide a list of NRA and foreign individual accounts without a TIN, passport
number, or other appropriate identification number.

Provide a list@0f SARs and subpoenas related to NRA and foreign individual
accounts.

Politically Exposed Rersons

Make availablef€opiesief policies, procedures, and processes specific to politically
exposed persons (REP). Pgliciesyshould include the bank’s definition of a PEP as
well as procedures for gpening PEP accounts and senior management’s role in the
approval process for opening/ PEPaceounts.

Provide a list of accounts in the name ofior for the benefit of a PEP. List should
include the country of residenceief the PEP; the account balances, and the average
number and dollar volume of transactiofiS peffmonth.

Provide a list of the information systems'or otheraiethods used to identify PEP
accounts.

Make available management reports used to monitor PER‘accounts, including reports
for identifying unusual and suspicious activity.

Embassy and Foreign Consulate Accounts

Make available copies of policies, procedures, and processes specific to @mbassy and
foreign consulate account relationships.

Provide a list of embassy and foreign consulate accounts held by the bank, including
the average account balances and the average number and dollar volume of
transactions per month.

Provide a list of accounts that are in the name of individuals who work for the
embassy or foreign consulate.

Nonbank Financial Institutions

Make available copies of policies, procedures, and processes related to nonbank
financial institutions.
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Provide a list of nonbank financial institution accounts, including all related accounts.

Provide a risk assessment of nonbank financial institution accounts, identifying those
accounts the bank has designated as higher risk. This list should include products and
services offered by the nonbank financial institution; the average account balance;
and the average number, type, and dollar volume of transactions per month.

Provide a list of foreign nonbank financial institution accounts, including the products
and services offered; the average account balance; and the average, number, type, and
dollar volume of transactions per month.

Provide a sample of account opening documentation for higher-risk nonbank financial
institutions.

Provide d'listief SARs and subpoenas related to nonbank financial institutions.

Professional/Sewvice Providers

Make available copies of pdlicies, procedures, and processes related to professional
service provider accounts.

Provide a list of professionalsewfice provider accounts, including all related accounts
(such as interest on lawyers’ trist accounts (IOLTA) which should include the name
of the attorney on each account),

Provide a list of any professional servi€e prdvider accounts that the bank has
designated as higher risk.

Nongovernmental Organizations and’Charities

Make available copies of policies, procedures, andiproeéssesirelated to
nongovernmental organizations and charities.

List of nongovernmental organizations and charities, partiéularly those that the bank
the bank has designated as higher risk. This list should included@verage account
balances and the average number and dollar volume of transactions.

List of nongovernmental organizations involved in higher-risk geographic locations.

Business Entities (Domestic and Foreign)

Make available copies of policies, procedures, and processes specifically related to
domestic and international business entities.

Provide a list of accounts opened by business entities. If this list is unreasonably
long, amend the request to look at those entities incorporated in higher-risk
jurisdictions or those accounts the bank has designated as higher risk.

Provide a list of loans to business entities collateralized by bearer shares.
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Cash-Intensive Businesses

Make available copies of policies, procedures, and processes related to other
businesses and entities.

Provide risk assessment of other businesses and entities, list those other businesses
and entities that the bank has designated as higher risk. The listing should include
average account balances and the average number and dollar volume of transactions.

Q
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Appendix I: Risk Assessment Link to the
BSA/AML Compliance Program

Risk Assessment Link to the BSA/AML Compliance Program

Risk Assessment Internal Controls

Identify & Measure Risk: Develop Applicable:
* Policies
* Procedures

* Systems

S » Controls

isk-Based BSA Compliance Program
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Appendix J: Quantity of Risk Matrix

Banks and examiners may use the following matrix to formulate summary conclusions.
Prior to using this matrix, they should complete the identification and quantification steps
detailed in the BSA/AML Risk Assessment Overview section at pages 22 to 30 of this

manual.

Stable, known customer base.

Customer base increasing due
to branching, merger, or
acquisition.

A large and growing customer
base in a wide and diverse
geographic area.

No electronic banking
(e-banking) ot the Web sitets
informational or.
nontransactional.

The bank is beginning
e-banking and offers limited
products and services.

The bank offers a wide array
of e-banking products and
services (e.g., account
transfers, e-bill payment, or
accounts opened via the
Internet).

On the basis of information
received from the BSA-
reporting database, there are
few or no large currency or
structured transactions.

On the basis of information
received fromfthe BSA-
reporting database; there is a
moderate volume of large
currency off structured
transactions.

On the basis of information
received from the BSA-
reporting database, there is a
significant volume of large
currency or structured
transactions.

Identified a few higher-risk
customers and businesses.

Identified a moderate number
of higher-risk customess and
businesses.

ILdentified a large number of
higher-risk customers and
businesses.

No foreign correspondent
financial institution accounts.
The bank does not engage in
pouch activities, offer special-
use accounts, or offer payable
through accounts (PTA), or
provide U.S. dollar draft
services.

The bank has a few foreign
correspondent financial
institution accounts, but
typically with financial
institutions with adequate
AML policies and procedures
from lower-risk countries, and
minimal pouch activities,
special-use accounts, PTAs, or
U.S. dollar draft services.

Thebank maintains a large
ndmber of foreign
cortespondent financial
institution accounts with
financial institutions with
inadequate AML policies and
procedures, particularly those
located in higher-risk
jurisdictions, or offers
substantial pouch activities,
special-use accounts, PTAs, or
U.S. dollar draft services.
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The bank offers limited or no
private banking services or
trust and asset management
products or services.

The bank offers limited
domestic private banking
services or trust and asset
management products or
services over which the bank
has investment discretion.
Strategic plan may be to
increase trust business.

The bank offers significant
domestic and international
private banking or trust and
asset management products or
services. Private banking or
trust and asset management
services are growing.
Products offered include
investment management
services, and trust accounts are
predominantly
nondiscretionary versus where
the bank has full investment
discretion.

Few internationaliaccounts or
very low volume of‘¢urrency
activity in the accounts.

Moderate level of international
accounts with unexplained
currency activity.

Large number of international
accounts with unexplained
currency activity.

A limited number of funds
transfers for customers,
noncustomers, limited third-
party transactions, and no
foreign funds transfers.

A moderate number of funds
transfers. A féw international
fundsitransfers fit0m personal
or busin€ss acéounts with
typically lofwer-risk cetintries.

A large number of
noncustomer funds transfer
transactions and payable upon
proper identification (PUPID)
transactions. Frequent funds
from personal or business
accounts to or from higher-
risk jurisdictions, and financial
§ecrecy havens or
jurisdictions.

The bank is not located in a
High Intensity Drug
Trafficking Area (HIDTA)*"
or High Intensity Financial
Crime Area (HIFCA). No
fund transfers or account
relationships involve HIDTAs
or HIFCAs.

The bank is located in an
HIDTA or an HIFCA. Bank
has some fund transfers or

account relationships that
involve HIDTAs or HIFCAs.

Bankds loeated in an HIDTA
and'an HIFCA. A large
number of fund transfers or

accountsfelationships involve
HIDTASs or HIFCAs.

No transactions with higher-
risk geographic locations.

Minimal transactions with
higher-risk geographic
locations.

Significant volume of
transactions with higher-risk
geographic locations.

271 A list of HIDTAs is available at www.whitehousedrugpolicy.gov/index.html.
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Low

Low turnover of key personnel
or frontline personnel (e.g.,
customer service
representatives, tellers, or
other branch personnel).

Low turnover of key
personnel, but frontline
personnel in branches may
have changed.

High turnover, especially in
key personnel positions.

Q
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Appendix K: Customer Risk Versus Due
Diligence and Suspicious Activity Monitoring

FORILLUSTRATIONONLY
Customer Risk versus Due Diligence and Suspicious Activity Monitoring

Certain customer relationships may pose a higher risk than others. This chart provides an example of how a bank
may stratify the risk profile of its customers (see legend and risk lewvels). Because the nature of the customer is
onlyone variable in assessing risk, this simplified chart is for illustration purposes only. The chart also illustrates
the progressive methods of due diligence and suspicious activity monitoring systems that banks may deploy as
the risk level rises. (See Obsened Methods, below.)

Observed Methods of Due Diligence
and SuspiciousfActivity Monitoring:

Risk Level:

Custonized trahsaction _
prfilewith tailorety, ' = s=cecccccccccccccccccccccaaa- High
nonitoring agairst
transaction prafile
Source of wealth staterrent)
finarcialstatement ~ = =<=-==-sseccecccceea- b Medium
Unique prdfile specific to
prodicts and services used
bycustomer =000z ===sssseoseeccomEmme == o= = = - R TR ~I - - - -
Basicprofile, generic T EEERCF  UCIN [ DN N D B Low
threshold mmonitoring
1 2 3/ 4 55,\6 7 8
Legend: T of Customers / Accounts
1 Resdent Consumer Acoount (DDA, Savings, Time, CD) 5 Nonmesdent Alien Offshore Investor
2 Nonresident Alien Consumer Acaount (DDA, Savings, Time, CD) 6 HghNet Worth Individuals (Piivate Banking)
3 Small Commercial and Franchise Busnesses 7-“Mdipledliered Acds (Money Managers, Finandal
4 Consumer Wealth Creation (at a threshold appropriate Advigors, “Payable Through” Accounts)
to the banKs risk appetite) 8 Offshore and'Shell Compénies
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Appendix L: SAR Quality Guidance

The following information is provided as guidance. Refer to FinCEN’s Guidance on
Preparing a Complete & Sufficient Suspicious Activity Report Narrative (November
2003) for original text, which can be found at www.fincen.gov. Banks also should
consult Suggestions for Addressing Common Errors Noted in Suspicious Activity
Reporting (October 10, 2007), available at www.fincen.gov.

Often SARs have been instrumental in enabling law enforcement to initiate or
supplement major money laundering or terrorist financing investigations and other
criminal cases. Information provided in SAR forms also allows FinCEN and the federal
banking agenéies to identify emerging trends and patterns associated with financial
crimes. Th€ information about those trends and patterns is vital to law enforcement
agencieg'and provides valuable feedback to financial institutions.

Banks must file SAR forms that are complete, sufficient, and timely. Unfortunately,
some banks fileSAR"erms that contain incomplete, incorrect, or disorganized narratives,
making further analysis difficulty if not impossible. Some SAR forms are submitted with
blank narratives. Becadse the SAR narrative serves as the only free text area for
summarizing suspicious activity, thesaarrative section is “critical.” The care with which
the narrative is written may*make the difference in whether or not the described conduct
and its possible criminal nature are cleafly understood by law enforcement, and thus a
failure to adequately describe the,factors miaking a transaction or activity suspicious
undermines the purpose of the SAR.

The SAR form should include any inforfnation readily_ available to the filing bank
obtained through the account opening process and due diligence efforts. In general, a
SAR narrative should identify the five essentral elements of information (who? what?
when? where? and why?) for the suspicious activity being repésted. The method of
operation (or how?) is also important and should betinictuded in the narrative.

Who is conducting the suspicious activity?

While one section of the SAR form calls for specific suspect’inférmation, the narrative
should be used to further describe the suspect or suspects, including ocetipation, position
or title within the business, the nature of the suspect’s business (orbasinesses), and any
other information and identification numbers associated with the suspects.

What instruments or mechanisms are being used to facilitate
the suspect transactions?

A list of instruments or mechanisms that may be used in suspicious activity includes, but
is not limited to, funds transfers, letters of credit and other trade instruments,
correspondent accounts, casinos, structuring, shell companies, bonds or notes, stocks,
mutual funds, insurance policies, traveler’s checks, bank drafts, money orders, credit or
debit cards, prepaid cards, and digital currency business services. The SAR narrative
should list the instruments or mechanisms used in the reported suspicious activity. Ifa
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SAR narrative summarizes the flow of funds, the narrative should always include the
source of the funds (origination) and the use, destination, or beneficiary of the funds.

When did the suspicious activity take place?

If the activity takes place over a period of time, indicate the date when the suspicious
activity was first noticed and describe the duration of the activity. When possible, in
order to better track the flow of funds, individual dates and amounts of transactions
should be included in the narrative rather than only the aggregated amount.

Where did the suspicious activity take place?

The narrative should indicate if multiple offices of a single bank were involved in the
suspicious actiity and provide the addresses of those locations. The narrative should
also specify'if theysuspected activity or transactions involves a foreign jurisdiction.

Why does the filer think the activity is suspicious?

The SAR shoulddeseribe;as fully as possible, why the activity or transaction is unusual
for the customéryconsideringsthe types of products and services offered by the filing
bank’s industry, and drawifig any applicable contrasts with the nature and normally
expected activities of similar customers.

How did the suspicious activity occur?

The narrative should describe the “modus operandi” or the method of operation of the
subject conducting the suspicious@eétivity. Indiconcise, accurate, and logical manner, the
narrative should describe how the suspect transaction or pattern of transactions was
committed. For example, if what appeag$to be stmicturing of currency deposits is
matched with outgoing funds transfers from the@ccounts, the SAR narrative should
include information about both the structuring andfoutbound transfers (including dates,
destinations, amounts, accounts, frequency, and®eneficiaties of the funds transfers).

A bank should not include any supporting documentation, withya filed SAR nor use
the terms *“see attached” in the SAR narrative.

When SAR forms are received at the IRS Enterprise ComputingCenter =\Detroit
(formerly the Detroit Computing Center), only information thdtis in an€xplicit, narrative
format is keypunched; thus tables, spreadsheets, or other attachmentsfare not entered into
the BSA-reporting database. Banks should keep any supporting documentation in their
records for five years so that this information is available to law enforcement upon
request.
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Appendix M: Quantity of Risk Matrix —
OFAC Procedures

Examiners should use the following matrix, as appropriate, when assessing a bank’s risk
of encountering an OFAC issue.

Stable, well-known customer
base in a localized

Customer base changing due
to branching, merger, or

A large, fluctuating client
base in an international

these may inglude
nonresident aliefis, foreign
individuals (including
accounts with U.S. powess of
attorney), and foreign
commercial customers.

environment, acquisition in the domestic environment.
market.
Few higher-risk custofmers; A moderate number of higher- | A large number of higher-

risk customers.

risk customers.

No overseas branches and no
correspondent accounts with
foreign banks.

Overseas branches or
cofrespondént acéounts with
foreign banks.

Overseas branches or
multiple correspondent
accounts with foreign banks.

No electronic banking
(e-banking) services offered,
or products available are
purely informational or
nontransactional.

The bank offers/limited
e-banking products and
services.

The bank offers a wide array
of e-banking products and
services (e.g., account
fransfers, e-bill payment, or
accounts opened via the
Internet).

Limited number of funds
transfers for customers and
noncustomers, limited third-
party transactions, and no
international funds transfers.

A moderate number of funds
transfers, mostly for
customers. Possibly, a few
international funds transfers
from personal or business
accounts.

A high number of customer
afd noncustomer funds
transfersgfincluding
international funds transfers.

No other types of
international transactions,
such as trade finance, cross-
border ACH, and
management of sovereign
debt.

Limited other types of
international transactions.

A high number of other types
of international transactions.
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No history of OFAC actions. | A small number of recent Multiple recent actions by
No evidence of apparent actions (e.g., actions within OFAC, where the bank has
violation or circumstances the last five years) by OFAC, | not addressed the issues, thus
that might lead to a violation. | including notice letters, or leading to an increased risk
civil money penalties, with of the bank undertaking
evidence that the bank similar violations in the

addressed the issues and is not | future.
at risk of similar violations in
the future.

Q
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Appendix N: Private Banking —
Common Structure

Private Banking —
Common Structure

/ / Investment advisory
@ship manager “ ‘ Compliance

Estate/financial plannin ¢ Deposit services
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Appendix O: Examiner Tools for
Transaction Testing

Currency Transaction Reporting and
Suspicious Activity Reporting

If the bank does not have preset filtering reports for currency transaction reporting and
the identification of suspicious currency transactions, the examiner should consider
requesting a custom report. For example, a report could be generated with the following
criteria: currengy transactions of $7,000 or higher (in and out) for the preceding period
(to be determinethby the examiner) before the date of examination. The time period
covereddnd the transaction amounts may be adjusted as determined by the examiner.
The report should alsdeapture:

e The customér information file (CIF) number, if available, or Social Security number
(SSN)/taxpayer identifi€ation number (TIN).

e The date, amount, and aceount number of each transaction.
e The teller and branch or other applicable identifying information.

This data should be prepared in ‘amyelectrofiic spreadsheet or database format to facilitate
the sorting of the data. The data can be'sorted/in a number of different criteria (e.g., by
branch, by teller, by SSN/TIN, or CIF nusber, if ay@ilable). Analysis of this information
should enable the examiner to determine whethef CTR§,and SARs have been
appropriately filed.

Funds Transfer Monitoring

If the bank does not have preset filtering reports for funds transfer re¢erdkeeping and the
identification of suspicious transactions, the examiner should consider réquesting a
custom report. The examiner may consider requesting that thedank proyide a report
from its funds transfer systems that identifies all funds transfers'(in andfout) for a time
period determined by the examiner. The report should also capture:

e The customer’s full name, country of residence, SSN/TIN, and BSA/AML risk rating,
if applicable.

e The date, amount, transaction type, and account number of each transaction.
e The originator’s name, country, financial institution, and account number.
e The beneficiary’s name, country, financial institution, and account number.

The bank should provide a list of bank internal codes necessary to fully identify the
account type, BSA/AML risk rating, country, transaction type, bank number, account
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number, and any other codes on the electronic reports. The list should be sorted to
identify those accounts that do not contain sufficient originator or beneficiary
information. Missing information may indicate funds transfer monitoring deficiencies.
A large number of transfers or those of high-dollar amounts to and from higher-risk
jurisdictions or involving parties that do not appear likely to be involved in such
transactions may indicate the need for additional scrutiny.

Adequacy of Deposit Account Information and
Trust and Asset Management Account Information

This test is designed to ensure that the bank is in compliance with the CIP regulatory
requirementsdnd to test the adequacy of the bank’s CDD policies, procedures, and
processes,

The examinet should@equest an electronic list (spreadsheet or database) of all deposit
accounts and trust/asset management accounts as of the date of examination. The
balances should‘be recenciled to the general ledger. The report should also capture:

e The customer’s fullmame, date of birth, address, country of residence, SSN/TIN, and
BSA/AML risk rating, if'applicable.

e The date the account was opened.

e The average daily balance (dunmng thefreview period) and balance of the account as of
the examination date.

The bank should provide a list of bank internal cddes decessary to fully identify the
account type, BSA/AML risk rating, country, fransaetiontype, branch number, teller
number, and any other codes found on the electgdnic reports. The list should be sorted to
identify those accounts that do not contain sufficiént inférmation.

Testing of Currency-Shipment Logs for
Unusual Activity

Review all, or a sample, of the bank’s currency-shipment logs forsignificant aberrations
or unusual patterns of currency-shipment activity. Examiners may also consider
reviewing the FDIC Summary of Deposits (SOD) data for unusual trends in branch
deposit growth.

Assess whether shipment levels and the frequency of shipments appear commensurate
with the expected bank and branch activity levels. This assessment should include
transactions to and from the central currency vault and the branches. Unusual activity
warranting further research may include significant exchanges of small-denomination
bills for large-denomination bills and significant requests for large bills.
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Nonresident Aliens and Foreign Individuals

An effective method to identify and review the level of the bank’s nonresident aliens
(NRA), foreign individuals, and offshore corporations is by obtaining MIS reports that
provide no TINs or accountholders with individual taxpayer identification numbers
(ITIN). The report should capture:

e Customer’s full name, date of birth, address, country of residence, and SSN/TIN.
e Date the account was opened.
e Average daily balance and balance of the account as of the examination date.

This data should e prepared in an electronic spreadsheet or database format to facilitate
the sortidg ofithe data. The bank should provide a list of bank internal codes necessary to
fully identify the infermation on the spreadsheet. This information can be used to assess
whether the amoufit.of NRAs and foreign individuals provide heightened risk to the bank
by determining®he aggregate average daily balance, the account types, and countries in
which the bank is‘€xposed.

Funds Flow Reports

Examiners can review this information to identify customers with a high velocity of
funds flow and those with unustal aetivitys” A aelocity of funds report reflects the total
debits and credits flowing through a pafticuldriaccount over a specific period (e.g., 30
days). The electronic reports should captire:

e Name of customer.

e Account number.

e Date of transaction.

e Dollar amount of payments (debits).
e Dollar amount of receipts (credits).
e Average balance of the account.

e Type of account.

This data should be prepared in an electronic spreadsheet or database format to facilitate
the sorting of the data. This report can be used to identify customer accounts with
substantial funds flow relative to other accounts.
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Appendix P: BSA Record Retention
Requirements

This appendix is provided as a summary listing. For comprehensive and current BSA
record retention requirements, refer to U.S. Treasury/FinCEN regulations found at 31
CFR 103. These BSA record retention requirements are independent of and in addition
to record retention requirements under other laws.

Five-Year Retention for Records as Specified Below

The BSA establishes recordkeeping requirements related to various types of records
including;£ustomer accounts (e.g., loan, deposit, or trust), BSA filing requirements, and
records¢hat doeument a bank’s compliance with the BSA. In general, the BSA requires
that a bank maintaindmast records for at least five years. These records can be
maintained in magyformsincluding original, microfilm, electronic, copy, or a
reproduction. Ajbank'1s notaequired to keep a separate system of records for each of the
BSA requirementsjthowever, a bank must maintain all records in a way that makes them
accessible in a reasonable petiod of time.

The records related to the transaetions discussed below must be retained by a bank for
five years. However, as noted (below, the records related to the identity of a bank
customer must be maintained fotyfive year§ after the account (e.g., loan, deposit, or trust)
is closed. Additionally, on a case-by-cdse ba$is (e.g., U.S. Treasury Department Order,
or law enforcement investigation), a bankdmay be ordered or requested to maintain some
of these records for longer periods.

Extension of Credit in Excess of $10§000
(Not Secured by Real Property)

This record shall contain:

e Name of borrower.

e Address of borrower.

e Amount of credit extended.
e Nature or purpose of loan.

e Date of loan.

International Transactions in Excess of $10,000

A record of any request made or instructions received or given regarding a transfer of
currency or other monetary instruments, checks, funds, investment securities, or credit
greater than $10,000 to or from any person, account, or place outside the United States.
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Signature Cards

A record of each grant of signature authority over each deposit account.

Account Statements

A statement, ledger card, or other record on each deposit account showing each
transaction in, or with respect to, that account.

Checks in Excess of $100

Each check, draft, or money order drawn on the bank or issued and payable by it that is in
excess of $100:

Deposits imExcess of $100

Each depositiglip@rereditticket reflecting a transaction in excess of $100 or the
equivalent record for direct deposit or other funds transfer deposit transactions. The slip
or ticket must recotd the amountiof any currency involved.

Records to Reconstruct Demand Deposit Accounts

Records prepared or received by the bank in.the ordinary course of business, which
would be needed to reconstruct @transaction account and to trace a check in excess of
$100 deposited in a demand deposit acgountdhrough its domestic processing system or to
supply a description of a deposited checkdn excessof $100.

Certificates of Deposit Purchased/or Pr€scnted
This record shall contain:

e Name of customer (purchaser or presenter).

e Address of customer.

e Taxpayer identification number (TIN) of customer.

e Description of the certificate of deposit.

e Notation of the method of payment if purchased.

e Date of transaction.

Purchase of Monetary Instruments of $3,000 or More

A bank must maintain a record of each bank check or draft, cashier’s check, money order,
or traveler’s check for $3,000 or more in currency.

If the purchaser has a deposit account with the bank, this record shall contain:
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Name of purchaser.

Date of purchase

Type(s) of instrument purchased.

Amount in dollars of each of the instrument(s) purchased.

Serial number(s) of the instrument(s) purchased.

If the purchaser does not have a deposit account with the bank, this record shall contain:

Name of purchaser.

Address of putehasers.

Social security nimber of purchaser or alien identification number.
Date of birthi of puxchaser.

Date of purchase

Type(s) of instrumentypurchased.

Amount in dollars of each of the instrument(s) purchased.

Serial number(s) of the instrument(§) pur€hased.

Description of document or method Used to verify the name and address of the
purchaser (e.g., state of issuance and numbér driyer silicense).

Funds Transfers of $3,000 or More

A bank’s BSA recordkeeping requirements with respectdo funds transfer vary based upon
the role of a bank with respect to the funds transfer.

Bank acting as an originator’s bank. For each payment ordet that a bank accepts as the
originator’s bank, the bank must obtain and retain a record of the¥follewing information:

Name and address of originator.

Amount of the payment order.

Execution date of the payment order.

Any payment instruction received from the originator with the payment order.
Identity of the beneficiary’s bank.

As many of the following items as are received with the payment order:
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= Name and address of the beneficiary.
= Account number of the beneficiary.
* Any other specific identifier of the beneficiary.

e For each payment order that a bank accepts for an originator that is not an established
customer of the bank, in addition to the information listed above, a bank must obtain
additional information as required under 31 CFR 103.33(e)(2).

Bank acting as an intermediary bank or a beneficiary’s bank. For each payment
order that a bank accepts as an intermediary bank, or a beneficiary’s bank, the bank must
retain a record,of the payment order.

e For eaChypayment order that a bank accepts for a beneficiary that is not an established
customer ofithe bank, the bank must also obtain additional information as required
under 31 CFR 103.33(e)(3).

Exceptions. The BSA¥doessot require a bank to maintain records for the following
types of funds transfers: (1) funds transfers where both the originator and beneficiary are
the same person and that originator’s bank and the beneficiary’s bank are the same bank;
and (2) transfers where the originatéfand beneficiary are any of the following:

e A bank.

e A wholly owned domestic subsidiagy of afbank chartered in the United States.
e A broker or dealer in securities.

e A wholly owned domestic subsidiary of albroker or dealer in securities.

e The United States.

e A state or local government.

e A federal, state, or local government agency or instrumentalify.

Taxpayer Identification Number

A record of the TIN of any customer opening an account. In cases of joint accounts,
information on a person with a financial interest must be maintained. (If the person is a
nonresident alien (NRA), record the passport number or a description of some other
government document used to verify identity.) This information must be recorded within
30 days of the date the transaction occurs. In the event a bank is unable to secure the
information, it must maintain a list containing the names, addresses, and account numbers
of those members for whom it has been unable to secure the information.

Exceptions. A bank does not need to maintain TIN for accounts or transactions with the
following:

FFIEC BSA/AML Examination Manual P-4 04/29/2010



Appendix P: BSA Record Retention Requirements

e Agencies and instrumentalities of federal, state, local, or foreign governments.

e Judges, public officials, or clerks of courts of record as custodians of funds in
controversy or under the control of the court.

e Certain aliens as specified in 31 CFR 103.34(a)(3)(iii-vi).

e (Certain tax exempt organizations and units of tax-exempt organizations (31 CFR
103.34(a)(3)(vii)).

e A person under 18 years of age with respect to an account opened as a part of a
school thrift savings program, provided the annual dividend is less than $10.

e A persomopening a Christmas club, vacation club, and similar installment savings
programsyprovided the annual dividend is less than $10.

e NRAs who aresot engaged in a trade or business in the United States.

Suspicious Activity Report and Supporting Documentation

A bank must maintain a record of any SAR filed and the original or business record
equivalent of any supporting/documentation for a period of five years from the date of
filing.

Currency Transaction Repert

A bank must maintain a record of all Cum@ncy Tramsaction Reports (CTR) for a period of
five years from the date of filing.

Designation of Exempt Person

A bank must maintain a record of all designation of persom$ exempt from CTR reporting
as filed with the Treasury (i.e., FInCEN Form 110) for @ period,of fiye years from the
designation date.

Customer Identification Program

A bank must maintain a record of all information it obtains under its procedures for
implementing its CIP. At a minimum, these records must include the following:

e All identifying information about a customer (e.g., name, date of birth, address, and
TIN).

e A description of the document that the bank relied upon to identity of the customer.

e A description of the nondocumentary methods and results of any measures the bank
took to verify the identity of the customer.
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e A description of the bank’s resolution of any substantive discrepancy discovered
when verifying the identifying information obtained.

A bank must retain the identifying information about a customer for a period of five years
after the date the account is closed, or in the case of credit card accounts, five years after
the account becomes closed or dormant.

A bank must retain the information relied on, methods used to verify identity, and
resolution of discrepancies for a period of five years after the record is made.

As noted, these BSA recordkeeping requirements are independent of and in addition to
requirements to file and retain reports imposed by other laws. For the meaning of the
BSA terms, r to 31 CFR 103.11.

Q
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Appendix Q: Acronyms

Acronym or Full name

abbreviation

ACH Automated Clearing House

AML Anti-money Laundering

APO Army Post Office

ATM utomated Teller Machine

APT sset Protection Trust

BCBS @\Wittee on Banking Supervision

BHC k@ompany

BIS Bank ernational,Settlements

BSA Bank SecrecyiAct

CDD Customer Due Dili/

CFR Code of Federal Regulatio

CHIPS Clearing House Interbank Payme e

CIF Customer Information File

CIP Customer Identification Program

CMIR Report of International Transportation of Curr onetary
Instruments

CTR Currency Transaction Report

DCN Document Control Number

E-banking Electronic Banking

E-cash Electronic Cash

EDD Enhanced Due Diligence
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EFT Electronic Funds Transfer

EIC Examiner in Charge

EIN Employer Identification Number

EPN Electronic Payments Network

ERISA Employee Retirement Income Security Act of 1974
FAQ Frequently Asked Question

FATF inancial Action Task Force on Money Laundering
FBAR e of Foreign Bank and Financial Accounts
FBI ral Bureau of Investigation

FDI Act eral osit Insurance Act

FDIC Feder i nce Corporation

Fedwire Fedwire Fun< Service

FFIEC Federal Financial In$titutions Examination Council
FGO Foreign Gateway Operator

FIL Financial Institution Letter O

FinCEN Financial Crimes Enforcement Netwo

FPO Fleet Post Office

GAO U.S. Government Accountability Office

GO Gateway Operator

HIDTA High Intensity Drug Trafficking area

HIFCA High Intensity Financial Crime Area

IAIS International Association of Insurance Supervisors
IAT International Automated Clearing House Transaction
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IBC
IMF
INCSR
IOLTA
1P

IRA
IRS
ISO
ITIN
IVTS
KYC
LCU
MIS

MLSA

MLTA
MSB
NACHA
NAICS
NASD

NASDAQ

NBFI
NCCT

NCUA

International Business Corporation
International Monetary Fund
International Narcotics Control Strategy Report
Interest on Lawyers’ Trust Account
Internet protocol
Individual Retirement Account

nternal Revenue Service
ndent Sales Organization
idual Taxpayer Identification Number
1 Valug Transfer System
Know om
Letters to Credit Union
Management Inforfati te

Money Laundering Suppr

U.S. Money Laundering Threa
Money Services Business
NACHA — The Electronic Payments As
North American Industry Classification Syste
National Association of Securities Dealers

National Association of Securities Dealers Automated Quotation
Systems

Nonbank Financial Institutions
Noncooperative Countries and Territories

National Credit Union Administration
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NDIP Nondeposit Investment Products

NGO Nongovernmental Organization

NIS Nominee Incorporation Services

NRA Nonresident Alien

NSF Nonsufficient Funds

NSL National Security Letter

NYCH ew York Clearing House Association, L.L.C.
ocCcC ffice of the Comptroller of the Currency
ONDCP of National Drug Control Policy
ODFI ginating Depository Financial Institution
OFAC Office T Assets Control

OFC Offshore Finangia y

OTS Office of Thrift Supervi

PEP Politically Exposed Perso

PIC Private Investment Company

POS Point-of-Sale

PTA Payable Through Account

PUPID Payable Upon Proper Identification

RA Regulatory Alerts

RCC Remotely Created Check

RDC Remote Deposit Capture

RDFI Receiving Depository Financial Institution
ROE Report of Examination
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SAR
SDN
SEC
SOD
SSN
SWIFT
TD F
TIN

TPSP
UBPR
U.S. Treasury

USA PATRIOT
Act

USC

Web CBRS

Suspicious Activity Report

Specially Designated Nationals or Blocked Persons

U.S. Securities and Exchange Commission

Summary of Deposits

Social Security Number

Society for Worldwide Interbank Financial Telecommunication
reasury Department Form
a er Identification Number

hitd-Party Service Provider
if nk Performance Report
U.S. Department of thg Treasury

Uniting and S hening Ainerica by Providing Appropriate
Tools Required to Laterc d Obstruct Terrorism Act of 2001

United States Code

Web Currency and Banking
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Interagency Statement on Enforcement of Bank Secrecy
Act/Anti-Money Laundering Requirements:=

This interagency statement, jointly issued by the Board of Governors of the Federal
Reserve System, the Federal Deposit Insurance Corporation, the Office of the
Comptroller of the Currency, the Office of Thrift Supervision, and the National Credit
Union Administration®” sets forth the Agencies’ policy on the circumstances in which an
Agency will issue a cease and desist order to address noncompliance with certain Bank
Secrecy Act/Anti-Meney Laundering (“BSA/AML”) requirements,”” particularly in light
of the specifie¢ BSA/AML compliance provisions in section 8(s) of the Federal Deposit
Insurance Act (“FDIA”) and section 206(q) of the Federal Credit Union Act
(“FCUA™).>”

BSA/AML CompliancesPgogram Requirement.

Under section 8(s) of the FDIA ‘and‘section 206(q) of the FCUA, each of the Agencies is
directed to prescribe regulationsaequifigieach insured depository institution to establish
and maintain procedures reasonably designed to assure and monitor the institution’s
compliance with the requirements of the Bank Secrecy Act (“BSA Compliance
Program™). Sections 8(s) and 206(q) a@lSe redquirethat each Agency’s examinations of an
insured depository institution review the BSA €ompliance Program and that its reports of
examination describe any problem with the BSA Compliance Program. Finally, sections
8(s) and 206(q) state that if an insured depository im$titutionyhas failed to establish and
maintain a BSA Compliance Program or has failed togorrect any problem with the BSA
Compliance Program previously reported to the insfitution by the appropriate Agency, the
appropriate Agency shall issue a cease and desist orderagainstthe mstitution. As
required by sections 8(s) and 206(q), each of the Agencies has 1ssued régulations that
require any institution it supervises or insures to establish angd maintaind BSA
Compliance Program. Each of these regulations imposes substantially the same

272 This statement is intended to set forth general policy guidance. It is not intended to compel or preclude
an enforcement or other supervisory action as necessary in a specific factual situation.

B Collectively the “Agencies” or individually the “Agency.”

™ This statement does not address the assessment of civil money penalties for violations of the BSA or its
implementing regulations. FinCEN has authority to assess such penalties under the BSA. Likewise, the
Agencies also have such authority under their general enforcement statutes. 12 USC 1818(i)(2),
1786(k)(2).

275 12 USC 1818(s); 12 USC 1786(q).
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requirements.”’® Specifically, under each Agency’s regulations, a BSA Compliance
Program must have, at a minimum, the following elements:

e A system of internal controls to assure ongoing compliance with the BSA;
¢ Independent testing for BSA/AML compliance;

e A designated individual or individuals responsible for coordinating and monitoring
BSA/AML compliance; and

e Training for appropriate personnel.

In addition, a BSA Compliance Program must include a CIP with risk-based procedures
that enable the idstitution to form a reasonable belief that it knows the true identity of its
customers.”’’

Communication @f Supervisory Concerns about BSA Compliance
Programs.

When an Agency identifiesgsupervisory concerns relating to a banking organization’s or
credit union’s BSA Compliance Program in the course of an examination or otherwise,
the Agency may communicatéathosgfconcerns by various means. The particular method
of communication used typically dépends o the seriousness of the concerns. These
methods include:

e Informal discussions by examiners with andnstitution’s management during the
examination process;

e Formal discussions by examiners with the board of directors as part of or following
the examination process;

e Supervisory letters and other written communications fromy €xaminiers or the agency
to an institution’s management;

276 12 CFR 21.21 (OCC); 208.63 (Board of Governors); 326.8(c) (FDIC); 563.177 (OmWSY; 748.2 (NCUA).
The provisions of section 8(s) are also made applicable to certain banking organizations other than insured
depository institutions. 12 USC 1818(b)(3), (b)(4). The OCC'’s regulations also apply to federal branches
and agencies of foreign banks. 12 USC 3102(b); 12 CFR 28.13. The Federal Reserve’s regulations also
apply to Edge and agreement corporations, and branches, agencies, and other offices of foreign banking
organizations. 12 CFR 211.5,211.24. BSA Compliance Programs that comply with these Agency
regulations are also deemed to comply with Treasury regulations issued pursuant to the BSA, which
separately requires that financial institutions establish AML programs. Refer to 31 CFR 103.120(b); 31
USC 5318(h).

7712 CFR 21.21(b)(2) (OCC); 208.63(b)(2), 211.5(m)(2), 211.24(j)(2), (Board of Governors); 326.8(b)(2)
(FDIC); 563.177(b)(2) (OTS); 748.2(b)(2) (NCUA); 31 CFR 103.121.
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¢ A finding contained in the report of examination or in other formal communications
from an Agency to an institution’s board of directors indicating deficiencies or
weaknesses in the BSA Compliance Program; or

¢ A finding contained in the report of examination or in other formal communications
from the Agency to an institution’s board of directors of a violation of the regulatory
requirement to implement and maintain a reasonably designed BSA Compliance
Program.

As explained below, in order to be a “problem” with the BSA Compliance Program that
will result in a cease and desist order under sections 8(s) or 206(q) if not corrected by the
institution, deficiencies in the BSA Compliance Program must be identified in a report of
examination or other written document as requiring communication to an institution’s
board of directOgs or senior management as matters that must be corrected. However,
other issuesfor suggestions for improvement may be communicated through other means.

Enforcement Agtions for BSA Compliance Program Failures.

In accordance with seétions 8(8)(3)%and 206(q)(3), the appropriate Agency will issue a
cease and desist order against a‘banking organization or a credit union for noncompliance
with BSA Compliance Progtam réquizements in the following circumstances, based on a
careful review of all the relevant faéts and circumstances.

Failure to establish and maintaina reasonably designed BSA Compliance Program.
The appropriate Agency will issue a cease and desist order based on a violation of the
requirement in sections 8(s) and 206(q) to establish andgnaintain a reasonably designed
BSA Program where the institution:

e Fails to have a written BSA Compliance Program§including a CIP that adequately
covers the required program elements (i.e., internal controls, iidependent testing,
designated compliance personnel, and training); or

e Fails to implement a BSA Compliance Program that adeéquately’coyér§the required
Program elements (institution-issued policy statements alone,arefiot sufficient; the
program as implemented must be consistent with the banking érganization’s written
policies, procedures, and processes); or

e Has defects in its BSA Compliance Program in one or more program elements that
indicate that either the written Compliance Program or its implementation is not
effective, for example, where the deficiencies are coupled with other aggravating
factors, such as (i) highly suspicious activity creating a significant potential for
unreported money laundering or terrorist financing, (ii) patterns of structuring to
evade reporting requirements, (iii) significant insider complicity, or (iv) systemic
failures to file CTRs, SARs, or other required BSA reports.*”

28 These examples do not in any way limit the ability of an Agency to bring an enforcement action where
the failure to have or to implement a BSA Compliance Program is demonstrated by other deficiencies.
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For example, an institution that has procedures to provide BSA/AML training to
appropriate personnel, independent testing, and a designated BSA/AML compliance
officer, would nonetheless be subject to a cease and desist order if its system of internal
controls (such as customer due diligence, procedures for monitoring suspicious activity,
or an appropriate risk assessment) fails with respect to a higher risk area or to multiple
lines of business that significantly impact the institution’s overall BSA compliance.
Similarly, a cease and desist order would be warranted if, for example, an institution has
deficiencies in the required independent testing element of the Program and those
deficiencies are coupled with evidence of highly suspicious activity creating a significant
potential for unreported money laundering or terrorist financing in the institution.
However, other types of deficiencies in an institution’s BSA Compliance Program or in
implementation ofione or more of the required Program elements will not necessarily
result in the issu@nceyof a cease and desist order, unless the deficiencies are so severe as
to render thedProgramineffective when viewed as a whole. For example, an institution
that has deficiencies'm itsfprocedures for providing BSA/AML training to appropriate
personnel, but has effeétive centrols, independent testing, and a designated BSA/AML
compliance officergimay ordinarily be subject to examiner criticism and/or supervisory
action other than the'issuance gf a‘eease and desist order, unless the training program
deficiencies, viewed in lightof'all relevant circumstances, are so severe as to result in a
finding that the organization’s Program,taken as a whole, is not effective.

In determining whether an organization has/failed to implement a BSA Compliance
Program, an Agency will also consider the appli¢ation of the organization’s Program
across its business lines and activities:®In thé casefof institutions with multiple lines of
business, deficiencies affecting only somg'lingsfof business or activities would need to be
evaluated to determine if the deficiencies arg'so severglor significant in scope as to result
in a conclusion that the institution has not implemented an effective overall program.

Failure to correct a previously reported problemfwith the/BSA Compliance
Program. A history of deficiencies in an institution’SSBSAfComipliance Program in a
variety of different areas, or in the same general areas, may resSult in a‘¢ease and desist
order on that basis. An Agency will, in accordance with se€tions 8(s) andh206(q), and
based on a careful review of the relevant facts and circumstances, issu€ a cease and desist
order whenever an institution fails to correct a problem with BSA/AML compliance
identified during the supervisory process. In order to be considered @ ‘preblem” within
the meaning of sections 8(s)(3)(B) and 206(q)(3)(B), however, a deficiency reported to
the institution ordinarily would involve a serious defect in one or more of the required
components of the institution’s BSA Compliance Program or implementation thereof that
a report of examination or other written supervisory communication identifies as
requiring communication to the institution’s board of directors or senior management as a
matter that must be corrected. For example, failure to take any action in response to an
express criticism in an examination report regarding a failure to appoint a qualified
compliance officer could be viewed as an uncorrected problem that would result in a
cease and desist order.

An Agency will ordinarily not issue a cease and desist order under sections 8(s) or 206(q)
for failure to correct a BSA Compliance Program problem unless the deficiencies
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subsequently found by the Agency are substantially the same as those previously reported
to the institution. For example, if an Agency notes in one examination report that an
institution’s training program was inadequate because it was out of date (for instance if it
did not reflect changes in the law), and at the next examination the training program is
adequately updated, but flaws are discovered in the internal controls for the BSA/AML
Program, the Agency may determine not to issue a cease and desist order under sections
8(s) or 206(q) for failure to correct previously reported problems and will consider the
full range of potential supervisory responses. Similarly, if an institution is cited in an
examination report described above for failure to designate a qualified BSA compliance
officer, and the institution by the next examination has appointed an otherwise qualified
person to assume that responsibility, but the examiners recommend additional training for
the person, an Agency may determine not to issue a cease and desist order under sections
8(s) or 206(q) basedsolely on that deficiency. Statements in a written examination report
or other supefvisery communication identifying less serious issues or suggesting areas for
improvement that the'exafaination report does not identify as requiring communication to
the board of directors o senior management as matters that must be corrected would not
be considered “problems®yfor purposes of sections 8(s) and 206(q).

The Agencies recognizeythat cettain|types of problems with an institution’s BSA
Compliance Program may not bexfully correctable before the next examination, for
example, remedial action invelving adoptién or conversion of computer systems. In
these types of situations, a cease and desist order is not required provided the Agency
determines that the institution has made acceptable substantial progress toward correcting
the problem at the time of the examinafion ufimediately following the examination where
the problem was first identified and repogted tofthe institution.

Other enforcement actions for BSA Compliance Program deficiencies. As noted
above, in addition to the situations described in this Statementywhere an Agency will
issue a cease and desist order for a violation of the BSA Compliance Program regulation
or for failure to correct a previously reported Progranmpreblemd” an,Agency may also
issue a cease and desist order or enter into a formal written agre@ment;lor take informal
enforcement action against an institution for other types of BSA/AML Pfogram concerns.
In these situations, depending upon the particular facts involved, an A@encymnay pursue
enforcement actions based on unsafe and unsound practices or violétions of law,
including the BSA. The form of the enforcement action in a particular casé'will depend
on the severity of the noncompliance, weaknesses, or deficiencies, the capability and
cooperation of the institution’s management, and the Agency’s confidence that the
institution will take appropriate and timely corrective action.

BSA Reporting and Recordkeeping Requirements.

Suspicious activity reporting requirements. Under regulations of the Agencies and the
Treasury Department, organizations subject to the Agencies’ supervision are required to
file a SAR when they detect certain known or suspected criminal violations or suspicious
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transactions.”” Suspicious activity reporting forms the cornerstone of the BSA reporting
system, and is critical to the United States’ ability to utilize financial information to
combat money laundering, terrorist financing, and other financial crimes. The
regulations require banking organizations and credit unions to file SARs with respect to
the following general types of activity:

e Known or suspected criminal violations involving insider activity in any amount;

e Known or suspected criminal violations aggregating $5,000 or more when a suspect
can be identified;

e Known or suspected criminal violations aggregating $25,000 or more regardless of
potential suspéets; or

e Suspicious transactions of $5,000 or more that involve potential money laundering or
BSA violations.

The SAR must be filed within 30 days of detecting facts that may constitute a basis for
filing a SAR (or within 60 daysfifthere is no subject).

The Agencies will cite a viglation of'the SAR regulations, and will take appropriate
supervisory action, if the organization’s failure to file a SAR (or SARs) evidences a
systemic breakdown in its policies{procedures, or processes to identify and research
suspicious activity, involves a pattern or practieé of noncompliance with the filing
requirement, or represents a significantidr egfegious situation.

Other BSA reporting and recordkeeping réquirements. Banking organizations and
credit unions also are subject to other BSA reportingfands@cordkeeping requirements set
forth in regulations issued by the Treasury Department®™ These requirements are
reviewed in detail in the FFIEC BSA/AML Examination Mangal; they include, inter alia,
requirements applicable to cash and monetary instrument tzdnsaefions and funds
transfers, Currency Transaction Report (“CTR”) filing and ex€mptionsules, and due
diligence, certification, and other requirements for foreign €orrespondentfand private
banking accounts.

Enforcement actions for nonprogram BSA/AML requirementS:yln appropriate
circumstances, an Agency may take formal or informal enforcement actions to address
violations of BSA/AML requirements other than the BSA Compliance Program
requirements. These other requirements include, for example, the SAR and CTR
regulatory obligations described above.

2712 CFR 21.11 (OCC); 208.62, 211.5(k), 211.24(f), 225.4(f) (Board of Governors); Part 353 (FDIC);
563.180(d) (OTS); 748.1(c) (NCUA); 31 CFR 103.18 (Treasury).
%031 CFR Part 103.
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Account Closure,
foreign correspondent accounts, 20, 119, 128

Affiliate,

BSA/AML Compliance Program Structures, 160, 162, 164, 165
concentration accounts, 267

Customer Identification Program (CIP) reliance, 57

foreign branghes, 169, 173

foreigi’ orrespondent accounts, 118, 121, 126

insufance|(salés of), 262, 265

nondeposit investment products (NDIP), 57, 255, 257

private bankifig, 281

Section 314(a) informatiemyrequests, 99, 100, 103, 104
Suspicious Actiyity Reports (SAR), 67, 74, 80

Aggregate Risk Profile. Seg Risk, Assessment.

Aggregation. See Currency ‘Bramsaction Reports (CTR).

Annuity Contract. See Insurance.

Annunzio—Wylie Anti-Money Laundering Actg?, 110

Applications,

Automated Clearing House (ACH) transactions, 228

insurance, H-14

mergers, acquisitions, and other business €ofibindtions (consideration of a bank’s
AML record in), 8, 10

Office of Foreign Assets Control (OFAC) li€enses, 150, 154

pouch activities, 204

taxpayer identification number, 54, 60, H-2

Army Post Office (APO),
customer address, 54, 115

Asset Protection Trust (APT), 292, H-17

Asset Seizure, 19, 280

Attorney General. See U.S. Attorney General.

Audit. See Independent Testing.

Automated Clearing House (ACH) Transactions. See also Electronic Funds Transfers
(EFT); Funds Transfers; Funds Transfers Recordkeeping; Remote Deposit
Capture (RDC).

24,72,213,25-251, C-4, Q-1
cross-border, 151, 224, 230, M-1
examination procedures, 232-233
international ACH transactions (IAT), 154, 224, 225, 232, H-11
Office of Foreign Assets Control (OFAC) screening, 153-154, 231
Originating Depository Financial Institution (ODFI), 155, 225, 226, 227-231
overview, 224-231
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Receiving Depository Financial Institution (RDFI), 154, 225-231
red flags, F-3
request letter items, H-11
third-party service provider (TPSP), 239, 241
Automated Teller Machine (ATM) Transactions, 24, 72, 86, 208, 209, 213, 234-237, 250-
254, F-331
foreign, 294
privately owned, 25, 250-252, F-6, H-13

B

Backfiling. See Currency Transaction Reports (CTR).
Bank for International Settlements (BIS), 160, 161, 169, 218, C-3, E-1
Bank HoldinggCompany (BHC), 67, 80, A-5, C-1
filing Suspicious Activity Reports (SAR), 165, 167, A-5
Office of Foreign Assets Control (OFAC) application to, 148
Section 314(a) mformation sharing, 100
sharing SARs, 80
Bank Secrecy Act (BSA) Officer, 3%, 36, 40, 311, H-1
designation of, 33
periodic training for;87
Basel Committee on Banking Supetvision (BCBS), 160, 161, 169, 218, C-3, E-1
Bearer Shares, 224-226, 228, 229,282, H-19
request letter items, H-19
Beneficial Owners. See Nominal and Benéficial Owners.
Blocked Transactions. See Office of ForeignfAssets Control (OFAC).
Brokered Deposits. See also Contractual Agreements, Conteacts.
definition of customer for Customer Identification Program (CIP), 246
examination procedures, 248-249
overview, 246-247
request letter items, H-12
Brokers/Dealers. See Nonbank Financial Institutions.
BSA Compliance Program Structures,
consolidated programs, 164-165
examination procedures, 166-168
overview, 160-165
risk assessment, 28
suspicious activity reporting, 165
Bulk Currency Shipments, 188-194
contracts, 192
examination procedures, 193-194
overview, 188-192
red flags, F-5
request letter items, H-6
Bureau of Customs and Border Protection. See U.S. Bureau of Customs and Border
Protection.
Business Entities. See also Foreign Business Entities.
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25,239
beneficial owners, 324, 325, 326, 327, 328, F-1
domestic, 323-324
examination procedures, 329-330
Nominee Incorporation Services (NIS), 325
overview, 323-328
red flags, F-7
request letter items, H-19

C

Casas de Cambio, 25, 199, 202
cross bordenfinancial institution transaction red flags, F-4, F-5
Cash-Intensive'Busingsses, 25, 285
examination. procedures, 333
overview, 331-332
request letterdtems, H-#6, H-17, H-20
Cash Management; 93, 183y 2104255, 279, 286
Casinos. See NonbankyFinancial Institutions.
Certificate of Deposit, 68, P-2
collateral to secure alloan, 2705F4
Certifications,
bearer shares, 282
CIP reliance, 61, H-3
foreign correspondent accounts, 118, 119, 125, 128, A-4, H-5, R-6
Section 314(a) record searches, 97
Charities. See Nongovernmental Organizations.
Civil Liability, 14
SAR safe harbor, 68, 101
Civil Money Penalty(ies). See also Criminal Penalty(ies)s
10, 14, 19, 120, C-2, M-2, R-1
Clearing House Interbank Payments System (CHIPS), 213=215, Q=1
described, 215
Collection Accounts. See Concentration Accounts.
Common Carrier. See International Transportation of Currency or Menetary Instruments.
Concentration Accounts, 24, 267-269, F-4, H-13, H-14
collection accounts, 267, H-14
examination procedures, 269
intraday accounts, 267, H-14
omnibus accounts, 267, H-13, H-14
overview, 267-268
request letter items, H-14
special use accounts, 24, H-14
suspense accounts, 267, H-11, H-13, H-14
sweep accounts, 183, 255, 267, 279, H-14
Confidentiality,
business entities, 326
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grand jury proceedings, 70
international business corporations (IBC), 324
National Security Letters (NSL), 70-71, 81
private banking, 280
Private Investment Companies (PIC), 325
Section 314(a) record searches, 98, 99, 100, 103, H-4
Section 314(b) information sharing, 101, 102, 104, 105
Suspicious Activity Reports (SAR), 79-80
Continuous Linked Settlement (CLS) Bank, 215
Contractual Agreements, Contracts,
brokered deposits, 246
bulk currency shipments, 192-193, 194, H-9
businessfentitics, 327
Custemenldentification Program (CIP) reliance, 58, 61, H-3
funds transfers, E2
insurance, 2624265, H-14
foreign cortéspondent accounts, 183, 186, H-5
nondeposit investment products (NDIP), 256, 257, 260, H-13
payable throughtacgounts (PTA), 199, 202, H-9
pouch activities, 209, 206
prepaid cards, 235-236
private banking, 280
privately owned automatedteller machines (ATM), 251-252, 253, F-6, H-13
Remote Deposit Capture (RDC), 190,209;210-211, 212, H-11
SAR safe harbor, 68
shell companies, F-7
third-party payment processors, 239
trust and asset management services, 286
U.S. dollar drafts, 24, 117, 197
Correspondent Accounts (Domestic), L-1
examination procedures, 181-182
overview, 178-180
request letter items, H-8
Correspondent Accounts (Foreign). See also Foreign Correspondent, Account
Recordkeeping and Due Diligence.
6,8,17,24,27,29,41, 51, 141, 152, 175, 176, 204, 209, 218, 227,
303, 327, F-7,J-1, R-6
bulk currency shipments, 192
examination procedures, 186-187
laws and regulations, A-3, A-4
mandatory account closures, 20, 119, 120
nested accounts, 184
overview, 183-185
payable through accounts (PTA), 198-200, 202
recordkeeping and due diligence examination procedures, 125-129
recordkeeping and due diligence overview, 45, 117-124
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request letter items, H-5, H-6, H-8, H-9
sound practices, 185
special measures, 139-140
U.S. dollar drafts, 195, 196
Correspondent Bank. See also Respondent Bank.
domestic, 178, 182, 195, 214-216, 219, 222, F-4, H-8
foreign, 6, 17,41, 117, 120, 125, 127, 128, 141, 152, 175, 176, 183-187, 192, 196,
198, 202, 204, 218, 219, 222, 227, 327, C-3, C-4, F-7, H-5, H-6, H-8, H-9
Cover Payments. See Funds Transfers.
Credit Cards, 60, 112, 158, 208, 235, 236, 239, 241, 270, 279, 324
recordkeeping requirements, 56, P-6
system operators, 9, D-1
Criminal Activity, 13, 14, 76, 236, 326, F-1, G-1
Criminal Inygéstigation Division. See Internal Revenue Service (IRS).
Criminal Penalty(ies). Segalso Civil Money Penalties.
8/13-145 A-373G-1
Currency Activity Reports, 71-72, 82, H-3
Currency Exchanges(ers), 25, 129832, 309, D-1, F-10
Currency Transaction Repost Exemptions. See also Currency Transaction Reports
(CTR).
17-18, 20, 34,35§39451, 86988, 166, 188, 316-317, 332, F-2, P-5, R-6
annual review — Phase I castomer, 91
annual review — Phase II customer, 93
effect on other legal and regulatory #€quiréments, 94
examination procedures, 95-96
filing time frames, 91, 93
ineligible businesses, 92
laws and regulations, A-2
nonlisted business, 91, 95
overview, 90-94
payroll customers, 93
Phase I exemptions, 90-91, 95
Phase II exemptions, 91-93, 95-96
request letter items, H-4
safe harbor, 93-94
supporting documentation, 95, 96
Currency Transaction Reports (CTR). See also Currency Transaction Report
Exemptions.
17-18, 19, 20, 34, 35, 39, 46, 51, 71, 73, 84, 116, 179, 182, 191, 202, 205,
243,332, F-2, G-1, G-2, Q-1, R-3, R-6
aggregation, 86, 88
backfiling, 86-87
examination procedures, 88-89
filing time frames, 86
laws and regulations, A-2
overview, 86-87
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record retention, 86, P-5
request letter items, H-1, H-4, H-9
safe harbor, 93-94
tools for transaction testing, 96, O-1
Customer. See Customer Identification Program (CIP).
Customer Due Diligence (CDD). See also Enhanced Due Diligence (EDD); Know Your
Customer (KYC).
34, 39, 40, 210, 212, 236, 238, 256, Q-1
adequacy of information, O-2
automated clearing house (ACH) transactions, 229-230
beneficial owners, 65
deposit brokers, 246-247
examinagionprocedures, 66
for su$picious activity reporting, 71, 74, 82, 84
foreign correspondent accounts, 120-124, 126-129
funds transfersg218
money servi€es business, 311-313
OFAC risk assessment £157
overview, 63-65
payable through accéounts, 199
private banking, 130-187,281-282
privately owned ATMs, 253-254
risk assessment, 27-28
trade finance, 275, 277
Customer Identification Program (CIP), 33, 35038, 40, 42, 50, 84, 151, 230, 233, 238,
247,252, P-5,Q-1,R-2, R-3
“account” defined, 53
adequacy of information, O-2
brokered deposits — customer defined, 246
business entities (domestic and foreign), 327-328
cash intensive businesses, 333
comparison with government lists, 57
“customer” defined, 53
customer information required, 54
customer notice, 57
customer verification, 54-56
electronic banking, 208, 212
examination procedures, 59-62
laws and regulations, A-3
lending activities, 270, 272
money services businesses, 312
nondeposit investment products, 256, 260
nongovernmental organizations (NGO) and charities, 320
nonresident aliens (NRA) and foreign individuals, 294, 295
overview, 52-58
private banking, 282
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recordkeeping requirements, 56-57, P-5-P-6

reliance on another financial institution, 57-58

request letter items, H-1, H-2, H-3, H-13, H-14

risk assessment, 27-28

separate from OFAC, 149

separate from other legal requirements, 58

trust and asset management services, 286-287, 288, 292

U.S. dollar drafts, 197

use of third parties, 58
Customer Notice. See Customer Identification Program (CIP).
Customer Verification. See Customer Identification Program (CIP).
Customers and Entities. See Risk Assessment.

D

Debit Cards, 1425208, 2137228, L-1
Developing Conelusionsy 6, 16y 30, 43
appropriate‘supervisory gesponse, 44, 48
overview, 44-47
examination procedures, 48-51
Document Control Number (DCN). SeeTaternal Revenue Service (IRS).
Dollar Drafts. See U.S. Dollar Drafts.
Dual-Employee Arrangements. Seé€ NondepositpInvestment Products.

E

E-Cash. See Electronic Cash.
Electronic Banking (e-banking). See also InterngtdBanking.
23,24, 151, 204, 208, 212, H-10, H- 147 J-1, M=1
examination procedures, 212
overview, 208-211
request letter items, H-10
Electronic Cash (e-cash), 20
examination procedures, 238
overview, 234-237
prepaid/stored value cards, 12, 206, 234-238, 239, F-§, L-1
request letter items, H-11, H-12
stored value cards, 235
Electronic Funds Transfers (EFT). See also Automated Clearing House (ACH)
Transactions; Clearing House Interbank Payment System (CHIPS); Funds
Transfers; Funds Transfers Recordkeeping.
224,225,250, Q-2
Electronic Payments Network (EPN), 225
Embassy and Foreign Consulate Accounts, 303, A-3
examination procedures, 305, 306
overview, 303, 304
red flags, F-7
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request letter items, H-6, H-18
Employer Identification Number (EIN), 88, 112
for Customer Identification Program (CIP), 54
Enforcement Guidance, R-1
interagency statement on, 11, R-1
Enhanced Due Diligence (EDD). See also Customer Due Diligence.
8, 64, 66, 289
for Automated Clearing House (ACH) transactions, 229
for bulk shipments of currency, 191, 194
for certain foreign banks, 120, 124, 126-129, A-4
for electronic banking, 209,
for higher-zisk customers, 57-58
insurancé, 264
mongy sexvices business (MSB), 307, 310, 312-314
nondeposit Mvestiient products (NDIP), 256-258, 260
nongovemmental organizations and charities, 321
parallel banking, 176
payable through accounts (RTA), 201
private banking,#132
request letter items, H-16
trust and asset management gervices)289
Enhanced Scrutiny,
funds transfers, 196
foreign correspondent accounts, 12351274129, 132
private banking accounts, 130, 132-134,"136
Enterprise Computing Center — Detroit. Seé€InternalRevenue Service.
Examination Scope, 5, 15, 16, 19
examination procedures, 19-21
request letter items, H-1, H-8
Examiner in Charge (EIC), 19, 49, 167
Export Administration Act of 1979, 26
Exporter,
trade finance, 273

Federal Banking Agencies, 7-11, 14
BSA responsibilities, 9-11
Currency Transaction Report (CTR) reviews, 91
Customer Identification Program (CIP) verification expectations, 56, 58
defined, 9
laws and regulations, A-1
nondeposit investment product (NDIP) activity — supervision of, 255
money services businesses (MSB) guidance, 309, 310, 313
OFAC compliance — evaluation of, 16
politically exposed persons (PEP) — verification of, 299
Suspicious Activity Reporting, 67, 76, 79, 80
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Suspicious Activity Report (SAR) quality guidance, 388, L-1, L-2
Federal Bureau of Investigation (FBI), 70-71, 79
National Security Letters, 70-71
notifying law enforcement of suspicious activity, 67
Federal Credit Union Act (FCUA), 7, R-1
authority granted, 9
Federal Deposit Insurance Act (FDI Act), 7, R-1
authority granted, 9
definition of insured bank, D-1
Federal Financial Institutions Examination Council (FFIEC) Information Technology
Examination Handbook, 15
information on electronic banking, 208
types ofélectronic cash products, 234
typesdof tetail payment systems, 155, 231, 250
types of wholesalgipayment systems, 213
Federal Functional Regulatory10, 57
defined, 10
laws and regulations, A3
request letter itets A4 Customer Identification Program (CIP) reliance provision,
H-3
Fedwire Funds Service (Fedwire" ). 4See Funds Transfers.
Financial Action Task Force on Money Laundering (FATF), 26, 122, 216, 275, C-3, E-1,
F-2, F-9, F-10
business entities, 326
defined, E-1
Noncooperative Countries and Terrifories(NECT),276, C-3, E-1, F-2, F-5, F-10
trade finance activities standards, 274, 2735
Financial Institution,
statutory definition of, D-1, D-2
Financial Institution Letters (FIL),
defined, B-1
Fleet Post Office (FPO), 54, 115
customer address, 54
Foreign Bank and Financial Accounts Reporting,
examination procedures, 143
form, 142, 143
laws and regulations, A-2
overview, 142
report of foreign bank and financial accounts (FBAR), 143
request letter items, H-6
Foreign Branches and Offices, 125, 148, 164, 166
examination procedures, 173-174
host jurisdiction-based examinations, 172
overview, 169-172
request letter items, H-5, H-9
scoping examinations, 171
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U.S.-based examinations, 171
Foreign Business Entities. See also Offshore Entities.
323-330
examination procedures, 329-330
International Business Corporations (IBC), 25, 279, 281, 284, 324, 325, 328
Offshore Financial Centers (OFC), 26, 324, 326, 327, F-7
Private Investment Companies (PIC), 25, 257, 279, 284, 288, 292, 299, 324, 325,
F-1, H-16
Foreign Consulate Accounts. See Embassy and Foreign Consulate Accounts.
Foreign Correspondent Account Recordkeeping and Due Diligence. See also
Correspondent Accounts (Foreign).
24,27,29,45,117-129, 139-140, 183-187, 195-196, 198, A-3, A-4, H-5,
H-8,M-1
accoufit closure, 119
bulk currency shipments, 188-192
certifications, JS-119, 125, 128, A-4
enhanced du€ diligence, 121-122
examination procedures; 124-129
foreign shell bank peohibition, 117-118, 125, 128, A-4, H-5
general due diligence, 120-122
monitoring of, 121-122
overview, 117-124
recordkeeping, 117, 119
red flags, F-7
request letter items, H-5, H-8, H-9
risk assessment of foreign financial institutions, 124
special due diligence program for foreign edrrespondent accounts, 121, 126
special procedures when due diligence cannotfbe performed, 124
verification, 119
Foreign Financial Institutions. See Casas de Cambio; Meéney FIransmitters; Currency
Exchanges(ers).
Foreign Individuals. See Nonresident Aliens (NRA) and Foreign Indiyviduals.
Foreign Shell Bank. See Correspondent Accounts (Foreign).
Formulating Conclusions. See Developing Conclusions.
Frequently Asked Questions (FAQ), 58, 98, 150-152, C-4
314(a) record searches, 98
Customer Identification Procedures (CIP), 58
correspondent banking, C-4
OFAC, 150-152
Funds Transfers. See also Automated Clearing House (ACH) Transactions; Clearing
House Interbank Payment System (CHIPS); Electronic Funds Transfers (EFT);
Funds Transfers Recordkeeping.
6, 13,23, 24,27, 29, 35, 36, 40, 41, 53, 71, 84, 86, 98, 148, 149,
151, 153, 158, 176, 178, 183, 189, 192, 199, 205, 208, 234, 249,
253,258,260, 261, 267, 269, 276, 279, 285, 289, 294, 312, 325,
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326, 327, 328, 329, 330, F-2, H-3, H-11, H-14, J-2, L-1, L-2, M-1,
O-1, 0-2,R-6

cover payments, 215-219, 222, H-11

examination procedures, 221-223

Fedwire Funds Service (Fedwire®), 213-215

overview, 213-220

payable upon proper identification (PUPID), 24, 72, 217, 222, 304, F-7, H-11, J-2

red flags, F-2, F-3, F-4, F-5, F-7, F-9, F-10

request letter items, 213, 225, 250, H-11

Society for Worldwide Interbank Financial Telecommunication (SWIFT), 214-
219,221

Funds Transfers Recordkeeping. See also Automated Clearing House (ACH)

TransactionsjElectronic Funds Transfers (EFT); Funds Transfers.
24, 72,0110-116, 151, 153-154, 157, 192, 213, 224-225, 232, 239, 250,
F-2,°F-3, Hs5, H-11

examination prdcedutes, 116

laws and regutlations, A-2

overview, 110=115

record retention tequirements, P-1, P-3 to P-4

red flags, F-2, F-4, E-5, F-7, F-8,F-9, F-10

request letter items, H¥%¢*H-40, H-T), H-13

responsibilities of beneficiary’s banks, 110-111, 114

responsibilities of intermediary institutions, 110, 113, 116

responsibilities of originator’s banks; 1104112, 116

Suspicious Activity Report (SARYy quality guidance, L-1, L-2

tools for transaction testing, O-1

travel rule, 110, 112-116

travel rule abbreviations and addresses, 114

Futures Commission Merchants, 9, D-2

G

Gateway Arrangements. See Independent Sales Organization (ISO).
Geographic Locations. See Risk Assessment.
Government Lists, 57, 59, 149

no designated list for customer identification purposes, 57
Grand Jury. See Confidentiality.

H

Hawala. See Informal Value Transfer Systems (IVTS).
Head Office,
foreign branches, 125, 169, 148, 164, 166, 169-174, H-5, H-9, H-10
sharing Suspicious Activity Reports (SAR) with, 80, 83, 165, 173, 176, 178-179,
181, 184-188, 190-191, 193-198, 200
High Intensity Drug Trafficking Area (HIDTA), J-2
defined, 26
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High Intensity Financial Crimes Area (HIFCA), J-2
defined, 27
Home Banking Systems, 213
Host Jurisdiction-Based Examinations. See Foreign Branches and Offices.

Importer, 273-274, F-5, H-16
Independent Sales Organization (ISO), 240, 250, 253, H-13
defined, 240
gateway arrangements, 240
request letter items, H-13
Independent Testing, 6-7, 16-17, 20, 28, 33-36, 38, 41-44, 48-50, 88, 150, 156, 158, 161,
165-166, 172,312, H-1, R-2, R-4
examination.procedures, 6, 16-17, 34-35
frequency of, 34
minimun regéirémentsy 35
money serviees businessMSB) requirements, 307, 314-315
OFAC, 16, 150156
request letter items; H-1
transaction testing, 1618, 35-36,40-43, O-1
Individual Retirement Account (IRA), 86
Individual Taxpayer IdentificationiNumber (ITIN). See also Taxpayer Identification
Number (TIN).
88, 0-3
for customer identification, 54
Informal Value Transfer Systems (IVTS), 9, 195:196, 2 16
hawala, 13, 216
Information Sharing, 8, 35, 97-105
documentation of searches performed, 100
examination procedures — 314(a), 103-104
examination procedures — 314(b), 104-105
laws and regulations, A-3
overview, 97-101
request letter items, H-3, H-4, H-5
restrictions and confidentiality, 99-100
safe harbor — 314(b), 101
search requirements, 97-99
voluntary information sharing — 314(b), 100-101
Insurance. See also Nonbank Financial Institutions (NBFI).
9,25,190, 199, 202, 214, 262-264, 307, F-6, H-18, H-19, L-1
AML compliance program requirements, 262-263
annuity contract, 262
examination procedures, 265-266
laws and regulations, A-2, A-3
life insurance, 262-263, F-6, H-13, H-14
networking arrangements, 262, 265
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overview, 262-264
red flags, F-6, F-7, F-11
request letter items, H-13, H-14
suspicious activity reporting requirements for insurance companies, 262
Integration. See Money Laundering.
Interest on Lawyers’ Trust Accounts (IOLTA), 289, 316, 318, H-19
request letter items, H-19
Internal Controls, 32-34, 39-40, 43, 45, 48-51, 61, 68, 80, 103-104, 125, 135, 150, 152,
159, 161-163, 170-171, 211, 217, 229, 237, 267, 280, 321, R-2, R-3, R-4
examination procedures, 30-32, 39
for a BSA/AML compliance program, 33-34
for an OFAC compliance program, 6, 20-21, 150-152, 158
for congéntrasion accounts, 24, 267-269
Internal RevenuegService (IRS), 18, 19, 53, 78-79, 85, 88, 91, 93-95, 142-143, 293-294,
311, H-1,L-2
Criminal Investigation, Division, 78
Document GontrohNumber (DCN), 18
Enterprise Computing @enter — Detroit, 19, 85-86, 88, 94, H-1, L-2
International Association,of Insurance Supervisors (IAIS), ?
Report of Foreign Bank and Financial Accounts, 142-143
International Automated Cleating House Transactions (IAT). See Automated Clearing
House Transactions; Office¢ of Foreign Assets Control.
International Business Corporationsy(IBC). Seé€Foreign Business Entities;
Confidentiality.
International Monetary Fund (IMF), E-1
International Money Laundering Abatement'and Anti¢T errorist Financing Act of 2001, 8
International Narcotics Control Strategy Report (INCSRY), 26y
International Narcotics Traffickers, 11, 147
International Organization of Securities Commissiong(I0SC0O), 462
International Transportation of Currency or Monetary Instrumeénts, 144-146, 188-194,
205, H-6, H-9
bulk currency shipments, 189-194
common carrier, 146
examination procedures, 146
laws and regulations, A-2
overview, 144-145
Report of International Transportation of Currency or Monetary Instruments
(CMIR), 143, 146 188, 205, A-2
Internet, 59, 64, 70, 74, 98, 207, 208-209, 214, 228, 233-234, 239-240, 246, 248-249,
300, 325-326, C-2, F-3, F-6, J-1, M-1
Internet Banking. See also Electronic Banking.
208, 209, 325
Internet Broker, 248
Internet Protocol (IP), 208, 234,Q-3
Internet Service Providers, 70
Intraday Accounts. See Concentration Accounts.
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K

Know Your Customer (KYC). See also Customer Due Diligence (CDD).
161, 169, C-3, Q-3

Layering. See Money Laundering.
Lending Activities, 24, 270-272, H-14
examination procedures, 272
lending agreement with an Independent Sales Organization (ISO), 240
lending argangement, 37, 252, F-6
overview, 270, 271
red flags; 272
request letterttes$yH-14
Letter of Credit, 151, 483, 183, 273-277, 279, F-6, L-1
red flags, 275, F-6
Letters to Credit Uniens (LCU), B4l, Q-3
Licenses. See Office of'ForeigniAssets Control (OFAC).
Life Insurance. See Insuranee.

M

Management Information Systems (MiS), 346Q-3
examples of reports, 36, 40, 43
insurance product sales reports, 265,4-14
nonresident aliens (NRA) and foreign individuals@eports, 295, O-3
private banking reports, 283, 284, H-15
professional service providers reports, 316-318, H-19
systems for detecting unusual activity in highetssisk’accounts, 71, 88, 141, 166,
170, 173, 176, 179, 181, 186, 193, 196, 201, 2027206, 208, 212, 221, 230,
232,234,238, 243, 248, 253, 254, 260, 269,272, 276, 2783291, 301, 305,
314,322,329, 333
Monetary Instruments Recordkeeping, 106-109
acceptable identification, 106
contemporaneous purchases, 107
examination procedures, 109
indirect currency purchases, 107
overview, 106-108
purchase and sale of, 12, 13, 24, 41, 72, 243-245, A-2, F-4, F-5, F-8, F-9, G-1, G-
2, H-5, H-12, P-2
purchaser verification, 106
recordkeeping and retention requirements, 94, 106-108, 144-146, 188, P-2, P-3
red flags, F-1, F-2
request letter items, H-5, H-6, H-12
transportation of, 7, 12, 204-207, H-6
Money Laundering. See also Structuring.
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criminal penalties for, 8, 13-14, A-3, G-1
defined, 12
integration, 12, 218, 229, 251
international organizations, E-1
laws and regulations, 20, 48, 99, 101, 102, 123, 127, 157, 256, 307, A-1-A-6
layering, 12, 184, 188, 218, 229, 243, 251
placement, 12, 218, 236, 243, 251, F-9
red flags, F-1-F-11
Money Laundering Control Act of 1986, 7
Money Laundering Suppression Act of 1994 (MLSA), 7, 90, Q-3
Money Laundering Threat Assessment (MLTA), 189, 325, C-2, Q-3
Money Services Businesses (MSB). See also Nonbank Financial Institutions (NBFI).
25, Fs7
defined, 307
examination‘procedures, 314
FinCEN registration, A-3
foreign monéy sctyice providers, 169, 209
guidance on providing banking services to, 309-313
laws and regulationgy 9
minimum due diligence requirements for, 310, 312
state licensing, 311, 314
Money Transmitters, 25, 121, 129,307, 311,312
request letter items, H-16
Mutual Funds, 9, 120, 121, 142, 255, 307, 324, L#1

N

National Association of Securities Dealers (NASD), 257, Q-3
NACHA — The Electronic Payments Association @YACHA). See also Automated
Clearing House (ACH) Transactions; ElectronieEufids Fransfers; Funds
Transfers; Funds Transfers Recordkeeping.
154, 224-230, C-4, F-3, Q-3
National Security Letters (NSL). See Federal Bureau of Investigation/(FBI);
Confidentiality.
Nested Accounts. See Correspondent Accounts (Foreign).
Networking Arrangements. See Insurance; Nondeposit Investment Products (NDIP).
Nominal and Beneficial Owners,
brokered deposits, 246
business entities (domestic and foreign), 325
enhanced due diligence (EDD), 65
OFAC, 151, 157
payable through accounts (PTA), 201
politically exposed persons (PEP), 299, 300
private banking, 130, 131, 133, 135-137, 281, 282
professional service providers, 316
red flags, F-1, F-6, F-9
special measures, 139
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trust and asset management services, 288
Nominee Incorporation Services (NIS). See Business Entities.
Nominee Shareholders, 151, 157, 326
Nonbank Financial Institutions (NBFI). See also Insurance; Money Services Businesses
(MSB).
brokers/dealers, 9, 25
casinos, 9, 25, 132
examination procedures, 314, 315
overview, 307-313
request letter items, H-18
Noncooperative Countries and Territories (NCCT). See Financial Action Task Force on
Money Laundering (FATF).
Nongovernmental Organizations (NGO),
charities; 25
enhanced due diligence, 321
examination prdcedutes, 322
overview, 320-321
request letterigems, H-19
Nondeposit Investment Products,(NDIP). See also Affiliate; Contractual Agreements,
Contracts; Customet,Identification Program (CIP); Enhanced Due Diligence
(EDD); Federal Banking‘Agéncies.
co-branded products, 255
dual-employee arrangements, 256
examination procedures, 260, 261
in-house sales and proprietary products; 256-257
networking arrangements, 255-256
overview, 255-259
request letter items, H-13
third-party arrangements, 256
Nonresident Aliens (NRA) and Foreign Individuals, 82,"M-1
examination procedures, 295-296
overview, 293-294
request letter items, H-18
tools for transaction testing, O-3
Nonsufficient Funds (NSF), 35, 71, 82, H-3

O

Office of Foreign Assets Control (OFAC), 5, 6, 43, C-1
Automated Clearing House (ACH) transactions, 151, 153, 154, 157
beneficial owners, 151, 157
blocked transactions, 149, 153, 153-158
designation of responsible individual, 150, 153, 156
examination procedures, 157-159
identifying and reviewing suspect transactions, 152
independent testing, 156, 158
internal controls, 152-156
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international Automated Clearing House transactions (IAT), 154, 155
licenses, 149
OFAC compliance program, 147, 150-153
OFAC risk assessment, 6, 16, 20, 151-152
OFAC reporting, 150
overview, 147-156
prohibited transactions, 149, 153
request letter items, H-6 to H-7
sanctions, 6, 26, 147
scoping and planning, 6
screening automated clearing house (ACH) transactions, 151, 153-155, 157, 213,
224-233
separate@nddistinct from the Bank Secrecy Act, 11
SpeciallyaDesignated Nationals or Blocked Persons (SDN), 149
training, 150,156
updating OFA@ lists;3l53
Offshore Bank,
offshore banking licensé, 122, 127, 129
Offshore Entities. See alsogForeign Business Entities.
279, 285, H-16
Offshore Financial Center (OE€). S€e Foreign Business Entities.
26, 324, F-7
Omnibus Accounts. See Concentration Accoufits.
Originating Depository Financial Institution(ODEI). See Automated Clearing House
(ACH) Transactions.
154, 225

Parallel Banking,
examination procedures, 176-177
overview, 175
request letter items, H-10
Payable Through Accounts (PTA), 24, 117, 139, 141, 152, 176, 188, 198, 201, H-5, H-9,
J-1
beneficial owners, 123, 127, 201
examination procedures, 201-203
foreign correspondent accounts, 199, 202
OFAC risks, 151
overview, 198-200
parallel banking, 176
request letter items, H-5, H-9
special measures — information relating to certain PTAs, 139
special measures — prohibitions or conditions on PTAs, 139-141
subaccountholder, 198, 199, 202, 203, H-9
Payable Upon Proper Identification (PUPID). See Funds Transfers.
24,72,217,219,222,H-11, J-2
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Payroll Customer,
Currency Transaction Report (CTR) exemptions, 93-96
defined, 93
Placement. See Money Laundering.
Point-of-Sale (POS),
networks, 250
systems, 110, 213
Politically Exposed Person (PEP),
beneficial owners, 299-300
brokered deposits, 246-247
defined, 297-299
defined —senior foreign political figure, 297-298
embassyfandiforeign consulate accounts, 303
examination procedures, 301-302
nondeposit mvestiient products (NDIP), 259
nonresident aliéns (NRA) and foreign individuals, 294
overview, 297-300
payable through accounts (RTA), 201
private banking;#33
proceeds of foreign'eorruption, 298-299
request letter items, H=16, HETS
trust and asset management services, H-16
Pouch Activities, 172, 183, 204-20%,H-9, J-1
examination procedures, 206-207
overview, 204-205
red flags, F-7
request letter items, H-9
Preliminary Evaluation of the Bank’s BSA/AML Compliance Program, 43
Prepaid Cards. See Electronic Cash.

Private Banking. See also Private Banking Due Diligenée Program (Non-U.S. Persons);

Confidentiality.

8,17,24,25,27,29,37,41, 46, 51, 60, 130, 131-137, 162,267, 279-285,

287,294,297, 300-301, 304, J-2, N-1, R-6
bearer shares, 282, 324-329, H-19
beneficial owners, 130, 131, 133, 135-137, 281-282
board of directors and senior management oversight, 283
common structure, N-1
customer risk assessment, 281
due diligence, 130-137, 280
examination procedures, 284-285
laws and regulations, A-4
overview, 279-283
private banker deemed a “financial institution,” D-1
red flags, F-7, F-8
request letter items, H-15, H-16
risk of shell companies, 279-284
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typical products and services offered, 279-280
vulnerabilities to money laundering, 280
Wolfsberg principles, C-4
Private Banking Due Diligence Program (Non-U.S. Persons). See also Private Banking.
ascertaining source of funds, 132
defined — private banking account, 130-131
defined — senior foreign political figure, 132, 136
due diligence program, 131
enhanced scrutiny for senior foreign political figures, 132-134
examination procedures, 135-137
identifying senior foreign political figures, 134
monitoring,account activity, 132
overview, 130-134
proceédsief foreign corruption, 133, 136
risk assessment offaccounts for non-U.S. persons, 132, 137
special procedutes when due diligence cannot be performed, 134
Private Investment£ompanies (PIC). See Foreign Business Entities; Confidentiality.
Privately Owned ATMs. See Automated Teller Machines (ATM).
Products and Services. “SeesRisk Assessment.
Professional Service Providers, 25
beneficial owners, 316
examination procedures, 318-319
overview, 316-317
request letter items, H-19
Prohibited Transactions. See Office of Foreigi’Assets Control (OFAC).
Purchase and Sale of Monetary Instruments® See Monetary Instruments Recordkeeping.

R

Receiving Depository Financial Institution (RDFI). Seg,AstomatediClearing House
(ACH) Transactions.
Record Retention Requirements, P-1 to P-6
Currency Transaction Reports (CTR), 86, P-5
Customer Identification Program (CIP), 56-57, P-5, P-6
Office of Foreign Assets Control (OFAC), 157
request letter items, H-6
Suspicious Activity Reports (SAR), 79, P-5
Recordkeeping. See Correspondent Accounts (Foreign), Credit Cards, Customer
Identification Program (CIP), Foreign Correspondent Account Recordkeeping and
Due Diligence; Funds Transfers Recordkeeping, Monetary Instruments
Recordkeeping; Record Retention Requirements.
Red Flags, F-1-F-11
potentially suspicious activity that may indicate money laundering:
activity inconsistent with the customer’s business, F-3
automated clearing house (ACH) transactions, F-3
changes in bank-to-bank transactions, F-4
cross-border financial institution transactions, F-4, F-5
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customers who provide insufficient or suspicious information, F-1
efforts to avoid reporting or recordkeeping requirements, F-2
electronic banking, 208
embassy and foreign consulate accounts, F-7
employees, F-8
funds transfers, F-2, F-3
insurance, F-6, F-7
lending activity, F-4
other suspicious customer activity, F-8, F-9
politically exposed persons (PEP), 298
privately owned automated teller machines (ATM), F-6
shell company activity, F-7
tradefinance, F-5
potentially suspicious activity that may indicate terrorist financing:
activity ingonsistent with the customer’s business, F-10
funds twansfers, F-10
otherftransactions that appear unusual or suspicious, F-10
Regulatory Alerts (RA), B-1
Reliance. See Customerldentification Program (CIP).
Remotely Created Checks (RCC)a See_Third-Party Payment Processors.
Remote Deposit Capture (RD@)§192,204,208, 209, 212, H-11. See also Contractual
Agreements, Contracts.
Report of Examination (ROE), 32,44, 45, 50,211, A-1, Q-4, R-2, R-3, R-4
include OFAC findings, 159
preparing comments for, 50-51
Report of Foreign Bank and Financial Accounts (FBAR). «See Foreign Bank and
Financial Accounts Reporting.
Report of International Transportation of CurrencCy of Monetary Instruments (CMIR).
See International Transportation of Currency‘or Monétaryflnstruments.
Request Letter Items, 15, 17, 29, H-1 to H-20
automated clearing house (ACH) transactions, H-11
bearer shares, H-19
brokered deposits, H-12
BSA/AML compliance program, H-1
bulk currency shipments, H-8
business entities (domestic and foreign), H-19
cash-intensive businesses, H-20
concentration accounts, H-14
correspondent accounts (domestic), H-8
correspondent accounts (foreign), H-8
currency-shipment activity, H-6
currency transaction reporting, H-4
currency transaction reporting exemptions, H-4
Customer Identification Program (CIP), H-2
electronic banking, H-10
electronic cash, H-11
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embassy and foreign consulate accounts, H-18
foreign branches and offices of U.S. banks, H-9
foreign correspondent account recordkeeping and due diligence, H-5, H-6
funds transfers, H-11
funds transfer recordkeeping, H-5
independent testing, H-1
information sharing, H-4, H-5
imsurance, H-13
lending activities, H-14
nonbank financial institutions (NBFI), H-18
nondeposit investment products (NDIP), H-13
nonresident aliens (NRA) and foreign individuals, H-18
Office of Foreign Assets Control (OFAC), H-6, H-7
otherBSA reporting and recordkeeping requirements, H-6
parallel banking, H-10
payable through accounts (PTA), H-9
politically exposed,persons (PEP), H-18
pouch activities, H-9
private banking,"H-45
privately owned automated tellecmachines (ATM), H-13
professional service prowiders, H-19
purchase and sale of monetary instruments, H-5, H-12
training, H-2
risk assessment, 29, H-2
suspicious activity reporting, H-3¢'H-4
third-party payment processors, H-12
trade finance activities, H-15
trust and asset management services, H-16
U.S. dollar drafts, H-9

Respondent Bank. See also Correspondent Bank.

179, 180, 181, 326, 327, F-7

defined, 179, 181

Risk Assessment, 22
aggregate risk profile, 30
consolidated BSA/AML risk assessment, 28
customers and entities, 24, 25
developing a BSA/AML compliance program based upon, 28, 39, 32, 33, 39, I-1
evaluating the bank’s BSA/AML risk assessment, 23-28
examination procedures, 31
examiner development of, 29-30
foreign financial institutions, 121
geographic locations, 25-27
money services business (MSB), 310, 314
nonbank financial institution (NBFI) risk assessment factors, 308-309
OFAC risk assessment, 151-152
overview, 22-30
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private banking accounts, 117
products and services, 24
request letter items, H-1, H-2, H-7, H-8, H-12, H-13, H-14, H-15, H-17, H-19,
H-20
review of, 15, 17
risk categories — analysis of, 27
risk categories — identification of, 23-27
updating the risk assessment, 28-29
Risk Categories. See Risk Assessment.

S

Safe Harbor. Segf@urrency Transaction Report (CTR) Exemptions; Information Sharing;
Suspicious Activity Reporting.

Sanctions, 6
Office of Foreign Assets Control (OFAC), 6,7,11,16, 26, 43, 147, 148, 149, 150,

151, 1643155,56, 157, 158, 159, 216, 230, 231, 246, 276

Scoping and Planning. Se€Examination Scope.

Screening Automated ‘€learing House (ACH) Transactions. See Office of Foreign Assets
Control (OFAC).

Secretary of the Treasury, 9;20,26, 9,920, 122, 127, 129, 138, 139, 140, 147, A-4, D-
2, H-6

Section 311 of the USA PATRIOT Act. Se€ Special Measures.

Section 314(a) of the USA PATRIOTwA®t. S€e Information Sharing; Confidentiality.

Section 314(b) of the USA PATRIOT Actf Segdnformation Sharing; Confidentiality.

Seizure. See Asset Seizure.

Senior Foreign Political Figures. See Private Bankidg Due'Diligence Program (Non-U.S.
Persons); Politically Exposed Person (PEP).

Service Providers. See Automated Clearing House{ACH) Transactions; Management
Information Systems (MIS); Money Services Busin€sses/(MSB); Nominal and
Beneficial Owners; Professional Service Providers; Third-PartyService Provider
(TPSP).

Shell Bank. See Foreign Correspondent Account Recordkeeping anddDue Diligence.

Shell Company, 184, 247, 275, 279, 280, 281, 282, 283, 284, 323,824, 325,326, 327,

L-1

defined, 323
red flags, F-1, F-7

Social Security Number (SSN). See also Taxpayer Identfication Number.

47,100-101, F-1, O-1, O-2, O-3, P-3

Society for Worldwide Interbank Financial Telecommunication (SWIFT). See Funds
Transfers.

Special Due Diligence Program. See Foreign Correspondent Account Recordkeeping and
Due Diligence.

Special Measures, 8, 10, 14, 22, 26, 122, 127, 129
examination procedures, 141
foreign correspondent account due diligence, 122-124
guidance, 140
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overview, 138-140
types of, 138-140
Special Use Accounts. See Concentration Accounts.
Specially Designated Nationals or Blocked Persons (SDN). See Office of Foreign Assets
Control (OFAC).
Stored Value/Prepaid Cards, 206, 213, 234, 235, 236, 238, 239, 243, 307, 309
red flags, F-8
Structuring. See also Money Laundering.
12, 14, 72, 73, 195, 196, 316, A-3, G-1, G-2, L-1, L-2
defined, G-1
laws and regulations, A-3
Subaccountholdery See Payable Through Accounts (PTA).
Subpoena, 19, 70; 79 81, 82, 84, 119-120, 128, 248
laws @ndsegulations, A-4, A-5
request letteritemsyH-4, H-5, H-12 to H-19
Subsidiary, 90, 91, 954110, 164, 165, 167, 168, 257, 260, 262, 263, 265, A-5, P-4
Supervisory Respomnse. See Developing Conclusions.
Suspense Accounts. “See Concgntration Accounts.
Suspicious Activity Reporting.See also Confidentiality.
7,8, 10, 17,718, 19, 20, 28, 33, 34, 35, 36, 37, 39, 45, 46, 59, 61, 63, 94,
99, 102, 103, 10477105, 1247125, 131, 134, 145, 155, 166, 167, 205, 229,
248,276,277, 282,295, 298,311, 312, 330, 332, A-4, A-5, A-6, C-2, G-1,
K-1, L-2,R-3, R-5,R-6
account monitoring — surveillancefautomated), 72-73, 77, H-3
account monitoring — transactiofi(mafiual), 7172, H-3
avoid comparing numbers of Suspicious Actiyvity Reports (SAR) filed, 30
BSA/AML compliance program structur¢ aind management, 161, 164, 165
continuing activity — SAR filing on, 76
examination procedures, 81-85
identifying underlying crime, 75
insurance companies, 262-264, A-2
law enforcement inquiries and requests, 69-70
laws and regulations, A-4, A-5, A-6
managing alerts, 74-75
notifying board of directors of SAR filings, 79
overview, 67-80
proceeds of foreign corruption, 130, 133
prohibition of SAR disclosure, 79-80
record retention, 79, P-5
red flags, F-1 to F-11
request letter items, H-1, H-3, H-4
safe harbor, 68
SAR completion and filing, 77-80
SAR decision-making process, 75, 76
SAR monitoring components, S-1
SAR quality, 78, L-1
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sharing SARs, 80
systems to identify, research and report suspicious activity, 68-69
timing of a SAR filing, 77-78
tools for transaction testing, O-1, O-2, O-3
Sweep Accounts. See Concentration Accounts.

T

Tax Withholding. See also W-8 Status.
294
Taxpayer Identification Number (TIN), 54, 59, 60, 88, 112, 114, 234, H-2, H-18, O-1, O-
2,0-3,P-2,P-4,P-5
Terrorist Financudgy,5, 9, 10, 11, 12, 13, 14, 24, 26, 32, 36, 38, 42, 63, 64, 66, 67, 74, 82,
138, 169, 1703171, 173, 176, 181, 186, 189, 190, 193, 194, 196, 199, 201, 206,
2084212,2214232, 236, 238, 242, 244, 246, 248, 253, 258, 260, 265, 269, 270,
272,274,275, 248,280, 281, 284, 291, 295, 301, 305, 309, 310, 312, 314, 318,
320, 32253234326, 329, 331, 332, 333, C-2, C-3, E-1, F-1, F-9, L-1, R-3, R4,
R-5
Third Party(ies), 98, 183, 178,195,202, 208, 234, 235-237, 256, 264, 270, 277, 282, 287,
316, 328, F4, F-6, F~10, H-2, H-3
bearer shares, 282
correspondent accounts, 184, 186
Customer Identification Program (CIP)£8-61
information sharing, 98
lending, 270
nondeposit investment products (NDIP), 256
OFAC screening, 153
red flags, F-4, F-6, F-10
request letter items, H-2, H-3
Third-Party Payment Processors, 24
examination procedures, 242
overview, 239-241
remotely created checks (RCC), 239
request letter items, H-12
verification, 240
Third-Party Service Provider (TPSP). See also Automated Clearing House (ACH)
Transactions.
227,230
examination procedures, 232-233
screening ACH transactions (OFAC), 154, 230-231, 246
Section 314(a) information requests, 98
red flags, F-3
use of, 58
Trade Finance, 24, 151, 270, H-15
accepting bank, 274
advising bank, 274
applicant, 273
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beneficiary, 273

confirming bank, 273

discounting bank, 274

documentary requirements, 275-277

examination procedures, 278

issuing bank, 151, 273, 274, 275, 277

lending, 270-271

negotiation, 274

nominated bank, 274

overview, 273-277

red flags, F-5, F-6

reimbursing bank, 274

request Jétteritems, H-15

Society for Worldwide Interbank Financial Telecommunication (SWIFT), 276
Treasury Department.” SegyU.S. Department of the Treasury.
Training, 28, 33,35, 34, 45

documentation, 3%

examination procedureg; 42

OFAC, 150

request letter items, H-2, H-6, H-15, H-17, R-2-R-5
Travel Rule. See Funds Transfers Récordkeéeping.
Trust and Asset Management, 24, 286-290,4J-2

agency accounts, 286, 288,291

beneficial owners, 299

business entities, 323-325, 329

court-supervised accounts, 286, 2875289

corporate trusts, 286

examination procedures, 291-292

international business corporations (IBC), 255279, 281, 284, 324

nominee incorporation services (NIS), 325, F-1

overview, 286-290

personal trusts, 286

private banking, 287

professional service providers, 316, H-19

Private Investment Companies (PIC), 25, 257, 258, 279, 281, 282,284, 288, 292,

299, 324, 325, H-16

red flags, 299, F-1

request list items, H-16-H-17

transaction testing, O-2

United Nations, 11, 147
Updating OFAC Lists. See Office of Foreign Assets Control (OFAC).
U.S. Attorney General, 20, 119, 120, A-4, H-6

correspondence from, 20, H-6

subpoenas, 19, 119
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U.S.-Based Examinations. See Foreign Branches and Offices.
U.S. Bureau of Customs and Border Protection, 144
U.S. Department of the Treasury. See also Secretary of the Treasury.
5,7-9, 57-58, 90, 106, 110, 119, 147, 165, 320, 340, A-1-A-6, P-1, P-5,
R-5,R-6
request letter items, H-1
U.S. Dollar Drafts, 24, 117, J-1
overview, 195
examination procedures, 196-197
request letter items, H-9

\

Verification. S€e als@Customer Identification Program (CIP).
54256,59-61, 294, 321, 328
additional,/55-58
certifications#1'19. Seeyalso Foreign Correspondent Account Recordkeeping and
Due'Diligenge.
documentary, 54, 55, 294, H=2
examination procedures; 59462
lack of, 56
nondeposit investment products (NDIP), 258
nondocumentary, 54, 55, 60, 294, H-2, Ps5
OFAC license, validity of, 149150
purchaser, 106. See also MonetaryfInstsiments Recordkeeping.
privately owned automated teller maghine (ATM), 252
request letter items, H-2
source of funds, 132
third-party payment processors, 239-242
Violations, 7, 13-14, 20, 35, 36, 44, 49, 50, 61, 67, 750,447, 4999231, R-5, R-6
i1solated or technical, 46-47
OFAC violations, 146-156
systemic or recurring, 44-46

W-8 Status. See also Tax Withholding.
25,294, 296
request letter items, H-18
Web Currency and Banking Retrieval System (Web CBRS), 15, 17, 29
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